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Abstract— Nowadays among on-line Social Networks 

(OSN), Facebook is that the widespread one and it's used by 

one.5 billion people across the world. Hackers are finding 

several new ways in which to propagate spam and malware 

on these platforms, which we refer to as social malware. 

They'll simply access the personal details. Social malware 

cannot be known with existing security mechanisms. 

Facebook app known as My Page Keeper is employed to 

guard Facebook users from social malware. The tool will find 

malicious apps with complete accuracy. The target of this 

project is to find malicious application and block those 

applications in Facebook exploitation the enforced tool under 

the set of constraints. Offensive words are detected and 

blocked exploitation dictionary. There's already an outline 

given regarding simply finding malicious app however not on 

blockage of offensive words or posts. It provides solely a 

high-level summary regarding threats to the Facebook graph. 

The most disadvantage of existing system is security is 

missing. In proposed system sure techniques are enforced 

find the Offensive words or any posts, and lexicon detects the 

words. These words cannot show publically wall. Rather than 

that such post are automatically migrated to blocked post list. 

The user will read it secretly and conjointly a warning mail is 

send to user. It is safe and secure. Unessential information 

won't be extra in our wall. So the Offensive words and posts 

are blocked with the help of dictionary exploitation filters and 

it’s not in public announce to user wall. 
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I. INTRODUCTION 

Online Social Networks (OSNs) is mainly used as an 

interactive medium to communicate, share a considerable 

amount of human related information. OSN is commonly 

used to share many types of information, such as text, image, 

audio, and video data. Online Social Network is a platform to 

build social networks or social relations among people, for 

example, share interest, picture, text and real time 

connections. A social network service consists of each user 

having his own profile, his social links, and variety of 

additional services. It Some of the social networks which are 

mainly used to connect with friends are: Face book, Google+, 

Youtube, Twitter widely used worldwide. 

Today OSN’s provide little support to prevent 

unwanted messages on user profile. For example face book 

permit users to state who is allowed to insert messages in their 

walls i.e. Friends, friends of friends, defined group of friends. 

Filtered wall is used to filter unwanted messages from OSN 

user walls. This wall is a public writing space so others can 

view what has been written on wall. Therefore in online social 

network there is possibility of posting bad or undesirable 

messages on wall which is visible to others also. 

To detect this problem, users wall messages should 

be classified and the unwanted messages should be filtered 

out on the wall owner. The short text classification is a 

difficult task as it does not have sufficient word occurrences. 

Additionally the attacker who want to write 

offensive message on his/her friend’s wall will not write the 

message using direct presence of bad word but will use 

variety of patterns using special characters so that the 

message is not easily traceable to the system. Therefore we 

use a short text classifier to classify short text words. 

Online social networks (OSN) make and encourage 

third party applications (apps) to improve the user experience 

on these platforms. Such enhancements consist of interesting 

or entertaining ways of communicating among online friends, 

and diverse activities such as playing games or listening to 

songs. For example, Facebook provides developers an API 

that facilitates app integration into the Facebook user 

experience. There are 500K apps available on Facebook, and 

on average, 20M apps are installed every day. Furthermore, 

many apps have obtained and maintain a large user base. For 

instance, farm ville and city ville apps have 26.5M and 42.8M 

users to date. Recently, hackers have started taking advantage 

of the popularity of this third-party apps platform and 

deploying malicious applications. Malicious apps can 

provide a lucrative business for hackers, given the popularity 

of OSNs, with Facebook leading the way with 900M active 

users. Most research related to spam and malware on 

Facebook has focused on detecting malicious posts and social 

spam campaigns. A recent work studies how app permissions 

and community ratings compare to privacy risks of Facebook 

apps. Finally, there are some community based feedback 

driven efforts to grade applications, such as Whatapp though 

these could be very powerful in the future, up to now they 

have acknowledged little adoption. 

II. DETECTION TECHNIQUES 

A. Malware Definition 

Malware, or malicious software, is any program or file that is 

harmful to a computer user. Malware includes computer 

viruses, worms, Trojan horses and spyware. These malicious 

programs can perform a variety of functions, including 

stealing, encrypting or deleting sensitive data, altering or 

hijacking core computing functions and monitoring users' 

computer activity without their permission. 

B. Techniques 

1) Signature Based or Pattern Matching or String or Mask 

or Fingerprinting Technique: 

A signature is an algorithm or hash (a number derived from a 

string of text) that uniquely identifies a specific virus. 

Depending on the type of scanner being used, it may be a 

static hash which, in its simplest form, is a calculated 

numerical value of a snippet of code unique to the virus. Or, 

less commonly, the algorithm may be behavior-based. A 

single signature may be consistent among a large number of 

viruses. A virus signature is the viral code. To identify viruses 

and other malware, antivirus software compares the contents 

of a file to a dictionary of virus signatures. 

Heuristic Analysis or Pro-Active Defense: 
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Heuristic scanning is similar to signature scanning, 

except that instead of looking for specific signatures, heuristic 

scanning looks for certain instructions or commands within a 

program that are not found in typical application programs. 

As a result, a heuristic engine is able to detect potentially 

malicious functionality in new, previously unexamined, 

malicious functionality such as the replication mechanism of 

a virus, the distribution routine of a worm or the payload of a 

Trojan. 

2) Here are a few of the common heuristic scanning 

techniques: 

a) File Emulation or Sandbox or Dynamic: 

Also known as “sandbox testing” or dynamic scanning, file 

emulation allows the file to run in a controlled virtual system 

(or “sandbox”) to see what it does. If the file acts like a virus, 

it’s deemed a virus. 

b) File Analysis or Rule Based: 

File analysis involves the software taking an in-depth look at 

the file and trying to determine its intent, destination, and 

purpose. Perhaps the file has instructions to delete certain 

files, and should be considered a virus. 

c) Weight Based: 

A heuristic engine based on a weight-based system, which is 

a quite old styled approach, rates each functionality it detects 

with a certain weight according to the degree of danger it may 

pose. If the sum of those weights reaches a certain threshold, 

also an alarm can be triggered. 

d) Rule Based: 

Nearly all nowadays utilized heuristic approaches implement 

rule-based systems. This means, that the component of the 

heuristic engine that conducts the analysis (the analyzer) 

extracts certain rules from a file and this rules will be 

compared against a set of rule for malicious code. If there 

matches a rule, an alarm can be triggered. 

e) Generic Signature Detection: 

This technique is particularly designed to locate variations of 

viruses. Several viruses are re-created and make themselves 

known by a variety of names, but essentially come from the 

same family (or classification). Genetic detection uses 

previous antivirus definitions to locate these similar 

“cousins” even if they use a slightly different name or include 

some unusual characters. The best way to illustrate this idea 

is with identical twins. They may have slightly different 

fingerprints, but their DNA is identical. Heuristic Detection 

is an effective way to locate unknown threats for the most up-

to-date realtime protection, but there are downsides. 

Obviously this sort of scanning and analysis can take some 

time, which may slow-down system performance. The main 

concern with heuristic detection is that it often increases false 

positives. False positives are when the antivirus software 

determines a file is malicious (and quarantines or deletes it) 

when in reality it is perfectly fine and/or desired. Because 

some files may look like viruses but really aren’t, they are 

restricted and stopped from working on your computer. 

C. Behavioral Blocking 

The suspicious behavior approach, by contrast, does not 

attempt to identify known viruses, but instead monitors the 

behavior of all programs. It involves Behavior based 

Heuristics and Generic Detections. If one program tries to 

write data to an executable program, for example, the 

antivirus software can flag this suspicious behavior, alert a 

user, and ask what to do. Unlike the signature based approach, 

the suspicious behavior approach therefore provides 

protection against brand-new viruses that do not yet exist in 

any virus dictionaries. However, it can also sound a large 

number of false positives In recent years, however, 

sophisticated behavior analysis has emerged, which analyzes 

processes and calls to the kernel in context before making a 

decision, which gives it a lower false positive rate than rules 

based behavior monitoring. 

Unlike heuristics or fingerprint-based scanners, 

behavior blocking software integrates with the operating 

system of a host computer and monitors program behavior in 

real-time for malicious actions. The behavior blocking 

software then blocks potentially malicious actions before they 

have a chance to affect the system. Monitored behaviors can 

include: 

1) Attempts to open, view, delete, and/or modify files; 

2) Attempts to format disk drives and other unrecoverable 

disk operations; 

3) Modifications to the logic of executable files, scripts of 

macros; 

4) Modification of critical system settings, such as start-up 

settings; 

5) Scripting of e-mail and instant messaging clients to send 

executable content; 

6) Initiation of network communications. 

If the behavior blocker detects that a program is 

initiating would-be malicious behaviors as it runs, it can 

block these behaviors in real-time and/or terminate the 

offending software. This gives it a fundamental advantage 

over such established anti-virus detection techniques such as 

fingerprinting or heuristics. While there are literally trillions 

of different ways to obfuscate and rearrange the instructions 

of a virus or worm, many of which will evade detection by a 

fingerprint scanner or heuristic, eventually malicious code 

must make a well-defined request to the operating system. 

Given that the behavior blocker can intercept all such 

requests, it can identify and block malicious actions 

regardless of how obfuscated the program logic appears to be. 

III. ALGORITHM 

Apriori is an algorithm for frequent item set mining and 

association rule learning over transactional databases. It 

proceeds by identifying the frequent individual items in the 

database and extending them to larger and larger item sets as 

long as those item sets appear sufficiently often in the 

database. The frequent item sets determined by Apriori can 

be used to determine association rules which highlight 

general trends in the database: this has applications in 

domains such as market basket analysis. 

The Apriori algorithm was proposed by Agrawal 

and Srikant in 1994. Apriori is designed to operate on 

databases containing transactions (for example, collections of 

items bought by customers, or details of a website 

frequentation). Other algorithms are designed for finding 

association rules in data having no transactions (Winepi and 

Minepi), or having no timestamps (DNA sequencing). Each 

transaction is seen as a set of items (an itemset). Given a 
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threshold C, the Apriori algorithm identifies the item sets 

which are subsets of at least C transactions in the database. 

Apriori uses a "bottom up" approach, where frequent 

subsets are extended one item at a time (a step known as 

candidate generation), and groups of candidates are tested 

against the data. The algorithm terminates when no further 

successful extensions are found. 

Apriori uses breadth-first search and a Hash tree 

structure to count candidate item sets efficiently. It generates 

candidate item sets of length K from item sets of length K-1. 

Then it prunes the candidates which have an infrequent sub 

pattern. According to the downward closure lemma, the 

candidate set contains all frequent K-length item sets. After 

that, it scans the transaction database to determine frequent 

item sets among the candidates. 

The pseudo code for the algorithm is given below 

for a transaction database T, and a support threshold of E. 

Usual set theoretic notation is employed, though note that T 

is a multi-set. CK is the candidate set for level k. At each step, 

the algorithm is assumed to generate the candidate sets from 

the large item sets of the preceding level, heeding the 

downward closure lemma. Count[k] accesses a field of the 

data structure that represents candidate set c, which is initially 

assumed to be zero. 

Many details are omitted below, usually the most 

important part of the implementation is the data structure used 

for storing the candidate sets, and counting their frequencies. 

 

IV. CONCLUSION 

In this system, present days applications are suitable for 

attackers to increase malicious information on Facebook. In 

this paper, we developed Facebook App, an accurate 

classifier for detecting malicious Facebook applications. 

Most captivatingly, we highlighted the appearance of appnets 

large groups of tightly connected applications that promote 

each other. We will continue to dig deeper into this ecosystem 

of malicious apps on Facebook, and we hope that Facebook 

will advantage from our recommendations for decreasing the 

risk on there are attackers on their policy. 
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