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Abstract— Biometric template offers a dependable approach 

to the trouble of user authentication in identity management 

structures. Various biometric technologies were developed 

and effectively deployed around the arena which includes 

fingerprints, face, iris, palm-print, hand geometry and 

signature. Fingerprints are the most popular due to their ease 

of capture, forte and patience through the years, as well as the 

low cost of sensors and algorithms. A biometric 

authentication scheme with template protection this is 

irreversible in opposition to almost all types of adversaries. If 

a biometric template inside the database of the device of 

someone is compromised that consequently might imply 

identification robbery of that man or woman. Most biometric 

systems which are presently in use, generally use a single 

biometric trait i.e. fingerprints because of its uniqueness and 

persistence, such system to set up identity, they're called uni-

modal biometric structures that have a few obstacles .This 

paper proposes of genuine encryption technique for template 

security. A template protection scheme with provable safety 

and acceptable reputation overall performance has to date 

remained elusive. 
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I. INTRODUCTION 

Biometric systems have been widely adopted and integrated 

into information systems to provide authentication 

procedures that guarantee non-repudiation. Unlike passwords 

& access PINs which are easily forgotten, stolen and easily 

guessed at in traditional authentication systems, biometrics 

are reliable, secure, efficient and a quick means of validating 

users if proper procedures and measures of using them are put 

into consideration. 

In the past, in order to identify the crime and the 

criminal, fingerprints and portraits detecting procedures were 

used, but these days a mechanized system is established to do 

so. Biometric technology can be divided into two general 

categories: 

1) Physiological biometric techniques. 

2) Behavioral biometric techniques. 

Behavioral biometric technique has four main sections: 

1) Sensor Block 

Responsible for receiving biometric information. 

2) Extracting Features Block 

It takes the taken information to extract its vector features. 

3) Comparing Block 

Responsible for comparing the gained vector with templates. 

4) Decision Block 

This section identifies identity, so either accept or reject 

identity. 

 

 
Fig. 1: General Categories of Biometric Features 

Biometrics science is seeking a way to identify 

people based on unique features - related to the human body. 

It is expected that this method be better than previous 

traditional methods. In practical applications, the 

performance of system is determined according to the balance 

of giving the wrong diagnosis (FAR) and the percentage of 

not giving the wrong diagnosis (FRR). A good biometric 

identifier that should have the following characteristics: 

1) Uniqueness 

Each person is unique and has the distinctive features with 

others. 

2) Extracting accountability 

The feature could be gained quickly and without the need for 

high processing for each individual case. 

3) High resolution capabilities 

The difference between two persons is too different to be 

easily separable. 

4) Sustainability 

The extracted features remain unchanged over time and due 

to changes in a person's life. 

II. OVERVIEW 

Biometrics refers to two very different fields of study and 

application. Biometrics in reference to biological sciences has 

been studied and applied for several generations and is 

viewed as "biological statistics". The second one is the newer 

one used for authentication of humans. Authentication is the 

act of establishing or confirming something (or someone) as 

authentic. That is to make sure that claims made by or about 

the thing are true. Since there are several proposed Biometrics 

techniques for this purpose a short overview in this field is 

presented by describing the Past, Present and Future of this 

field. 

A. Past 

For hundreds of years, human beings have used frame 

characteristics including fingerprint, face, voice, and gait to 

recognize every other. In mid nineteenth century, Alphonse 

Bertillon, leader of the crook identification division of the 

police department in Paris, developed after which practiced 
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the idea of using numerous body measurements i.e. peak, 

duration of palms, toes and hands; to pick out criminals. 

Within the past due 19th century, this idea changed into 

gaining reputation; it becomes outshine by using a far more 

full-size and practical discovery: the distinctiveness of human 

fingerprints. Soon after this discovery, many essential law-

enforcement departments interested in the idea of criminal’s 

fingerprints and storing them in databases first of all in card 

documents.  

B. Present 

Biometrics authentication is a growing and controversial field 

in which some people express concern over privacy and 

identity issues. Today, biometric laws and regulations are in 

process. Additionally, biometric industry standards are being 

investigated. Face recognition biometrics has not reached the 

same level as fingerprinting. However, constant 

technological advancement and the threat of terrorism lead to 

stimulate this security technology for the twenty-first century. 

As a result, this becomes one of the modern approaches for 

human detection and hence several methods have been 

proposed and still researches are being carried out. 

1) Biometric Characteristics Can Be Divided In Two Main 

Classes 

1) Physiological are related to the shape of the body and 

thus it varies from person to person Fingerprints, Face 

recognition, hand geometry and iris recognition are some 

examples of this type of Biometric. 

2) Behavioral are related to the behavior of a person. Some 

examples in this case are signature, keystroke dynamics 

and of voice. Sometimes voice is also considered to be a 

physiological biometric as it varies from person to 

person. 

C. Future 

A biometric system can provide two functions: verification 

and Authentication. Therefore, biometric authentication 

techniques have to be strong enough to perform both these 

functionalities simultaneously. Currently, cognitive 

biometrics systems are being developed to use brain response 

to odor stimuli, facial perception and mental performance for 

search at ports and high security areas. Other biometric 

strategies such as those based on gait (way of walking), 

retina, Hand veins, ear canal, facial thermogram, DNA, odor 

and scent and palm prints are also being considered. 

III.  BIOMETRIC TECHNIQUES & TECHNOLOGIES 

We have already stated that there exist Two kinds of 

biometric characteristics have been researched and biometric 

authentication have been developed based on these 

characteristics. Details of such techniques are discussed 

below. 

A. Finger Print Technology 

Fingerprint identification is the oldest and best-known 

method of biometric identification for individuals. The 

important fact is that each person has a different fingerprint. 

A fingerprint is an impression of the friction ridges of a finger 

or any part of the finger. A friction ridge is a raised portion of 

the palmar (palm) or digits (fingers and toes) or plantar (sole) 

skin, consisting of one or more connected ridge units of 

friction ridge skin. These ridges are sometimes known as 

"dermal ridges" or "dermal ". The traditional methods use ink 

to get the finger print onto a piece of paper. This piece of 

paper is then scanned using a traditional scanner. 

 
Fig. 2: Fingerprint Bitmap. 

Now live finger print readers based on optical, 

thermal, silicon or ultrasonic principles are used for this 

purpose. Optical finger print reader is the most common at 

present and which has the ability to assess and adapt the 

fingerprint with recorded samples. 

B. Identification using Hand Geometry 

This is based on the fact that every person’s hand is shaped 

differently and the shape of a person’s hand does not change 

after certain age. These techniques include the estimation of 

length, width, thickness and surface area of the hand. Various 

methods are used to measure the hands-Mechanical or optical 

principle. The identification systems then store these data in 

a database and it is compared with the input data to identify 

the person. 

 
Fig. 3: Hand Geometry Scanner 

Two categories of optical scanners are used to obtain 

the hand geometry data. The first category creates a black and 

white bitmap image of the hand’s shape using a source of 

light and a black and white camera. The bitmap image is 

processed by the computer software and only the 2D 

characteristics of hand can be used in this case. The other 

category is more complicated as they use special guide 

marking to portion the hand better and have both vertical and 

horizontal sensors for the hand shape measurements. So, 

sensors from this category handle data of all 3D features. 

C. Identification using Vein Pattern 

A new method is presented in for identifying individuals 

based on the image of the vessels. This method is useful for 

access control systems under network coverage. Figure 

demonstrates the sample vessels of a hand. This method 

consists of two stages: registration and data collection, and 

the approval or recognition. In the registration phase, N 

numbers of hand images are collected using near-infrared 

imaging for different individuals. The images are being 

processed in pre-processing, feature extraction, and modeling 

stages so that the adaptive samples are generated and then the 

neural network is used for the verification. The preprocessing 

consists of Image detection threshold, edge detection, edge 
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removing, skeleton extraction vessel, resolution enhancement 

using morphological functions. In the feature extraction 

stage, the required vectors are needed to be prepared after 

applying the wavelet transform to image and statistical 

feature extraction for comparison in authentication phase. In 

fact, this technology has been brought a new experience in 

identification technology and only by using hand vein 

obtained by the CCD camera. 

 
Fig. 4: The Condition of the Vessel 

D. Face Recognition Technology 

A facial recognition technique is an application of computer 

for automatically identifying or verifying a person from a 

digital image or a video frame from a video source. It is the 

most natural means of biometric identification. Facial 

recognition technologies have recently developed into two 

areas: Facial metric and Eigen faces. 

Facial metric technology relies on the specific facial 

features such as the positioning of eyes, nose and mouth, and 

distances between these features. These properties are 

recorded on an image database. In this method, the face 

region is normalized (rescaled) to a fixed pre-defined size and 

the normalized image is called the canonical image. Secondly 

the facial metrics are computed and stored in a face template. 

The typical size of such a template is between 3 and 5 KB, 

but there exist systems with smaller sizes as well. 

 
Fig. 5: Two-dimensional Image with Marked Points 

The Eigen Face method is based on categorizing 

faces according to the degree of it with a fixed set of 100 to 

150 Eigen faces. The Eigen faces that are created will appear 

as light and dark areas that are arranged in a specific pattern. 

This pattern shows how different features of a face are singled 

out. It has to be evaluated and scored. There will be a pattern 

to evaluate symmetry, if there is any style of facial hair, where 

the hairline is, or evaluate the size of the nose or mouth. Other 

Eigen faces have patterns that are less simple to identify, and 

the image of the Eigen face may look very little like a face. 

The whole process is done using Face Recognition software. 

E. IRIS Technology 

This method uses the fact that each person's iris is unique and 

different with other people in terms of color and texture. 

Therefore, the complex appearance and structure (pattern) of 

iris allows extracting comparable features which can be used 

for recognition purpose. In the method, the colored part of the 

eye is scanned and analyzed. 

 
Fig. 6: Image of IRIS 

. Imaging of the surface of the iris is not much 

difficult, but it should be considered carefully. For example, 

if the ambient light is changed or the rotation angle of the eye 

is not appropriate as well as the contrast, resolution and image 

focus is altered; then the possibility of error is considerable. 

Hence, iris scanning is an appropriate method for individual 

identification. 

Recognition methods use the iris of the eye which is 

colored area that surrounds the pupil. Iris patterns are unique 

and are obtained through video based image acquisition 

system. Each iris structure is featuring a complex pattern. 

This can be a combination of specific characteristics known 

as corona, crypts, filaments, freckles, pits, furrows, striations 

and rings.  

F. Identification by Heartbeat 

Researchers at the University of Wisconsin - Madison have 

found a new biometric technique for identifying persons. The 

researchers have based heart palpitations as a pattern. They 

have found that each heart has its unique beating pattern. 

They have been used this pattern to create a biometric method 

to identify people. Like all biometric methods, the system 

first generates a template of the heartbeat. To do so, a special 

feature is used which can be collected with conventional 

sensors such as ECG. Then, the cardiograph key data are 

stored in a database for future comparison. To maximize the 

reliability of this method, pre- processing and pre-screening 

operations are particular important. At this stage, the filtered 

heartbeats will be processed and stored in a database. The 

accuracy and reliability of this method is still not enough and 

is still in its infancy. But the researchers are confident that the 

identification by heart beating is completely possible. 

IV. APPLICATIONS OF BIOMETRIC TECHNIQUES 

Biometric authentication is highly reliable, because physical 

human characteristics are much more difficult to forge then 

security codes, passwords, hardware keys and so forth. 

Biometric- based authentication applications require 

workstation and network access, single sign-on, application 

logon, data protection, remote access to resources, transaction 

security, and Web security. Strong personal authentication 

procedures could help strong e-commerce and e-government 

applications. More importantly applications such as secure 

electronic banking, investing and other financial transactions, 

retail sales, law enforcement, and health and social services 
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are already benefiting from these technologies. Another 

promising area is the personal authentication for large- scale 

enterprises where Biometric technologies are expected to 

play a key role. 

V.  EVALUATION OF DEGREE OF SECURITY 

The degree of security is the main concern in using biometric 

authentication. Therefore, it is important to evaluate different 

techniques and find degree of security. There are various 

metrics which we can used to measure the performance of any 

biometric authentication techniques. These factors are 

described in table 1. 

factors description 

False Accept Rate 

(FAR) and False 

Match Rate 

(FMAR) 

The probability that the system 

incorrectly declares a successful 

match between the input pattern and 

a non- matching pattern in the 

database 

False Reject Rate 

(FRR) or False 

Non-Match Rate 

(FNMR) 

The probability that the system 

incorrectly declares failure of match 

between the input pattern and the 

matching template in the database 

Relative Operating 

Characteristic 

(ROC) 

ROC plot is obtained by graphing 

the values of FAR and FRR, 

changing the variables implicitly. A 

common variation is the Detection 

Error Tradeoff (DET), which is 

obtained using normal deviate 

scales on both axes. 

Equal Error Rate 

(EER) 

The rates at which both accept and 

reject errors are equal. ERR is 

commonly used when quick 

comparison of FAR and FRR is 

needed. 

Failure to Enroll 

Rate (FTE or 

FER) 

The percentage of data input is 

considered invalid and fails to input 

into the system. Failure to enroll 

happens when the data obtained by 

the sensor are considered invalid or 

of poor quality 

Failure to Capture 

Rate (FTC) 

 

The probability that the system fails 

to detect a biometric characteristic 

when presented correctly is 

generally treated as FTC 

Template Capacity 

The maximum number of sets of 

data which can be input in to the 

system 

A. Factors to be Considers 

The widely used techniques have their advantages as well as 

limitations due to various reasons. This section discusses the 

factors to be considered in using such techniques. 

1) Finger Print Technology 

Too wet or dry fingers do not produce bitmaps with sufficient 

quality, because the finger print bit map is affected by the 

finger moisture as the moisture significantly influences the 

capacitance. 

2) Face Recognition Technology 

The current software often doesn’t find the face at all or finds 

“a face” at an incorrect place leading to worse results. The 

other problem is that very similar persons like twins could not 

be correctly identified. Any significant change in hair or 

beard style causes additional difficulties. 

3) Iris Technology 

The iris image covered with eye-lids etc. could introduced 

difficulties in correct identification. So additional processing 

overhead is required to resolve such problems. 

4) Hand Geometry Technique 

Hand geometry doesn’t produce a large data set. Therefore, 

give a large number of records, hand geometry may not be 

able to distinguish sufficiently one individual from another. 

5) Retina Geometry 

The main drawback of the retina scan is its intrusiveness. The 

method of obtaining a retina scan is personally invasive. A 

laser light must be directed through the cornea of edge. The 

operation of retina scanner is also not easy. A skilled operator 

is required and the person being scanned has to follow his or 

her directions. 

VI. CONCLUSION 

Biometric authentication is highly reliable, because physical 

human characteristics are much more difficult to forge than 

security codes, passwords and hardware keys. Only other 

hand, smart card, magnetic stripe cards, ID cards, physical 

keys like things can be lost, stolen, duplicated or left at home. 

Moreover, today’s fast-paced electronic world means people 

have to remember a number of passwords and Personal 

Identification Number (PINs) for computer accounts, banks, 

ATMs, E-Mail, wireless, phones ,websites and so forth. 

Biometrics holds the promise of fast, easy, accurate, reliable 

and less expensive authentication for a variety of application 

and users have nothing to remember. 

Though biometric authentication can offer a high 

degree of security, they are still not the perfect solution. 

Sound principles of system engineering are still required to 

ensure a high level of security rather than purely depend on 

invariant biometrics features. Non-repudiation and 

irrevocability are concerns over Biometrics systems based on 

distributed database. However, is possible to remove the need 

for such distributed databases through the careful application 

of biometric infrastructure without compromising security. 

The influences of biometric technology on society and the 

risks to privacy and threat to identify will require mediation 

through legislation. Careful consideration of the importance 

of biometrics data and how it should be legally protected will 

popularize this technology further. 
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