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Abstract— Now a day’s security is very important factor.
Attacker uses structured Query Language Injection technique
to attack different types of sites. There are different ways to
attack sites. Now a day’s attacker uses Structured Query
Language Injection technique in which they insert keywords
or characters in the SQL statements. A machine learning
technique gives exact result for test data. There are n number
of attacks in which specific technique is not suitable. Naive
Bayes is supervised machine learning algorithm which is
used for classification. Naive Bayes classifiers are related to
probabilistic classifiers which is depends on Bayes Theorem.
There are two kinds of probabilities. One is prior probability
and second one is posterior probability. The prior probability
finds by using given training data sets.
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. INTRODUCTION

Research over the years has mostly pinpointed developers’
lack of security awareness in web development to sanitized
input as the cause of SQLIA, and at such have gravitated
towards code based sanitation for their proposed solutions to
address SQLIA. Also, SQLIA vulnerability is a sequel to a
design fallout of the well-intentioned free text processing of
the SQL engine itself, and as a consequence both legacy and
cloud deployments lacking sanitation becomes vulnerable. A
search of SQL 'hall of shame which reports the recent trends
in data pilfering by SQLIA shows the prevalence of this form
of attack and so the ability to secure back-end database from
SQLIA in an era of big data remains a topical issue. The SQL
language syntax closely resembles plain English and the
SQLIA keywords are also in plain text. Therefore, the SQLIA
problem in a big data context is a plausible candidate for
predictive analytics of a supervised learning model trained
via both known historical attack signatures and safe web
requests patterns.

The attack signatures at injection points will contain
patterns of SQL tokens and symbols as SQLIA positive while
valid web requests would take the form of expected data from
the application. In this paper, we build a predictive analytics
web application with quantities of learning data to train a
classifier. The learning data are labeled vector matrix, or
features of both patterns of dictionary word list (SQLIA
negative) and SQL tokens (SQLIA positive).

Il. LITERATURE SURVEY

As more people are getting concerned with this attack, several
methods have been developed to prevent it. Most of the
techniques either requires programmers to manually detect
the threat or even if it is automated proves to be inadequate
when they are test on complex web application. Prevention
and Detection of SQL injection Attack using different
techniques such as SQL Filtering: An Effective Technique to
Prevent SQL Injection Attack, SQL Injection Attack
Prevention Based on Decision Tree Classification, Detection

of SQL Injection Attacks using Hidden Markov Model, SQL
Injection Attack Detection Method using Expectation
Criterion. We are using Machine Learning in the Proposed
System for the best clustering result in SQL injection &
Prevention.

I1l. EXISTING SCENARIO

Today we require high security for data protection. Now
everything is on web. It is necessary to provide security to the
webservers’ database. We doing online transactions rather
than using cash. Data must be private and secure from hacker.
Due to SQL Injection Attack, database harmed.

I\VV. PROPOSED APPROACH

In this, we find query that is Malicious or non-Malicious
query. For deciding this, we are using supervised Naive
Bayes Algorithm. In the learning process, the training dataset
is read by the application from text files and puts each data to
the learning method of the classifier. The classifier generates
feature vectors from received data by blank separation and
tokenizing method and learns it by machine learning method.
We are using MVVC Framework.
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Fig. 1: Architecture Diagram

V. MERITS

1) Ability to handle and Prevent SQL Injection Attack.
2) Less computational time is required.
3) Overall performance is good.

VI. CONCLUSION

To achieve this goal, the implementation and evaluation of
the classifier for SQL Injection detection using the machine
learning Naive-Bayes Algorithm. The vulnerabilities cause
theft or defacing of important data by malicious web code.
Existing provision cannot deal with new malicious web code
flexibly. The approach to solve the problem using ability of
characterizing and training by machine learning.

REFERENCES

[1] Solomon Ogbomon Uwagbole, William J. Buchanan, Lu
Fan,” Applied Machine Learning Predictive Analytics to
SQL Injection Attack Detection and Preven-tion”,

All rights reserved by www.ijsrd.com 1583



SQL Injection Detection and Prevention using Machine Learning
(IJSRD/Vol. 6/Issue 01/2018/431)

IFIP/IEEE IM 2017 Workshop: 3rd International
Workshop on Security for Emerging Distributed
Network Technologies

[2] Linghuan Xiao, Shinichi Matsumoto, Tomohisa
Ishikawa, Kouichi Sakurai, ”SQL Injection Attack
Detection Method using
ExpectationCriterion”,2016Fourth International
Symposium on Computing and Networking

[3] Mohammad Qbea’h, Mohammad Alshraideh,”Detecting
and Preventing SQL Injection attacks:A Formal
approach”, 2016 Cybersecurity and Cyberforensics
conference,

[4] B. Deva Priyaa, M.Indra Devi, "Hybrid SQL Injection
Detection System”, 2016 3rd International Conference

[5] Debabrata Kar, Khushboo Agarwal, Ajit Kumar Sahoo,
and Suvasini Panigrahi, ”Detection of SQL Injection
Attacks using Hidden Markov Model”, 2 nd IEEE
International  Conference on  Engineering and
Technology (ICETECH), 17th 18th March 2016,
Coimbatore, TN, India.

[6] B.Hanmanthu, B.Raghu Ram, Dr.P.Niranjan, ”SQL
Injection Attack Prevention Based on Decision Tree
Classification”, IEEE Sponsored 9th International
Conference on Intelligent Systems and Control (ISCO)
2015

[7] Ovuarda Lounis, Salah Eddine Bouhouita Guermeche,
Lalia Saoudi, Salah Eddine Benaicha, ”A new algorithm
for detecting SQL injection attack in Web application”
,Science and Information Conference 201439

[8] Anamika Joshi, Geetha V,”SQL Injection Detection
using Machine Learning”, 2014 International
Conference.

[9] Junho Choi, Hayoung Kim,”Efficient Malicious Code
Detection Using N-Gram Analysis and SVM”, 2011
International Conference on Network-Based Information
System.

All rights reserved by www.ijsrd.com 1584



