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Abstract— With the rise of online advertising, the popularity
of ad-blocking is rising continuously. This has resulted in
great losses to the online publishers. On one hand the users of
ad-blockers support the freedom of deciding whether or not
they want to view the ads, the publishers claim ad-blocking
as unethical and term it highly unethical. As a result the
concept of anti-ad-blocking started getting popularity.
Extensive efforts for the development and deployment of
counter ad-blocking have escalated the tug of war between
the two parties. In this paper we discuss the moral and
economical arguments in favour and against online
advertisements and propose a middle way solution where
both the parties are mutually benefitted.
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I. INTRODUCTION

The web-ecosystem to a great extent is driven by online
advertisement these days. Also it is estimated that 84% of the
top 100 websites in the world rely on advertising to generate
revenue, utilising the now long-established trade-off where
users can use their website for free, but they need to look at
some ads while they do it. On traditional mediums such as
TV and radio, advertising has over time developed into a form
of entertainment itself and society has to a great extent
accepted it. But when it comes to internet, people are far less
forgiving. Over the recent years, the number of users has
started using ad blocking and tracker blocking tools. “Ad
blocking” refers to software usually a mobile app or a web
browser plug-ins that stop most ads from appearing on
websites or other apps that would otherwise show them. The
number of ad block users estimates to over 198 Millions [2].
‘Adblock Plus’, the most popular ad-blocking program on the
market, has been downloaded 250 million times, and has
around 60 million active users.

In recent times, the practice of ad-blocking has
received heightened ethical scrutiny. Arguments against ad-
blocking tend to focus on the potential economic harms.
Publishers like to trot out ethical arguments when debating
the harms of ad blocking. According to then, reading an
article while blocking its ads is effectively stealing and it
violates the implicit contract between publishers and readers.
According to them; by using ad-blocking, users are violating
an agreement they have with online service providers to let
them show advertisements in exchange for their services.
They defend their view by highlighting that ad-blocking has
resulted in great revenue losses and existential crises for the
online advertising revenue model. A recent survey [2] shows
that the losses are as high as $22 Billions.

In response, defenders of ad blocking tend to counter
with arguments that ads are often “annoying,” and that
blocking them is a way to force advertising to get better.
Besides, they say, users who block ads wouldn’t have bought
the advertisers’ products anyway. Many users also object to
having data about their browsing and other behavioural habits
tracked by advertising companies. Some also choose to block
ads in hopes of speeding up page load times or reducing their

overall data usage. Many have pointed to the ads themselves
as fostering needless consumption while being tasteless,
intrusive, and evil (this word occurs a lot in these
discussions), while suggesting that the advertising industry
brought ad blocking upon itself [4].

In this paper, advertising blockers and anti-ad-
blocking is considered. The argument regarding whether
blocking advertisements is ethical or not is discussed. The
ethical analysis yields mixed results, but we however, suggest
a solution that empowers users, allowing them to select the
types of ads that they see and how often they see them.

Il. RELATED WORK

Nithyanand et al [4] study the impact of ad-blocking as a
potential threat to the dynamics of advertising revenue. They
also study the deployment mechanism for anti-blocking and
anti-tracking. Rafique et al. [1] found that anti blocking were
used in over one sixth of the thousand domains they crawled.
They call anti-blocking as a malware and a scam. Ikram et al.
[7] proposed the use of JavaScript for online tracking. Their
approach was based on machine learning. Mayer [6] studied
the effectiveness of ad-blocking on large dataset and
websites. They also discussed anti-tracking tools against
these websites.

These studies illuminate the nature and the scale of
ad-blocking techniques employed all over the internet
informing us of the complex ecosystem and the fragile
balance between the acceptance of ad-blocking and anti-
blocking all over the internet community.

I11. ONLINE ADVERTISEMENTS

The Online advertising, also called online marketing or
Internet advertising or web advertising is a form of marketing
and advertising. It focuses on delivering promotional
marketing messages to consumers with the help of the
Internet [5]. Consumers are forced to view online
advertisements as an unwanted distraction with few benefits.
Online advertising frequently involves both a publisher, who
integrates advertisements into its online content, and an
advertiser, who provides the advertisements to be displayed
on the publisher's content.

Online businesses and media companies often look
to advertisers for most or all of their revenue. This is known
as an advertising-based revenue model. As a service-driven
online business, making money by charging users for the
services or information generates revenue. Other option is
attracting users and selling advertising to companies that
want to reach them. Charging customers a fee is often a more
stable way to ensure you make money. However, offering
anything for free tends to generate more traffic and interest,
which is what leads to higher-earning potential with
advertisers. This is the core base for the online advertising
revenue model.

Online advertising has evolved a lot and there are
various different types of online advertisements. The major
types include
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A. Display Ads

The original form of online advertising, these are most
affordable visual ads that appear on third party websites. This
may come as static images, text, floating banners, wallpapers,
pop-up ads, flash videos etc.

B. Social Media Ads

Social Media advertising is making use of social networking
tool for advertisements. They are great because one can target
their audience perfectly. Very similar to Display Ads, Social
Media ads can be anything from a simple banner or image to
an auto-play video. It can be organic or paid.

C. Search Engine Marketing

It is the most dependable form of advertising. SEM works
based on bidding on keywords through search engines in an
effort to get the website up higher on the Search Engine
Results Page. Paid ads can either be pay per click or cost per
thousand.

D. Remarketing/Retargeting

When people visit sites, they drop a cookie on them so that,
as people travel around the web, ads will appear over and over
to remind them about the product or service of these sites.
This form of advertising is inexpensive

E. Video Ads

Video Ads are gaining in popularity because they avoid
blatant advertising while also attracting the limited attention
span of the user. While YouTube ads are the most popular
and well known of video ads, there are actually several
different formats, types and content options.

F. Email Marketing

In this case one builds a list of email addresses and then send
email campaigns that focus on promotions, discounts,
features or content. Most emails are short, sweet and to the
point. A concise message makes it easy to get your point
across and increase conversions.

This has resulted in the wide use of anti-blocking
tools and software. And to deal with ad-blocking, anti-
blocking is also gaining popularity. Generally an anti-ad-
blocker detects ad-blockers by one of the following two
approaches [3]. In the first case the anti-ad-blocker injects a
bait advertisement container element (e.g., DIV), and then
compares the values of properties representing dimensions
(height and width) and/or visual status (display) of the
container element with the expected values when properly
loaded. Other being that the anti-ad-blocker loads a bait script
that modifies the value of a variable, and then checks the
value of this variable in the main anti ad-blocking script to
verify that the bait script was properly loaded. If the bait
object is determined to be absent, the anti-ad-blocking script
concludes that an ad-blocker is present

To track whether the user has turned off the ad-
blocker after being prompted to do so, the anti-ad-blocker
periodically runs the ad-block check and stores the last
recorded status in the user’s browser using a cookie or local
storage.

IV. ETHICAL DISPUTE

Whether or not, ad-blocking should be used is a well debated
question. One section of the society believes that that the use
of ad-blocking is fully ethical. The consumer is under no
obligation to view ads. The contract is between the advertiser
and the site hosting advertising. If a site chooses to sell
exposure to an advertiser but doesn't provide it, it is being
unethical. On the other hand a site can host exposure on the
explicit understanding that some of the target audience will
block the advertising. That's the de facto condition. The
advertiser accepts that condition and there is no breach of
ethics.

They also support their point by arguing that on a
personal computer, it sure is ethical. There is no reason why
one should have to see an ad they don't want to see. And
having an ad pop up from nowhere is rather annoying. Some
even claim that forcing them to read or see an advertisement
that they don’t want to see is unethical. They pay for their
computer, electricity bills and even internet connection and
hence they deserve the right to decide what they see and what
they don’t.

On the other hand the publishers and advertisers
argue that given the amount of money that is involved in
advertisements, ad-blocking is referred as evil and a form of
theft. They believe that ad-blocking is a form of stealing from
the publishers and it subverts the freedom of press and open
business model. Page fair in 2016 predicted that mobile ad-
blocking is a serious threat to the future of media and
journalism in the emerging markets. Another bold statement
[25] was “Every time you block an ad, what you’re really
blocking is food from entering a child’s mouth”.

We suggest a solution lies in a technologically
mediated meeting of minds. The solution includes the
following points. The ad blocking users will see fewer
advertisements. The content generators and content
publishers will receive less revenue per reading user.
Advertisers will seek other venues for their profit. There will
be less free content available to the user on the internet. User
can choose to view free content provided that he accepts the
advertisement contract with the publishers where the users
will get the right to choose the type and the quantity of the
advertisements he/she wishes to see. The advertising delivery
systems described is built on value-based design. The values
include knowledge, freedom, and autonomy which online
advertising systems most systematically undermine.
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