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Abstract— This paper presents two level data security in
Network system. Cryptographic algorithm BLOWFISH and
Steganography algorithm List significant Bit (LSB) are used
for data security. Confidential information is encrypted by
BLOWEFISH algorithm, and then encrypted data hide into
image by LSB algorithm of Steganography. For more
security we used iris image of authorized person to hide
encrypted data. The keys required for BLOWFISH
algorithm is generated from same iris image. These two
algorithms implemented on 32 bit ARM 7. In the result of
project include memory utilization, processing time for
encryption and decryption etc. this project gives better
security for embedded systems like mobile, smart card,
ATM etc.
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|I. INTRODUCTION

Data security helps keep private data private. Secure data
transmissions prevent contact lists and personal in, and
verify that the sender of a piece of information is who he
says he is. Data security techniques have a reputation for
being computationally intensive, mysterious, and fraught
with intellectual property concerns. Whereas some of this is
true, straightforward public domain techniques that are both
robust and lightweight do exist. One such technique, an
algorithm called Blowfish, is perfect for use in embedded
systems.

Cryptography and Steganography are widely used
techniques that manipulate information in order to cipher or
hide their existence. These techniques have many
applications in computer science and other related fields.
They are used to protect e-mail messages, credit card
information, corporate data etc. Steganography is the art and
science of communicating in a way which hides the
existence of the communication [1]. A Steganography

System thus embeds hidden content in
unremarkable cover media so as not to arouse an
eavesdropper’s suspicion [2]. For example it is possible to
embed a text inside an image or an audio file. On the other
hand, cryptography is the study of mathematical techniques
related to aspects of information security such as
confidentiality, data integrity, entity authentication, and data
origin authentication [3]. In this paper we will focus only on
confidentiality. Cryptography and Steganography are
cousins in the spy craft family: the former scrambles a
message SO it cannot be understood; the latter hides the
message so it cannot be seen.

The aim of this paper is to describe a method for
integrating together cryptography and Steganography
through image processing. In particular, we present a system
able to perform Steganography and cryptography at the
same time.

In  this paper, both Cryptography and
Steganography methods are used for data security over the
network. IRIS is considered to be the most trusted and
unique feature of the person. Hence this project proposes a
data encryption technique using IRIS biometric. IRIS
images are taking from IRIS biometric database. ARM
processor is used for processing Steganography and
cryptography algorithms.

Il. RELATED WORK

“Iris Biometric Cryptography for Identity Document”, this
paper present an approach to generate a unique and more
secure cryptographic key from iris template. The iris images
are processed to produce iris template or code to be utilized
for the encryption and decryption tasks. AES Cryptography
algorithm is employed to encrypt and decrypt the identity
data [5].

Secondly” Two New Approaches for Secured
Image Steganography Using Cryptographic Techniques and
Type Conversions” This paper give information about
Cryptography & Steganography, This paper introduces two
new methods wherein cryptography and Steganography are
combined to encrypt the data as well as to hide the
encrypted data in another medium so the fact that a message
being sent is concealed [6].

Next paper is “A New Image Steganography
Technique” it includes various image Steganography
techniques like Text-Based Steganography, Audio
Steganography, Steganography in OSI Network Model,
Image Steganography etc. [7]

“Multilevel Network Security Based on Iris
Biometric”, In this paper A novel security Mechanism is
developed here for high security networks by combining
IRIS biometric techniques with cryptographic and
Steganography mechanisms [8].

There is some weakness in hiding information in
images; that is adversary could easily detect the confidential
message, by noticing the noise and clarity of the image's
pixels, also by observing the difference between the
embedded image and the original one if it is known to him.
In the proposed project, here use Iris images instead of
images that contain faces or natural scenes, because the only
feature or data of a person that hackers cannot hack is their
biometric features.
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Fig. 1: Functional block diagram

Steps are

1) Generated key from iris image, we have taken only iris
part of eye of person for more security. Key length is
128 bits.

2) Using Blowfish algorithm for encryption,
The confidential information is encrypted.
Cryptography = Text + key

3) This encrypted text then hides into every pixel of iris
image.
Steganography = Text + image

4) Iris image is transmitted to receiver, at the receiver
side, hidden

5) data removed from image and using same encrypted
key,

6) original data recovered from encrypted text.

I1l. OVERVIEW OF ALGORITHM

A. Image Definition

To a computer, an image is a collection of numbers that
constitute different light intensities in different areas of the
image [7]. This numeric representation forms a grid and the
individual points are referred to as pixels. Most images on
the internet consists of a rectangular map of the image’s
pixels (represented as bits) where each pixel is located and
its color . These pixels are displayed horizontally row by
row. The number of bits in a color scheme, called the bit
depth, refers to the number of bits used for each pixel . The
smallest bit depth in current color schemes is 8, meaning
that there are 8 bits used to describe the color of each pixel
[8].

B. Least Significant Bit Algorithm

Least significant bit (LSB) insertion is a common, simple
approach to embedding information in a cover image [3].
The least significant bit in other words, the 8th bit of some
or all of the bytes inside an image is changed to a bit of the
secret message. When using a 24-bit image, a bit of each of
the red, green and blue color components can be used, since
they are each represented by a byte. In other words, one can
store 3 bits in each pixel. An 800 x 600 pixel image, can
thus store a total amount of 1,440,000 bits or 180,000 bytes
of embedded data [7].

Although the number was embedded into the first 8
bytes of the grid, only the 3 underlined bits needed to be
changed according to the embedded message. On average,
only half of the bits in an image will need to be modified to
hide a secret message using the maximum cover size [7].

Since there are 256 possible intensities of each primary
color, changing the LSB of a pixel results in small changes
in the intensity of the colors. These changes cannot be
perceived by the human eye - thus the message is
successfully hidden. With a well-chosen image, one can
even hide the message in the least as well as second to least
significant bit and still not see the difference [3].

C. Blowfish

Blowfish is a symmetric encryption algorithm, meaning that
it uses the same secret key to both encrypt and decrypt
messages.

A graphical representation of the Blowfish
algorithm appears in Figure 2. In this description, a 64-bit
plaintext message is first divided into 32 bits. The "left" 32
bits are XORed with the first element of a P-array to create a
value I'll call P, run through a transformation function
called F, then XORed with the "right" 32 bits of the message
to produce a new value I'll call F'. F' then replaces the "left"
half of the message and P' replaces the "right" half, and the
process is repeated 15 more times with successive members
of the P-array. The resulting P' and F' are then XORed with
the last two entries in the P-array (entries 17 and 18), and
recombined to produce the 64-bit ciphertext.

1) Algorithm:
The input is a 64-bit data element== x. Divide x into two
32-bit halves: xL, xR. Then,
fori=1to 16:
xL =xL XOR Pi
XR = F(xL) XOR xR
Swap xL and xR
After the sixteenth round,
swap XL and xR again to undo the last swap.
Then,

XR = xR XOR P17 and

xL = xL XOR P18.

Finally, recombine xL and xR to get the ciphertext.

A graphical representation of F appears in Figure 2.
The unction divides a 32-bit input into four bytes and uses
those as indices into an S-array. The lookup results are then
added and XORed together to produce the output.

The P-array and S-array values used by Blowfish
are precompiled based on the user's key. In effect, the user's
key is transformed into the P-array and S-array; the key
itself may be discarded after the transformation.
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IV. CONCLUSION

This paper is devoted to the problem and solution on
security of small embedded system. Total ARM memory is
utilized for processing of both algorithms. So this system
can be used in small memory application like in smart cards,
ATM machine etc. As the point of security, maximum
security for text is possible so this system can be used in
military application. Most confidential iris image of person
consider for Steganography, so when iris image with hidden
text is on network, and if hackers hack this image, then it is
too difficult to catch the hidden data because iris image is
unique identity for person, there is no another same image
can be generated or captured. So this is the advantage.

Blowfish is a very secure algorithm. When we
compared it with another algorithm AES then it is found that
for embedded system security, blowfish is easier than AES.
Blowfish required less processing time and memory
utilization than AES. So it is a faster security algorithm for
embedded system.

This project introduces two algorithms at a time for
multiple securities, so maximum security can possible.
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