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Abstract— Content based message filtering have most of
tremendous growth in recent on online social network related
and then years and become a de face portal for 100 million of
Internet customer. These networks offers attractive for digital
OSNs interactions and content shared, but also raise a number
of hacking issues. While online networks to user constrain
allow to sharing records, they currently didn’t provide any
mechanism to enforce secrecy apprehensions over data
associated with multiple customer. This project current
system enforcing content based message filtering as a key
service for OSNs. The system allows online users to have a
direct control on the messages posted on their walls. This is
succeeded through a flexible instruction based system, that
allows a customer to customize the filtering standards to be
applied to their walls, and a Machine learning based soft
classifier manual producing member-ship labels in support of
satisfied based filter. To this end, a new approach has been
proposed to enable the protection of shared data associated
with multiple customers in online network. An access control
module has create to click the essence of multipart of
authorization required, along with a multipart policy
specification scheme and a policy enforcement mechanism.
The existence of online social n/w that include person specific
inform creates interesting opportunities for various usage
ranging from marketing to community organization. On the
other hand, Personal inform concerns need to be addressed
for creating such applications. Developed social access
manage systems appears as the 1st step toward addressing the
previous security and privacy personal related to OSNSs.
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I. INTRODUCTION

A. Motivation

Nowadays, the web is playing a significant role in delivered
information to users’ fingertips. A web page can be localized
by a fixed URL, and displays the page content as time varying
snapshot. Among the common web behaviors, web re
visitation is to re-find the previously viewed web pages, not
only the page URL, but also the page shapshot at that access
timestamp. A 6-week user study with 23 participants showed
nearly 58% of web access belonged to web re-visitation.
According to [1], on average, every second page loaded was
already visited before by the same user, and the ratio of
revisited pages among all visits ranges between 20% and
72%.Psychological studies show that humans rely on both
episodic memory and semantic memory to recall in-formation
or events from the past. Human’s episodic memory receives
and stores temporally dated episodes or events, together with
their spatial-temporal relations, while human’s semantic
memory, [2] on the other hand, is a structured record of facts,
meanings, concepts and skills that one has acquired from the
external world. Se-mantic information is derived from
accumulated irregular memory. Irregular memory can be
thought of as a “map” that ties unruffled items in semantic
memory. The two memories make up the category of people

user’s declarative memory, and work together in user’s
information re-collecting activity [3]. Thus, when a user’s
web re-visitation behavior happens, s/he tends to utilize
episodic memory, interweaved with semantic memory, to
recall the previously focused pages. Here, semantic memory
accommodates content information of previously focused
pages, and episodic memory keeps these pages’ access
context (e.g., time, location, concurrent activities, etc.) [4].

B. Existing Solutions

The developed system use the online setup assistant to help
user’s in FR specification, the extension of the set of
structures measured in the cataloguing process, a more deep
performance evaluation study and an update of the prototype
implementation to reflect the changes made to the
classification techniques. OSNSs provide very little support to
prevent undesirable messages on user walls (i.e., people,
people of humans, or defined groups of peoples). However,
no content-based preferences are supported and therefore it is
not possible to prevent undesired messages, such as political
or vulgar ones, no matter of the user who posts them. This is
because wall communications are constituted by short text for
which customary classification methods have to the
thoughtful limitations since short texts do not provide enough
word occurrences.
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Fig. 1: The Personal Web Re-Visitation Framework

As well as page’s subject headings and term
frequency-inverse document frequency (tf-idf), reflecting
user’s impression and likeliness of using the keyword as
recall content cues. Other closely related work such as [5],
enabled users to search for contextually related activity (e.g.,
time, location, concurrent activities, meetings, music playing,
interrupting phone call, or even other files or web sites that
were open at the same time), and find a target piece of
information (often not semantically related) when that
context was on OSNs.

C. Our Work

1) Fig. 1 Plots Our Personal Web Re-Visitation Framework
With Relevance Feedback. It Consists of Two Main Phases
Preparation for Web Re-Visitation

When a user accesses a web page, which is of potential to be
revisited later by the user (i.e., page access time is over a
threshold), the context acquisition and management module
captures the current access context (i.e., time, location,
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activities inferred from the currently running computer
programs) into a probabilistic context tree. Meanwhile, the
module performs the unigram-based extraction from the
displayed page segments and obtains a list of probabilistic
content terms. The probabilities of acquired context instances
and extracted content terms reflect how likely the user will
refer to them as memory cues to get back to the previously
focused page.
2) Web Re-Visitation
Later, when a user requests to get back to a previously
focused page through content keywords, the re-access by
context key-words module and re-access by modeling search
the probabilistic context tree repository and probabilistic term
list repository, respectively. The result generation and
feedback adjustment module combines the two search results
and returns to the user a ranked list of visited page URLS [6].
The relevance feedback mechanism dynamically tunes
influential parameters (including memories’ decay rates, page
reading time threshold, interleaved windows size threshold,
weight vectors in computing the association and impression
scores), which are critical to the construction and
management of con-text and content memories for personal
web re-visitation.

The main contributions of our paper thus lie in the following

three aspects:

—  We present a personal web - re-visitation called
WebPagePre that allows users to get back to their
previously focused pages through access context and
page content keywords.

— Dynamic tuning strategies to tailor to individual’s
memorization strength and recall habits based on
relevance feedback (e.g. preference calculation, de-cay
rate adjustment, etc.) are developed for performance
improved.

—  We evaluate the effectiveness of the proposed technique
WebPagePre, and report the findings (e.g., the
importance of context and content factors) in web re-visit
through a 6-month user study with 21 participant.

Il. PREPARATION FOR WEB RE-SERVATION

This section describes the acquisition and management of
user’s previous access context and content-related
information to prepare for user’s web re-visitation.

A. Context Acquisition & Management Module

1) Context Acquisition

Three kinds of user’s access context, i.e., access time, access
location, and concurrent activities, are captured [7]. While
access time is determinate, access location can be derived
from the IP address of user’s computing device. By calling
the public IP localization API, we can map the IP address
(e.g.,”166.111.71.131”) to a region (e.g., "Beijing, Tsinghua
University”).

Let cfts; te] = (c:title; c:dur; c:f req) denote a
computer program within the time window [ts; t], where
c:title is a set of words after removing stop words and non-
WordNet words from the title of the computer program, c:dur
is the total running time of the program within the time
window [ts; te], and c:f req is the total focus fre-quency within
[ts; te]-

Definition 1: Assume a web page access program wW[ws; We]
= (w:title; w:dur; w:f req) accesses a web page at time ws,
leaves the page at time we, and the total visit time of the page
(i.e., the total focus duration time of program w) is longer than
. Computer program c is called an associated computer
program (context activ-ity) within the w’s interleaving
window[ws-A; WetA], denoted as c[ws-A; wetA] = (c:title;
c:dur; c:freq), if and only if (c:dur > ).
¢ = 90 seconds, A = 600 seconds.
Hence, we compute the association score of access context
based on the following four features:
1) ¢’s total focus duration c:dur.
2) ¢’s total focus frequency c:f req.
3) ¢’s temporal distance from a web page w, D(c; w),
which is defined as the minimal distance between c¢’s
focus time period w’s Start/ End.
Assume a computer program c is focused within

[s1; e1]; @ : o ; [sk; ek] € [ws-A; wetA], respectively. D(c;
w) = arg mini<i<k dist([si; ei]; [ws; we]), where

0 if [si; ei] overlaps [ws; we]
dist([si; ei]; [ws; we]) = °w, e if [si; ei] precedes [ws; We]
s We if [si; ei] succeeds [ws; We]

. w:titleNc:title

4) ¢ and w’s title similarity, Sim(c; w) = W €
[0; 1], where w:title and c:title are a set of title words after

removing stop words and words not in WordNet.
2) Construction of Probabilistic Context Trees
Access context (i.e., time, location, and concurrent computer
programming activities) is organized in a probabilistic
context tree to support generalized revisit queries due to
human user’s cognitive understanding and progressive decay
during learning and recalling process [8]
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Fig. 2: Three Associated Computer Programs of the Web
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Each leaf node is bounded with a score in [0,1],

stating the likelihood that this context node is used as a
contextual cue. In the activity sub-tree, leaf nodes’ scores are
the association scores defined in Def. 2. As time and location
are deterministic, leaf nodes in the time and location sub-trees
are set to 1.0.

cAs(w, parent)= (—1)? Yy cAs(w, child;)+

(-1)3. Yicicjcn cAs(w, child;)- cAs(w, child;)+

(_—1)4‘2151‘”—&5“ cAs(w, child;)-cAs(w, child;)-cAs(w, childy, )+

4 (=1L e As(w, childy) - eAs(w, childy) - .. . - cAs(w, child,,)

The time complexity of building context trees is
O(n¢ - h+nc -h-|c|), where n. is the number of captured context
instances, |c| is the average instance length, and h is the height
of context tree.

Fig. 4: Probabilistic Term List Extraction & Management of
the Focused Web Page w

B. Content Extraction & Management Module

Apart from access context, users may also get back to the
previous viewed pages through some content keywords.
Instead of extracting content terms from the full web page,
we only consider the page segments shown on the screen.
There are many term weighting schemes in the information
retrieval field. The most generic one is to calculate term
frequency-inverse document frequency (tf-idf) [9]. For
personalized web re-visitation, merely counting the
occurrence of a term in the presented page segment is not
enough. Also, user’s web page browsing behaviors (e.g.
visitation time length and highlighting or not), as well as
page’s subject headings, are counted as user’s impression and
potential interest indicators for later recall. In a similar
manner as access context, we bind an impression score to
each extracted content term d, showing how likely the user
will refer to it for recall based on the four normalized features

Definition 2: Let d be a content term extracted from
the web page segment, shown on the screen of the access
program w[ws; We]. The impression score of d with w is
defined as: dis(w; d)= 1Len(w; d)+ 2Higniigne(w; d)+3Heaa(w; d)
+ 4Trigr (W; d); where 1) Len(w; d) is the ratio of the time length
when the page segment contain-ing d was displayed on the
screen versus the maximal display time length of all the
viewed page segments; 2)

Fig. 4 shows a few content terms extracted from the
accessed web page w, where extracted term d’s total focus
time duration d:dur is more than threshold 4 = 30 seconds. We
organize all the extracted content terms, together with their
initial impression scores into a Trie tree based on the longest
common prefix. For each term at the leaf node of the Trie tree,
an inverted index recording the IDs of all the accessed web
pages containing the term is built to facilitate content-based
re-search.

I1l. WEB RESERVATIO BY CONTEXT KEYWORD

Now each user’s accessed web page w is bounded with a
probabilistic context tree (denoted as w# tree) and a
probabilistic term list (denoted as w# list). Let W be the set
of user’s previously accessed web pages. A revisit query
posted by the user at time t is expressed as Wm = Q(W; Qc;
Qq; t), where Q¢ is a set of framework keywords, Qq is a set
of satisfied keywords, and response Wp, is a ranked list of
matched web pages from W .

In response to a user’s web re-visitation request,
consisting of a set of context keywords Q. and a set of content
keywords Qq, issued at time t, all the context trees and term
lists of user’s accessed pages W will be examined, with pages
that match Q being extracted as the candidate matched page
set W.. Then the pages with higher matching score will be
returned as query result. We call probabilistic context tree w#
tree contains Q, if and only if for each context keyword qc €
Q., there exists a node ¢ in w# tree such that g. € c:title,
denoted as Q: S w# tree. Similarly, we call probabilistic term
list w# list contains Qq, if and only if for each content
keyword qq € Qq, there exists a term d in w# list such that qq
=d, denoted as Qq Sq W# list.

The detailed procedure is illustrated in Algorithm 1.
(a) Content Keywords Q4= {"retarger”, “project™} (f - t =25 days)

"remagef” ------
|Prrg¢'JD: 1| Impr.Score: 046 | \

Content Ranking:
dRanlk(wlist| 0, 1) =0.4620.72=0.3312

“praject”
|Page'JD: 1| Impr.Seore:  0.72 | l

(b) Context Keywords Q.= {"busy”, "programming”, "read", "at lab"}
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cRank(wEmee|0.,0) =" cRank(wiiree,, |0.,1) = 0.0634+0.0207 - 0.0841

(c) Web page ranking:
Rank(w| @, 1) = dRank(wlist| 0, 1) cRank(w #ree| @ ) = 0.3312 x0.0841 = 0.0279

Fig. 5. A web page ranking example for a revisit query
containing Q¢ and Qq

The detailed procedure is illustrated in Algorithm 1.
Through scanning the inverted index, the candidate matched
page set W, can be determined based on matched context
trees and matched term lists against a revisit query Q (line 2-
4). To compute context ranking, it firstly splits the matched
context tree into multiple satisfied sub-trees, then traverses
the matched nodes to merge ancestor nodes with child nodes
along the same hierarchical path. After the match score, we
can determine each subtree’s ranking score cRank (witrees|
Qc; t) and add them up (line 5-15).
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Input : a revisit query Q(W, Q.. Q4.1)
Output: Wi,
1 begin

2 Trees = getMatchContextTrees(W, (e, t);

3 Lists = getMatchTermLists(W, (04, t);

1 determine candidate matched page set W, based on Trees

and Lists;

5 foreach w € W, do

6 split w#tree into n smallest subtrees witreeg,p,
(i=1,---,n);

7 fori=1;i<nii++ do

8 determine matched nodes V5, of whtreeg,s,;

g foreach v € i'_whi do

10 if v has a matched child node in Vgyp, then

1 | delete v from Vi ;

12 else

13 L mAs(Qc, v, t) = %r”j— ceds(w, v t);

1 cRank(whtreesup, | Qe.t) = ]_[Wl Vaub, mAs(Q., v, t);

15 cRank(whtree| Q. t)=3_1 | eRank(w#tree, ub, | Qe.t);

16 dRank(w#list| Qa.,t) = l_[,u_: 0, dls(w,q4.t);

17 Rank(w| Q.t) = eRank(whtree| Q.. t)-

18 dRank(uw#list| Qq,t);

19 determine the matched page wr with highest ranking score;

2 foreach w € We do

1 if Rank(w| Q,t) < é x Rank(w:| Q,t) then

2 |_ determine W/ by deleting w from W;

23 Win = Quicksort(W/, Rank(W/!| Q,t));

Algorithm 1: Web Page Revisitation Algorithm

IV. RELEVENCE FEEDBACK

Relevance feedback is an interactive approach that has been
shown to work particularly well in classical in-formation
retrieval and more recently in web search domain [10]. When
a user interacts with WebPagePrev during web re-visitation
phase, s/he can either manually enter some context keywords,
or pick up suggested values from contextual hierarchies by
clicking the left-side buttons of time, location, and activity
bars as shown in Fig. 7. Each contextual hierarchy is
dynamically maintain by analyzing the user’s clicking
behaviors and the statistical frequencies of captured context
instances. Frequently accessed context items are top listed in
the corresponding contextual hierarchy. User’s typos in re-
finding requests are automatically corrected by the sys-tem
based on its indexed content and context keywords.

Fig.6 shows top-4 previously visited web pages
under the re-finding context keywords
{”busy”,”programming”,”at lab”,”in April”}, and content
keywords {“retarget”, ”project”}. The user can scroll up and
down with the mouse wheel to view all the result pages. If the
user double-clicks and dwells on a page by printing,
downloading, or reading for a while, we treat the page query
relevant [11]. With this feedback information, the web re-
visitation engine gets to know the system performance, and
tune related influential parameters to improve it gradually.
Meanwhile, to keep pace with the user’s con-text
memorization strength, the engine tunes the leveled-decay
rates for probabilistic context memory according to the
located levels of typed context keywords.

=B &

Search settings Halp
WebPagePrev
Context Keywords busy programming at lab in April
Content Keywords  retarget project

ar-r-(@ How to: Retarget a project using DTE
( Cm hitg: sualstudio/arch 0/02/25/how-to-retarget...
progect and Iy ope: Visual Studio 2010, the conversion
essary steps ta make sure your project is usable n the new installment
. . s y. Apel 17, 2014; Location: Roorn 9.216, Lab Build
(b~ - ;
(or —m Handling of Project Retargeting and Project Upgrading Events
https lex 5
D o project
upgra siect Upgrade log ...
(cFr-E] J -

NuGet Support in Xamarin Studio 5.2 - Matt Ward

hitp:/flastexitcode.com,/blog/2014/08/ 10/ MuGetsy XamarinStudic

Fig. 6: Web Re-Visitation Interface
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Fig. 7: Suggested Values for Context Keywords Input

A. Performance Metrics

The web revisitation performance metrics include pages’
finding rate, average precision, average recall and aver-age
rank error for a set of re-finding requests.

Definition 3: Assume a user’s web revisitation re-
quest Q returns a ranked list of n result pages, from which the
user aims to re-find target pages, and confirms m relevant
result pages {wsi;.. ; Wm}.

1) The finding of revisitation Q is: Find(Q) = 1 if the user
confirms one or more relevant result pages (i.e., m > 0),
and 0 otherwise.

2) The precision of revisitation Q is: Precision(Q) = mn.

3) The recall of revisitation Q is: Recall(Q) =m

Definition 4: Let Q be a set of user’s web re-
visitation requests. The finding rate, average precision,
average recall and average rank error of Q are thus defined as
following.

B. Tuning Strategies

The parameters tuning is carried out when any of the
following three conditions holds:
Periodically (say, once every two weeks since last tuning);
When one of the performance metrics drops below a
threshold (e.g., Findrate = 0:8, p recision = 0:2, Rankerror = 0:4) since
last tuning;

When user presses “>” button at the right-bottom of
the screen if s/he is not satisfied with the result and wants
more pages.
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Definition 5: Given a set of web pages as for
W={wi; Wy;- - - ; Wn} and corresponding to the normalized
feature values S = {s1; S2; - - - ; Sm}, & weak partial ordering
graph is a directly for graph G(V; E), where E is a set of edges
defining the relative ordering between pages, and V is a set
of vertices depicting the P agelD. There exists an edge from
w; to wj when one of the following two conditions holds:
Vs € S; Wiis > wj :S;
Vs € S — {sk}; Wiis > wj :S, where sk € S and wi:sk <wj, wk:

V. EVALUATION

In this section, we firstly examine the effectiveness of the
proposed web re-visitation technique through a 6-month user
study with 21 participants, then evaluate the scalability of our
approach on a large synthetic dataset [12]. The experiment on
synthetic data is running on a PC with 3.10 GHz Intel i5-3450
CPU, and 10 GB memory.

A. User Study

1) Experimental Setup

We conducted a 6-month user study from Feb. 16, 2014 to
Aug. 16, 2014 to investigate the re-finding performance of
four different methods, i.e.,WebPagePrev, List Searching
[13], and Search Engine. 14 students, 2 teachers, 3 office
staffs, and 2 engineers (totally 21 users, 13 male and 8 female,
aged between 18 and 35) from Tsinghua University, Beijing
were invited to participate in the user study. We firstly
installed WebPagePrev and Memento on each user’s laptop.
A javascript-based cross-platform plug-in was deployed on
each user’s Chrome web browser to obtain his/her page visit
behavior, and a context monitor developed by C++ was
deployed in the background to capture running computer
programs by calling the windows API functions.
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Fig. 9: Statistics of Revisit Queries in Different Re-Finding
Time Intervals for WebPagePrev
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B. Proposed System

First of all, in OSNs like in everyday life, the same message
may have different meanings an this implies to state
conditions on type, depth and trust values of the
relationship(s) creators should be involved in order to apply
them the specified rules and also implement the a proof-of-
concept Face book application for the collaborative
management of shared data, called controller.

The proposed system shows a novel solution for
collaborative management of shared data in OSNs. In
addition, we have introduced an approach for representing
and reasoning about our proposed model. A proof-of-concept
implementation of our solution called MController has been
discussed as well, followed by the usability study and system
evaluation of our method. Indeed, a flexible access control
mechanism in a multi-user environment like OSNs should
allow multiple controllers, in our multiparty access control
system, a group of users could collude with one another so as
to manipulate the final access control decision.

VI. CONCLUSION

Drawing on the characteristics of human brain memory in
organizing and exploiting episodic events and seman-tic
words in information recall, this paper presents a per-sonal
web revisitation technique based on context and content
keywords. Context instances and page content are
respectively organized as probabilistic context trees and
probabilistic term lists, which dynamically evolve by
degradation and reinforcement with relevance feedback. Our
experimental results demonstrate the effectiveness and
applicability of the proposed technique. Our future work
includes
1) Prediction of users’ revisitation,
2) Extending the technique to support users to the
ambiguous re-finding requests, and
3) Incorporating social context factors in information re-
finding.
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