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Abstract— The radio frequency spectrum is a limited natural 

resource to enable wireless communication between 

transmitters and receivers. Licenses are usually required for 

operation on certain frequency bands. The use of radio 

spectrum in each country is nationally governed by the 

corresponding government agencies. Cognitive Radio is a 

novel method of radio communication which enables more 

efficient use of the frequency spectrum. The standard defined 

by IEEE for Cognitive Radio IS 802.22.  A cognitive wireless 

sensor network (CWSN) is an emerging technology with 

great potential to avoid traditional wireless problems such as 

reliability. One of the major challenges CWSNs face today is 

security. The licenced band and primary users share the same 

resources hence security issues need to be mitigated in 

Cognitive Radio. This paper discusses a wide variety of 

attacks on CWSNs, their taxonomy and different security 

measures available to handle the attacks. Also, future 

challenges to be faced are proposed. 
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I. INTRODUCTION 

The technology developed to take advantage of the unused 

spectrum is Cognitive Radio Networks (CRNs) which are 

intelligent networks that adapt to changes in their 

environments to make a better use of the radio spectrum. 

CRNs help solve the problem of spectrum shortage by 

allowing unlicensed users to use primary systems without 

interference. This technology allows the coexistence and 

sharing of licensed spectrum resources between two types of 

users, licensed and unlicensed. Cognitive Radio (CR) nodes 

have unique capabilities which allow them to take advantage 

of available white spaces in a spectrum. 

 
Fig. 1: A Basic Cognitive Cycle 

Cognitive radio is based on the idea of allowing 

unlicensed users to use licensed bands while safeguarding the 

priority of primary licensed users. Cognitive radio networks 

(CRNs) are hence composed of two types of users, licensed 

users or primary users (PUs) and unlicensed users (secondary 

users) (SUs). Primary users have access priority to the 

spectrum. Secondary users have cognitive radio capabilities 

allowing them to detect available channels and switching to 

them whenever they are not used by a primary user. 

Secondary users have to cater for the highest priority of PUs 

by detecting their presence and terminating their 

communications immediately to avoid any interference with 

PUs. 

WSNs are quickly gaining popularity due to the fact 

that they provide potentially low cost solutions to a variety of 

real world challenges [1]. Unfortunately, conventional 

security approaches with high overhead are not feasible for 

resource constrained sensor nodes. Economically feasible 

sensor nodes provide a means to deploy large sensor arrays in 

a variety of conditions capable of performing both military 

and civilian tasks. Lack of data storage and power are two 

major obstacles to the implementation of traditional computer 

security techniques in a WSN [2]. The main challenges in 

sensor network security are as follows: 

 The trade-off between resource consumption 

minimization and security maximization. 

 The capabilities and constraints of sensor node hardware 

will influence the type of security mechanisms that can 

be hosted on a sensor node platform. 

 Link attacks on WSNs, ranging from passive 

eavesdropping to active interfering causes due to the ad-

hoc networking topology. 

 Traditional wired-based security schemes may become 

impractical because of the wireless communication 

characteristics of WSN. 

II. COGNITIVE RADIO NETWORK SECURITY 

In consciousness to the major effect of the spectrum shortage, 

FCC considers that it should open parts of authorized 

spectrum for unauthorized users on the premise of no impact 

on Primary users [4]. It’s vital thing for testing spectrum hole. 

In order to solve how to detect these free bands and use them, 

people put forward the dynamic spectrum access technology. 

Through the Spectrum Sensing to free band algorithm, 

subprime users can make full use of spectrum resources by 

no impact on the premise of Primary users’ communications. 

Cognitive radio network as a wireless communication 

technology, it’s not only the traditional security problems, but 

also has introduced some new hidden security. For example, 

there are many steps in the process of spectrum access, such 

as Spectrum Sensing, spectrum management, spectrum 

migration and spectrum sharing [5]. Each process exits 

security issues. Cognitive radio can learn and adapt to the 

external environment intelligently, so lots of research are 

making efforts into reasoning and optimization learning 

algorithm in various state. However, as the information value 

continuously reflecting, the concept of information security 
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in the design gains more and more attention. The 

communication security has become an important part of the 

system design, especially involving military, commercial 

secrets, etc. Cognitive radio in these areas has been widely 

applied, so it must pay more attention to the safety. In 

addition to the traditional wireless security problems, 

cognitive radio is also facing its peculiar hidden trouble [6]. 

A. Traditional Wireless Network Security 

Because wireless communication uses the electromagnetic 

wave as medium, the method of physical isolation is difficult 

to realize. Compared with cable communication, wireless 

communication has more unsafe factors, mainly shown in the 

following aspects: 

1) Traditional Wireless Network Security: 

In wireless communication process, all of the communication 

and information are transmitted by wireless channel. In 

accordance to cable channel, it is intercepted more easily if 

only the attackers use the corresponding equipments. In the 

commercial wireless communication system, the information 

transmitted may include user identity, billing information, 

key information, position and signaling information etc. The 

leaking information to users will bring economic and 

honorary loss, also including leaking user’s privacy. 

Wireless wiretapping program is widely exiting in 

the wireless network, and the solution at present is to transmit 

information by encryption. Different strength of encryption is 

applied in the variety of the importance of information 

transmission. The method can protect transmit information 

effectively. But along with the rapid development of 

computer hardware technology, using a single key encryption 

transmission has the possibility of violence break. Therefore, 

it needs to improve the encryption algorithm strength, in 

order to take measures to guard against the key risk. 

2) Fake Attack: 

In wireless communication, the terminal and the base station 

do not have physical cable connection. The identity 

information exchange between terminal and base station is 

achieved by the radio channel. The identity information is 

related to the network control, network services and network 

access, etc. Due to the existence of a radio channel, attacker 

may get identity information through the wiretapping on a 

radio channel. When the attacker gets a legitimate user’s 

identity, he can use the identity information to access network 

illegally, even getting net- work service or being engaged in 

network attack. 

In different wireless communication system, the 

pur-pose of the fake attack is different. Through faking 

legitimate users by intercepting the identity information, 

attackers can use communication services without paying 

network service charge. By using base station equipments, 

attackers may deceive the end user, to gain more users’ 

identity information. 

3) Information Tampering: 

Information tampering means the attacker taps into the 

relevant information and revises them before passing them to 

the original information, including information delete, 

replace and modify. Information tampering usually occurs in 

storage-forward network. Information be- tween two wireless 

terminals may forward through the other wireless terminal or 

network center, and these “transfer station” has the possibility 

to tamper information. Information tampering will make a 

serious threat to the integrity of the network communication 

and effectiveness, causing needless loss to user. 

4) Service Repudiation: 

Service repudiation points that the user refuses to admit the 

transmission data of communication service or 

communication process after connection. It includes two 

parts: 

1) Repudiation of communication service. In the 

commercial networks, the user has denied using the 

network, thus he refuses to pay relevant network cost. 

2) Repudiation of communication content. The user deny to 

his content on the launching of the transmission. For 

instance, in e-commerce or electronic payment, users 

denied that they had occurred transactions and refused to 

pay. 

3) Service repudiation will influence the credit of the 

network, and it will cause needless losses to operators 

and merchants. The present stage mainly takes the 

identity authentication and the way of using the 

asymmetric encryption algorithm to avoid such safe 

hidden trouble. 

5) Replay Attack: 

Replay attack is the attacker taps into the effective in-

formation over a period of time interval, and then he de-livers 

to the receiver again. Its purpose is to use effective 

information in time change to win the trust of the receiver in 

order to obtain more useful information. For example, after 

obtaining the user password, the attacker would control 

network license and the access network resources. 

6) Denial of Service and Information Interference: 

The electromagnetic wave is the carrier of wireless 

communication. With the rapid development of hardware 

technology, the attacker can block normal communication 

through the power of the transmitters. Through making noise 

spectrum in normal communication signals, the 

communication may be interfered. This would cause the 

resources of wireless base station equipment are not enough, 

and users’ access would be refused. Information interference 

will have serious social influence. For ex-ample, the event of 

Xin’s communication satellite interference happened in 2001 

is because the lawbreaker set up VSAT terminal through the 

high power to interrupt satellite service. 

III. COGNITIVE RADIO NETWORK SECURITY 

A. Threat of Dynamic Spectrum Access 

The current spectrum policy employs fixing allocation, that 

is, the fixed spectrum is assigned to the authorized user of 

fixed region by government department for a long time. 

Spectrum is a kind of limited resource. Along with the 

increasing demands of wireless equipment and 

communication, spectrum allocation is almost exhausted. 

However, in view of the existing fixed allocation of 

significant spectrum, cognitive radio can use of secondary 

spectrum cleverly so as to achieve the purpose of full use of 

resources. This needs the cognitive user can perceive the 

channel situation at every moment, and try to access the 

signal on the premise of no interrupt to Primary users. This 

kind of solution requires using advanced technologies; 

otherwise it will make certain interference even harm to 
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Primary users. Dynamic spectrum access is composed of 

Spectrum Sensing, spectrum management and spectrum 

migration, where there exits unsafety in each phase. Different 

from the traditional wireless network, cognitive radio has its 

special safety problems: spectrum abuse and selfish behavior, 

to attack by imitating Primary users, public control channel 

obstruction, cognitive nodes evolution into malicious nodes 

[7], etc. The following sec-tion will analyze the existing 

safety problems in cognitive radio system from the aspects of 

dynamic Spectrum Sensing. 

B. Primary User Emulation Attack 

Primary User Emulation (PUE) attack is one of security 

problems that physical layer needs facing, which has great 

threat to Spectrum Sensing. The attacker sends CR signal by 

imitating the primary user’s signal characteristic. This kind of 

attack method can realize a highly flexible and software based 

air interface under the circumstance of CR. In the 

environment of Dynamic Spectrum Access (DSA), the 

primary user can utilize the author-ized frequency band free 

of all times. The authorized frequency band turns into idle 

state when the primary user releases the resources, so the 

subprime users can attempt to access [8]. One necessary 

condition is the sub-prime users must be able to perceive the 

existence of free frequency band. Hence, it needs Spectrum 

Sensing algorithm to carry out real-time perception for 

spectrum state by detection devices. At this time the attacker 

creates fully similar signal as the primary user does to cause 

an error frequency spectrum, which lead subprime users to 

make mistakes for the spectrum state. This will let the channel 

free in the system, and give attackers have the opportunity to 

access such channels. This kind of attack is referred to as 

Primary User Emulation attack [9]. 

Research found that PUE attack can produce serious 

interference to the process of Spectrum Sensing, and 

significantly reduce the available channel resources of 

legitimate perception users’. Filter matching and feature 

rotating detection technology can achieve Spectrum Sensing. 

The nodes with these detection techniques are 

IV. CRN SECURITY REQUIREMENTS 

A. Availability 

Within CRNs, the Base stations (BSs) should ensure the 

availability of spectrum needed by PUs and SUs. BSs should 

be equipped with the needed security measures to deter DoS 

attacks including distributed DoS. 

B. Authentication 

To ensure that CRN devices and components are 

communicating with a legal party, PUs, SUs, and other 

devices, authenticating them is essential. This applies to BS 

authenticating CRNs and CRNs authenticating each other. 

All components involved in the CRNs must be able to 

identify other legitimate devices and systems. Various 

cryptographic techniques are used for this purpose. CRNs 

should be capable of preventing or at least detecting various 

attacks on cryptographic protocols including man-in-the 

middle attack. 

C. Integrity 

It is demanding to ensure that the messages sent by BS, CRN, 

PU, or SU have not been modified when arriving at their 

destination. This assurance entitles that the messages 

received have not been through any modification, insertion, 

deletions, or replay on its way to its destination. Commands 

and signals issued by various constituents of the CRN are 

critical messages, and therefore, need to be clear of any 

modifications. Cryptographic hash functions and MACS 

need to be adopted to ensure message integrity. 

D. Confidentiality/Privacy 

PUs and SUs are interested in keeping their communications 

confidential. They want to ensure that their messages are only 

disclosed to the authorized CRNs, PUs, and SUs. In many 

applications, such as healthcare applications, privacy is 

essential. CRNs should adopt cryptology to enforce privacy. 

E. Nonrepudiation 

Communicating parties with the CRN infrastructure do not 

want the receiver to deny receiving a message (destination 

nonrepudiation), and the sender to deny sending a message 

(source destination). Cryptology can be deployed to ensure, 

for example, that a CRN cannot deny it has received a request 

for spectrum from PUs and SUs, and a CRN cannot deny a 

message received from a BS. 

V. COGNITIVE RADIO CHALLENGES 

The Cognitive Radio technology offers many potential 

benefits such as improving spectrum utilization, introducing 

innovative resource management schemes, generating new 

revenues, facilitating optimized services and making high 

bandwidth available to the users [11]. The CR impose 

challenges mainly due to the fluctuating nature of the 

available spectrum band, the need of coexistence and 

cooperation with the primary devices and the diverse QoS 

requirements of various applications [12]. The critical design 

challenges of CR are the following: 

 Interference Minimization: The CR network aims 

coexistence of PUs and SUs, but the requirement is to 

have minimal possible interference to the primary 

devices this is considered to be a critical design 

challenge. Appropriate schemes must be investigated to 

find the suitable approaches. 

 QoS Guarantee. The CR device uses the spectrum in an 

opportunistic manner and therefore, the quantity of used 

spectrum fluctuates over the spectrum bands. This makes 

difficult to guarantee the specific Quality of Service 

(QoS) requirement of users. This is a challenging task 

and suitable schemes must be investigated for this. 

 Seamless Communications: The communication in the 

CR network may be disrupted due to spectrum mobility 

and also due to lack of spectrum availability. Therefore, 

providing seamless communication becomes 

challenging in the Cognitive Radio environment. 

VI. CONCLUSION 

The current strategy of fixed spectrum assignment embraces 

the concept of partitioning the spectrum into numerous 

spectrum pieces of different ranges. This assignment has led 
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to so called ―spectrum scarcity‖. Cognitive radio technology 

has a potential to alleviate this spectrum scarcity to satisfy the 

increasing users, but still there are some aspects of Cognitive 

Radio which need a proper consideration in order to 

practically implement it. Interference mitigation and capacity 

enhancement in cognitive radio network are some of the 

requirements for better communication in cognitive radio 

network. The need is to reduce the interference among the 

users to have better spectrum sensing. So, radical approaches 

are needed which can help to implement the cognitive radio 

technology in real sense. 
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