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Abstract— Today is the era of internet each task is 

performed using web-application so; it is required to provide 

security to the applications which are vulnerable to such 

type of attacks. According to the ponemon institute SQL 

Injection is used to: “Attack data-driven applications: in 

which malicious SQL statements are inserted into an entry 

field for execution (example: to dump the database contents 

to the attacker). SQL Injections exploits security 

vulnerabilities in applications softwares. SQL Injection is 

most commonly known as an attack vector through public 

facing websites, but can be used to attack SQL databases in 

a variety of ways.” The fact that SQL Injection attacks were 

discovered more than15 years ago by Jeff Forristal and are 

still successful. Other vulnerable software applications 

eventually are fixed, but not SQL. The Open Web 

Application Security Project (OWASP) offers this 

explanation: “SQL Injection attacks are unfortunately very 

common, and this is due to two factors: the prevalence of 

SQL Injection vulnerabilities and the attractiveness of the 

target (databases containing the interesting/critical data for 

the application)”. The rest of the paper structured as follows: 

Section 1 Introduction section 2 describes SQL Injection 

and the classification of SQL Injection attacks. Section 3 is 

related to prevention mechanism. Section 4 is evaluation and 

results of attacks. Section 5 finally concludes references/ 

Remarks. 
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I. INTRODUCTION 

Normally, in Todays scenario the web applications are made 

on n-tier architecture, being logically separated by 

application processing, data management, and presentation 

tier. Now a days developers use add or modify at a specific 

place instead of rewriting the whole application. This is the 

easy way for the maintenance of the web-applications.  

SQL injection prevail when user being asked for 

input, like their username/userid,  instead of  name/id, thus 

making user to  give you an SQL statement making you 

inattentively run on your database. 

Let us look at the given example in which we 

create an SELECT statement by inserting a variable 

(txtUserName) to a select string. The variable is conveyed 

from user input (getRequestString): 

txtUserName = getRequestString("UserName"); 

txtSQL = "SELECT * FROM Users WHERE UserName = " 

+ txtUserName; 

Making processor accepts incorrect queries, 

considering them as logically correct which are instead 

malicious codes, hence it makes easy for attacker to access 

data base by altering the SQL query to get confidential data 

from the database. In this paper SQL injection attack and the 

steps to exploit this attack have been described, and their 

classification has been done based on the technique that is 

used to exploit the attack.  

SQL Injection is one of the basic attack used for 

two main purpose: firstly to gain unauthorized access to a 

database and second to repossess information from database.   

II. SQL INJECTION AND ITS ATTACKS 

SQL injection is a security exploit in which the attacker 

adds Structured Query Language (SQL) code to a Web form 

input box to gain unauthorized access to database and to 

make changes in it. An SQL query is performed by 

requesting some action on a database. Typically, in a form 

for user authentication, a user enters its name and password 

into the text boxes and after that those values are inserted 

into a SELECT query. If those entered values are found as 

expected, the user is allowed access; if they aren't found, 

access is denied. The aim of the attacker is to access 

database for which he is not authorized. So, to access 

information which is beyond its limitations makes the 

intruder to apply SQLIA in the form of queries which being 

syntactically correct. The results of SQLIA are as below:  

A. Bypass Authentication    

Bypass authentication is basically defined as fooling a login 

page to evaluatean expression which is always true instead 

of checking thlogin name and password is valid ornot. So, 

let us consider an example, in which authentication 

mechanism involve an expression like: (authorise a user) 

WHERE userId='$userId'  

While using a Web interface, he is prompted for his 

Id, and that destructive user might enter: 

'1' = '1Or XYZ' 

resulting in the query: 

(authorize a user) WHERE Id= '1' = '1'OR XYZ' 

The intruder has easily injected a whole OR 

condition into authentication process and the condition '1' = 

'1'  always being  true, hence making this  SQL query results 

in bypassing authentication process. 

1) Confidentiality 

Having hold of sensitive data which is vulnerable, makes a 

frequent problem for loss of confidentiality in SQLI. 

2) Authorization 

If an attacker gets access to authorized information held in a 

SQL database, it becomes an easy hunt for the atacker to 

change information through SQLI vulnerability. 

3) Integrity 

If an attacker gets access to confidential data then it is also 

possible that attacker can modify or delete that data using 

SQLI attack. 

https://searchsecurity.techtarget.com/definition/exploit
https://searchsqlserver.techtarget.com/definition/SQL
https://searchsqlserver.techtarget.com/definition/query
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Fig. 1: SQL Injection 

4) Attack Architecture 

Oracle is well aware against SQL Injection attacks since 

there are multiple SQL statements supporting no. of 

executive statements and no. of INTO OUT FILE functions. 

Also use of blind variables provides strong protections 

against SQL Injection attack. 

B. Types of SQL Injection (SQLi) Attack 

SQL Injection is generally used in various ways to cause 

some serious issues. By levering SQL Injection, an intruder 

can bypass authentication, access, alter and even delete data. 

In some cases, SQL Injection even used to execute 

commands on the operating system, allowing an attacker to 

performing more damaging attacks inside a network resting 

behind a firewall. 

SQL Injection is generally classified in two main 

categories – In-band SQLi, Inferential SQLi 

1) In-band SQLi (Classic SQLi) 

In-band SQL Injection being most common and easy-to-

exploit SQL Injection attacks. Classic SQL Injection 

generally occurs when an attacker uses same channel to 

attack and gather results. 

Common types of in-band SQL Injection are: 

Error-based SQLi and Union-based SQLi. 

2) Error-based SQLi 

Error-based SQLi is an type of in-band SQL Injection attack 

that throw error messages to database server in order to  get 

information about the structure of the database. In some 

cases, error-based SQL injection is enough for intruder to 

play with entire database.  Errors being important during 

development phase of a web application, but they should be 

disabled on a live site, or logged to a file with restriction. 

3) Union-based SQLi 

Union-based SQLi is a type of in-band SQL injection 

technique that uses UNION SQL operator to join output of 

two or more SELECT statements as a single output which is 

further returned as part of HTTP response. 

4) Inferential SQLi (Blind SQLi) 

Inferential SQL Injection, is another type of injection which 

take longer time to exploit, however, its quite dangerous just 

like any other form of SQL Injection. In this type of  attack, 

no data is transferred via the web application and the 

attacker is  also not aware how the attack is being carried 

out since he/she is not  able to see the result that is why it is 

commonly referred  as Blind or Inferential SQLI. However 

intruder is 

 
Fig. 2: Attack Overview 

5) Boolean-based (content-based) Blind SQLi  

Boolean-based SQL Injection is a type of  Injection 

technique in which attack relies on sending an SQL query to 

the database which in return  enforces  the application to 

present different output which depends on the query whether 

it will return TRUE or FALSE output. Determined by the 

result, the content will change or remain same within the 

HTTP response. Thus  allowing an intruder to infer if the 

payload  return true or false result, even  no data being 

returned from the database .Since the attacker need to 

compute large  databases, character by character thus  

making it slow to carry out attack. 

6) Time-based Blind SQLi 

Time-based SQL Injection is an inferential SQL Injection 

technique that relies on sending an SQL query to the 

database which forces the database to wait for a specified 

amount of time (in seconds) before responding. The 

response time will indicate to the attacker whether the result 

of the query is TRUE or FALSE. 

Depending on the result, an HTTP response will be 

returned with a delay, or returned immediately. This allows 

an attacker to infer if the payload used return true or false, 

even though no data from the database is returned. This 

attack is typically slow (especially on large databases) 

because an attacker would need to enumerate a database 

character by character. 

III. PREVENTION MECHANISM 

To address the problem of SQL injection researchers have 

proposed many techniques. These techniques  can be 

divided into two main  categories: firstly how to build 

secure application and databases using different techniques 

like defensive programming practices, and secondly how to 

protect existing system using currently available techniques 

i.e IDS .Single technique is not enough to safeguard system 

https://www.acunetix.com/websitesecurity/sql-injection/
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so we require both techniques to work simultaneously to 

protect system against SQL Injection 

A. Securing Applications against SQLI Attacks 

In SQLIA Hackers generally add malicious codes in user 

input to a vulnerable application to carry out attacks. 

Writing secure program is the optimum way to deal with 

SQLI attacks. 

1) Defensive Programming Technique  

Defensive Programming Technique is define as an approach 

to create software and source code having good quality i.e it 

reduces software bugs. 

2) Program Analysis Techniques  

Program Analysis Technique is used to test program to 

discover defects which were left during defensive 

programming technique. 

3) Securing database against attack 

Attackers will try to exploit defects or vulnerabilities by 

attacking databases because it contains all the information 

and will try to access them, so it is important to safeguard 

the databases against these attacks.  Oracle has suggested 

different strategies against SQL injection attacks, covering 

all aspects like privileges management, defensive coding 

techniques, and input sanitization. The basic  idea for 

privilege management is to provide least privilege to user 

accounts  because by  controlling privileges  unnecessary 

privileges to users, we are using this approach to reduce the 

attack , because the least exposed interfaces means least 

possibility of abuse. 

B. Prevention through existing Applications 

Static Approach: This approach is generally called 

regenerating approach. In this approach programmers follow 

some predefined rules to detect SQLI during development 

stage. Pre-generated method is required to detect some 

effective checking mechanism for the input query in SQl 

Injection. 

1) Dynamic Approach 

Also known as Post-generated technique .This technique is 

useful to analyse dynamic or runtime SQL query, which is 

generated using user input data by a web application. This 

techniques gets execute before a query is posted to a 

database server. 

IV. EVALUATION 

These days, web applications are quite popular among 

companies and they largely rely on them, hence increasing 

the need to provide security to these web application. 

SQLIA top the list of being the greatest threat to web 

applications. In SQLIA, intruder generally passes an 

injected query to the system to get access to the 

unauthorized information. If this injected query gets 

accepted by any of the  relational database, then  it will 

bypass any security feature and gets   accepted by all 

databases  based on relational approach, for example, SQL 

,MySQL, MS Access. So, to properly check an input query 

with injection we can use two different approaches to check 

databases which can further help in preventing the attack. In 

this paper we focused on SQLIA, its type and how tp 

prevent it. This research paper also proposes new system 

which can be used to prevent SQL injection and can also 

accept and change queries. 
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