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Abstract— In the area of the internet, various online attacks 

have been increased and among them the most popular attack 

is phishing. Phishing is an attempt by an individual or a group 

to acquire personal confidential information such as 

passwords, credit card information etc. from unsuspecting 

victims for identity theft, financial gain and other fraudulent 

activities. So there is need to build up the system such as 

"Secure Server Verification by Using Visual Cryptography" 

to solve the problem of phishing. Visual Cryptography is a 

secret sharing scheme which owns the technique of sharing 

the visual information. Visual information (e.g. printed text, 

handwritten notes and pictures) to be encrypted in such a way 

that the decryption can be performed by the human visual 

system, without the aid of computers [10]. This paper gives 

the survey of different techniques used to protect data against 

the phishing attack and propose the system that can help to 

maintain the confidentiality of the private data by using visual 

cryptography and RSA algorithm based on QR code. 
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I. INTRODUCTION 

Nowdays, Online transactions are very common and various 

online attacks are present behind this. Phishing is one kind of 

attack in which confidential and sensitive information can be 

gained by the attackers. Phishing is identified by major attack 

among all online attacks and new innovative ideas are arising 

with this. Thus, security in such cases should be very high 

which cannot be tractable by implementation easiness. 

Phishing can be defined as it is a criminal activity using social 

engineering techniques. Attackers host a website which is 

similar to the banking website and attackers bombard emails 

to some random users. They request the users to update their 

password for the safety. The mail contains to the fake 

website. Attackers use the replica of the original website 

misguiding the user that it is a banking website or a 

government website. Users fill in the confidential information 

and attackers pull the information to their own illegal website. 

The attacker takes the advantage of it. After collecting this 

confidential information from the user they login to the actual 

banking website with the help of the login id and password 

provided by the user and they transfer the money from the 

users account to their account. Thus phishing is the indirect 

way of stealing money of online user. 

 To avoid phishing and protect the confidential data 

we proposed system with the visual cryptography algorithm 

and encryption algorithm which helps to increase the security 

while doing transaction. 

II. LITERATURE REVIEW 

A. Shami r et al.[1] shows how to divide data D into n pieces 

in such a way that D is easily reconstructable from any k 

pieces, but even complete knowledge of k - 1 pieces reveals 

absolutely no information about D. This technique enables 

the construction of robust key management schemes for 

cryptographic systems that can function securely and reliably 

even when misfor- tunes destroy half the pieces and security 

breaches ex- pose all but one of the remaining pieces. 

 G. R. Blakley et al.[2] proposed a system which 

gives Certain cryptographic keys, such as a number which 

makes it possible to compute the secret decoding exponent in 

an RSA public key cryptosystem,1,5 or the system master key 

and certain other keys in a DES cryptosystem,3 are so 

important that they present a dilemma. If too many copies are 

distributed one might go astray. If too few copies are made 

they might all be destroyed. 

 D.S. Wang,Z.et al.[3] gives threshold schemes that 

have been used to protect secrets by distributing shares to 

participants. To protect two secrets, we can use two separate 

traditional schemes, say, a (t1, n1) scheme and a (t2, n2) 

scheme. If there are u (<=min (t1, t2)) participants involved 

in both schemes, each of these u participants must keep two 

different shares. This paper proposes a method that allows 

each common participant to keep only one share. Our method 

constructs two polynomials with u common crossover points. 

We give theoretical details and two demonstrative examples. 

This algorithm can also handle the collaboration between 

more than two schemes. 

 M. Naor et al.[4] consider a new type of 

cryptographic scheme, which can decode concealed images 

without any cryptographic computations using 2x2 visual 

secret sharing scheme. The scheme is perfectly secure and 

very easy to implement. We extend it into a visual variant of 

the k out of n secret sharing problem, in which a dealer 

provides a transparency to each one of the n users; any k of 

them can see the image by stacking their transparencies, but 

any k-1 of them gain no information about it. 

 C.N. Yang et al.[5] use the frequency of white pixels 

to show the contrast of the recovered image. Conventional 

VSS scheme is non-expansible and can be easily 

implemented on a basis of conventional VSS scheme. The 

term non-expansible means that the sizes of the original 

image and shadows are the same. 

 Sozan Abdulla et al.[9] proposed an algorithm for 

color image, that presents a system which takes four pictures 

as an input and generates three images which correspond to 

three of the four input pictures. The decoding requires only 

selecting some subset of these 3 images, making 

transparencies of them, and stacking them on top of each 

other, so the forth picture is reconstructed by printing the 

three output images onto transparencies and stacking them 

together. The reconstructed image achieved in same size with 

original secret image. 

 Divya James et al.[8] proposed A Novel Anti-

phishing framework based on visual Cryptography to solve 
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the problem of phishing. The image based authentication 

using Visual Cryptography is presented here. 

 Shreya Zarkar et al.[10] explains Anti-phishing 

structure based on visual cryptography and RSA algorithm" 

to solve the problem of phishing. Here an image based 

authentication using Visual Cryptography (VC) and the 

encryption algorithm (RSA) is used. Visual cryptography is 

mainly done by splitting the original image into two shares 

one with user database and one with the server database. And 

the original image can be obtained only by both the shares of 

the image. With the help of this techniques security of image 

can be achieved by visual cryptography and RSA algorithm. 

III. PROPOSED SYSTEM 

We are trying to develop a new method for "QR code based 

Secure Server Verification by Using RSA Algorithm and 

Visual Cryptography" to solve the problem of phishing where 

image based authentication using visual cryptography. We 

proposed a secure QR code scheme to protect the user's 

information not be stolen using visual encryption technology. 

The scheme can be applied in the fields of document 

management, customs security system, medical medicine and 

other fields. Secret sharing scheme is done by visual 

cryptography as it is a technique for sharing the visual 

information. The QR (image) is divided into two shares. The 

secret QR is divided into two irregular patterns of images 

called shares and they can be done without any complicated 

cryptographic computation. The figure 1 shows the 

architecture of the proposed system. 

 
Fig. 1: System Architecture 

 In the registration phase, the most important part is 

the creation of shares from the image where one share is kept 

with the user and another share can be kept with the server. A 

user will upload his/her share and puts his user id and clicks 

on the login button. The share gets uploaded to the server and 

merged with share2 at the server using visual cryptography if 

server under test sends some different share then the stacking 

of shares will create the unrecognizable form of the image. 

1) Visual Cryptography based phishing Website 

2) Creation of multiple image shares 

3) Forming Original Image on client side 

 User having joint accounts will upload their shares 

1 and puts request to second user for his/her share and second 

user will upload their share clicks on submit button. These 

shares gets uploaded to server and merged with share 3 at the 

server using visual cryptography. Merged shared are then 

compared with the original image to verify the joint account 

users for fund transfer. If images have to be transferred to 

each other, it will be transferred in encrypted way using AES 

and RSA Algorithms. Data will be encrypted using 

symmetric AES key. Symmetric AES key will be transferred 

after encrypting with public key of receiver along with the 

encrypted data. 

 So this system technique can provide security to 

banking system and prevention against phishing attacks. 

Provide trusted authentication. 

IV. CONCLUSION 

The paper gives a survey of different methods used by the 

researcher for visual encryption technology. By reviewing all 

the paper we come to know that none of the present systems 

can give 100% accuracy in terms of protecting the data from 

phishing i.e. intention of obtaining sensitive account related 

information like your Internet Banking User ID, Password, 

PIN, credit card/debit by unauthorized users. 

 We explained a system which can avoid the 

anonymous data stealing through phishing attack as well 

provide advanced authentication for joint account holders to 

access their bank account. The system gives security to 

banking system and prevention against phishing attacks and 

Provide trusted authentication. 
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