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Abstract— Healthcare sector has a large volume of 

information like health records of patients that should be 

collected and stored. The data which consider as most 

sensitive record that is healthcare data this data should not be 

available for unauthorized people this is for protecting 

patient’s information security. The cloud provides impact full 

security and privacy to the database of patient at low cost and 

better quality. The task is of protecting healthcare information 

from external attacks and from unauthorized people. 
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I. INTRODUCTION 

Cloud storage infrastructure is facing several research 

challenges which need to be addressed. Few researchers have 

proposed techniques wherein, one of the solutions to secure 

storage as a service clouds, is to move from single cloud 

provider to multiple cloud provider. Multi-cloud may solve 

all security issues related to data storage, and address 

concerns about data availability and vendor lock-in. In order 

to overcome limitations related to issues like storage access, 

mobility, cost, privacy, vendor lock-in, cross Virtual 

Machines (VM) attacks, interoperability, efficiency, Master 

SLA generation and monitoring, etc, there is a need to 

develop a framework which addresses all the above 

mentioned drawbacks of the existing systems. 

II. LITERATURE SURVEY 

In [1]”Privacy preservation in e-healthcare environments: 

state of the art and future directions”(2017), In healthcare 

system the e-Healthcare is big chapter for security purpose. It 

has many advantages and benefits for both the patient and its 

user. Working e-Healthcare system is not fully developed and 

doesn’t have much features, and so there is lack of 

confidentiality, complexity, user trust and privacy also 

considered for implementation. The two main part of the 

operational healthcare are the services provided to the 

patients, the healthcare service quality and the trust of patient 

on the healthcare. Trust with issues like confidentiality, 

integrity, accountability, authenticity, privacy, identity, and 

data management. 

 In[2]”Cloud computing based healthcare 

information systems : a proposal for the kingdom of Saudi 

Arabia”(2017), In this research, they propose a Cloud 

Computing based model for a healthcare system. The idea is 

to centralize all KSA hospitals’ databases on the Cloud. It will 

contain the basic information of patients and prevent to open 

new records and to create new databases in different 

hospitals, visited by patients, and results in improved data 

storage resource utilization. The Cloud based storage 

improves the server security and decreases the maintenance 

cost. Moreover, since the data is centralized, in case of any 

update, the latest information will be available to all hospitals. 

Hence, in this paper, the proposed system architecture is 

presented and the functionality of different system modules 

is described. The advantage of the proposed system over 

counter classical ones, open issues and possibilities for 

further improvements of this model are also discussed 

 In[3]“Cloud E-health Systems: A Survey on 

Security Challenges and Solutions”(2018) Cloud progression 

have led it to be adapted in many aspects and application that 

serve human demands. One of the recent trends in cloud 

computing is the e-health services, as many healthcare 

institutes have begun to interchange toward the digitalized 

version of health records. E-health provide easy sharing of 

personal health care records between multiple organizations 

and offered real-time monitoring for the patient’s state via 

storing this data over the cloud servers. However, having the 

data in such a distributed setting rises the need for having a 

secured data sharing with fine- grained access control, as the 

records are stored in a third-party service provider that is 

considered a semi trusted. Also, many different aspects of 

security should be taken into count with e-health, for instance 

the data is critical and should be only available to its owners. 

Numerous works have been done to secure the medical data 

in cloud environment. This work focuses on the security 

challenges and solutions for on Cloud-based E-health 

systems. Specifically, a state of the art is presented to 

preserve and protect E-health data, which consists of two 

tiers: cryptographic and no cryptographic approach. Also, 

some of main issues and open problems that can be used in 

future studies are pointed out in this work. 

 In[4]“Risk Analysis of Cloud Sourcing in 

Healthcare and Public Health Industry”(2017) The main task 

is the protection of the healthcare information system from 

cyber security threats by using the cloud computing. In this 

paper the services and the data of healthcare information 

system shared with another systems. The main consent the 

decision remote use, privacy and the other healthcare 

resources. In certain case advanced healthcare system 

considered by using cloud models and give the advantages to 

the healthcare system using cloud computing. In this paper, 

focus on the security of the cloud computing, detailed on the 

critical sections in the healthcare information system, the 

impact on the healthcare information system. Finding the risk 

on the cloud computing models by using the some analysis. 

Study of threat and risk analysis of cloud computing models 

in order to construct their suitability for the healthcare 

information system. 

 In[5]“Cloud Challenges for Networked Embedded 

Systems: a Review”(2016) The networked embedded 

systems are widely deployed in some key applications such 

as military, education, home automation system, healthcare, 

in some industrial machines. This has active the cyber 

systems objects by using wireless sensor networks (WSN) 

which process the data, store the data, and collect data from 

sensor and transmission of information. Challenges with this 

approach is handling in an efficient manner the large 

quantities of data that are being generated in real time, and 

extracting the high-level information pieces that are to be 
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presented to the stakeholders and end users.  The data storage 

and communication infrastructural can give security threats 

at the central level, at node level, and at the decentralised 

levels. For this, cloud based features and developer offer 

another analyzed storing, and privacy for sensor data. The 

main aim is the development in cloud model for managing 

and securing sensor data at large scale with quality of service 

constraints in order to deliver the intended data to the end 

users. 

 In[6]”Applying Secure Multi-Party Computation to 

Improve Collaboration in Healthcare Cloud”(2016) 

Organizations 0f healthcare are always interested in advanced 

sharing systems to improve the quality of medical services. 

Nowadays cloud computing collaborated with trend 

information, communication technologies in medical 

services. In this, provides computational resources to the 

users as services. it is used to share health information with 

the medical system. Protecting the patient’s privacy in this 

environment is still a challenge that must be overcome.  

Health information is very sensitive data that need to be kept 

secret against unauthorized users. For this output, some 

approaches use for enable the security in the sharing systems. 

In medical sector concept, different techniques use for 

sharing and storing for achieving same output without third 

party view and reveal other individual secured data. The main 

aim of this paper is secure the healthcare data. In this 

scenario, the framework based on secure multi party 

computation for protecting the collaborative environment in 

the medical healthcare sector. Some algorithms is use for 

securing the data. 

 In[7]”Securing a Connected Mobile System for 

Healthcare”(2016) Remote and continuous monitoring are 

provided by Connected mobile systems which is useful in 

healthcare. Connected mobile system are basically use to 

protect patients’ privacy which is on HIPPA regulation, in 

this paper the user can trust the system when it is satisfied 

with system. In this paper some approaches are used to 

protect the mobile system using mobile cloud environment. 

The main is to provide privacy, authentication, and security 

from outside attacks. In this model keys are generated, 

encryption, decryption done through the algorithms in mobile 

cloud environment. 

 In[8]”Inference Attack-Resistant E-Healthcare 

Cloud System with Fine-Grained Access Control”(2018) 

This whole system made great difference in the field of e-

Healthcare system which improve the quality of the 

healthcare system. Electronic healthcare record data focus by 

the several researchers for providing the privacy. The works 

have two main limitations. First limitation is the support of 

black or white control policy. Second limitation is the 

inference attack. With fine grained access control we can 

design disturbance attack e-Healthcare cloud system. Two 

layer encryption scheme is first propose. First layer 

encryption design for efficient and fine grained access control 

electrical healthcare record, and high efficiency is encryption. 

Second layer constructed for access control and privacy in the 

first layer. For the full advantage of the cloud server, 

intensive work are carried out by cloud without knowing the 

sensitive information. For protecting the access pattern of the 

data protocols are retrieve. This schema extended for the 

advanced functionality, for the effective performance 

efficiency. 

III. CLOUD COMPUTING IN HEALTHCARE ORGANIZATIONS 

Cloud Computing is the best solution and a good choice, 

because it makes healthcare easier and faster to update patient 

information and keep track their medical records by using 

phones, tablets, or any device that is connected to the internet. 

Systems that are cantered on the patient have become key 

drivers to healthcare provisioning and are resulting in the 

growth and adoption of electronic health records, personal 

health records, electronic medical records, and related patient 

safety, integrated care clinical information and point of care 

access and clinical decision support technologies. The 

availability of information irrespective of the clinicians or 

patient location has become essential to improved clinical 

outcomes and patient satisfaction. Cloud technologies can 

significantly boost such associations. 

 Cloud technologies offer numerous benefits to 

hospitals and health clinics that need quick access to large 

storage facilities and computing that are not offered in the 

traditional IT setting. Additionally, health data should be 

shared on different platforms and across regions faster and 

without worry and burden to the patients and hospitals over 

the loss of the time and delays in treatment. Cloud Computing 

offers solutions to all of these requirements, therefore, giving 

hospitals and other healthcare organization and opportunity 

to improve their services, share information quickly and 

improve operational efficiency. 

 Cloud Computing can help hospitals improve 

clinical research. A significant number of Pharmacology 

vendors in collaboration with hospitals can tap into Cloud 

Computing to improve drug research and development. 

Commercial cloud vendors have created Cloud-based Pharm-

oriented clinical research tools with the aim of reducing the 

cost of developing new drugs. 

 The main aim of this is to reduce the task carried out 

by hospital IT department and give the department the 

opportunity to concentrate on more supportive tasks like the 

depend on electronic medical records and better clinical 

support systems. 

 Cloud computing also offers collaborative solutions. 

The introduction of a Cloud-based collaborative solution such 

as video conferencing with physicians and its subsequent 

success can be improved with Cloud Computing. Through 

Cloud Computing, such collaborative solutions can be 

extended to the mobile environment to reach rural areas for 

disaster response or tele E-health. This makes possible by the 

global adoption of smartphones and wireless broadband. The 

broad adoption of mobile devices and intelligent medical 

technology, telemedicine, has seen incredible growth not only 

to include teleconsulting and tele surgeries, but also includes 

video conferencing, health records exchange and remote 

patient monitoring. 

 Cloud based Computing and its related ease of 

service implementation and data storage can enable 

telemedicine to reach even more people.  By using the Cloud 

population-scale data insights are available to hospitals in 

almost real-time. The availability of such data can ensure that 

the most updated and comprehensive insights and clinical 
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information is provided to support the caregiver’s decisions 

and allow for a focus on the creation of value rather than 

consumption to improve results. Information in the Cloud can 

be tracked and assessed so that information on costs, 

treatments, effectiveness and performance of studies and be 

evaluated and acted on. The analytic data can be harvested 

and then repurposed in appropriate medical research and 

referrals to support the promise of offering personalized 

healthcare. 

IV. SECURITY IN CLOUD COMPUTING BASED HEALTHCARE 

SYSTEMS 

Hospitals continue to rely one computing systems that are 

vulnerable to hacking due to technological deficiencies, 

insider misconduct, and theft. Cloud Computing can be 

designed to offer a safer platform as compared to traditional 

client-server platforms and mitigate the risks. However, 

despite wide use of Cloud Computing in healthcare, the 

majority of hospitals still use the client-server systems, 

universally for hospital-wide electronic medical records. The 

system is built on local servers that are housed in poorly 

secured server rooms that can be directly accessed using 

laptops and desktops distributed within the hospital. Data 

related to patients is regularly uploaded and downloaded to 

and from computers to local servers. 

 A private Cloud based system can address the 

security threat to patient information from malicious attackers 

and employees, human error and snoopers, which can be 

disastrous to the hospital. In a hospital, the main differences 

in security between the two systems boil down to the 

proximity of sensitive patient information to people who 

might want to use the data maliciously, the people who can 

access the data and the safety and number of access portals. 

 By taking into consideration the application on 

shared infrastructures, an opportunity presents itself where 

one can share security controls, including the overall 

penetration tests for web-based applications. By not failing 

on security, the principal fear in most hospitals and other 

healthcare facilities is that secure private Cloud can offer 

better physical security and better or equal cyber security in 

comparison to conventional hospital client-based systems.  

There are very few industries that can profit as much through 

Cloud Computing in hospitals and healthcare facilities, where 

a security requirement, government mandates, and a necessity 

to replace all outdated technologies. There should be a 

balance between privacy regulations and strict security with 

a burning desire to improve infrastructure and a directive to 

implement Cloud-based solutions. This is all amid healthcare 

reforms, the cumulative pressure to reduce costs, general 

reluctance within the health community and professional to 

trust Cloud Computing technology and deficiency of Cloud 

Computing talent in the industry. 

V. SOFTWARE & HARDWARE REQUIREMENTS 

A. Software Requirements Specification 

1) Operating system: Windows XP/7. 

2) Coding Language : JAVA. 

3) IDE: Java eclipse. 

4) Web server: Apache Tomcat 7. 

5) Front End: JSP, CSS etc. 

6) Back End: MySQL as database server. 

B. Hardware Resources 

1) System: Pentium IV 2.4 GHz. 

2) Hard Disk: 40 GB. 

3) Ram: 256 Mb. 

VI. CONCLUSION & FUTURE SCOPE 

We have investigated the security and privacy threats in the 

medical sensor data collection, storage and queries and 

presented a complete solution for privacy-preserving medical 

network. To protect the communication between medical and 

data servers. To keep the security of the patient data, there is 

new data collection protocol which splits the patient data into 

three database and stores them in three data servers, 

respectively. The data is securely store on the three database, 

whenever hacker hack the data it only get one database data 

but which is in the encrypted format. So there is less 

possibility of hacking the data. 

 Unlike, our solution can preserve the patient data 

privacy as long as one of three data server is not 

compromised. But required that the number of the 

compromised data servers is at most one 
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