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Abstract— Healthcare is an industry which needs to maintain 

a large amount of critical medical Data. Which may include 

the patient’s historical data, medical record, and patient’s 

private Information, etc. this information is very critical and 

needs to be stored and maintained securely. Whenever people 

hear about blockchain their mind might typically think about 

banking and financial markets. But we can use blockchain 

technology for decentralized Healthcare data storage. 

Blockchain used in healthcare is called as health blockchain. 

The proposed system increases data security and removes the 

cost, time, and resources required to manage the healthcare 

data records. 

Key words: Blockchain Technology, Data Security, Health 

Blockchain, Consensus Algorithm 

I. INTRODUCTION 

Conventional social insurance frameworks still utilize a 

unified framework; there is one association that deals with all 

the wellbeing related information. Blockchain has been 

utilized in Bit coin exchange database frameworks. It is 

unchangeable, straightforward record and appropriated who 

can't prohibit reality. It comprises of a few hinders that are 

connected to one another and in arrangement. The square is 

connected in light of the fact that from the past has utilized in 

the following square making procedure. To change in the 

current data will be increasingly troublesome as it needs to 

change the following squares. The database was made open, 

obtained by numerous clients. The Blockchain precedent with 

the consistent arrangement of squares is appeared in figure 

1.1. Blockchain innovation is upheld by a dispersed system 

comprising of an extensive number of interconnected hubs. 

Every one of these hubs has their own duplicate of the 

dispersed record that contains the full history of all exchanges 

the system has handled. There is no single expert that controls 

the system. In the event that most of the hubs concur, they 

acknowledge an exchange. On account of this it is a 

reasonable different security application. 

 Human services is a major application situation of 

blockchain, and blockchain utilized in social insurance are 

called wellbeing blockchain. Information stockpiling or 

Personal Health Information (PHI) in medicinal services 

enterprises is of basic significance as it might contain private 

data about the ailment or other therapeutic and wellbeing 

related information. All in all, blockchain squares are open 

and the exchanges in them are open. On the off chance that 

some security information are associated with these 

exchanges, they will be spilled. Inferable from medicinal 

services framework including a lot of protection information, 

certain security instruments must be worked to ensure these 

protection information in wellbeing blockchain. The current 

security breaks around there won't just have an effect 

monetarily as far as medical coverage however could 

likewise bargain tolerant wellbeing. Here we are utilizing 

blockchain innovation to give security to the wellbeing 

related information as it contains some private data. Also, this 

method could can possibly make framework increasingly 

worthy and dependable progressively. 

 
Figure 1: Blockchain Consensus Sequence of Blocks 

II. LITERATURE SURVEY 

Matthias Mettler et al [1] focuses the various opportunities of 

blockchain for usage in the healthcare sector, for eg. In public 

health management, user-oriented medical research based on 

personal patient data as well as drug counterfeiting. This 

paper proposed an Ethereum blockchain technology for 

decentralized healthcare database. Through this shared 

network infrastructure, deferent healthcare specialists can 

access the same information. 

 Christian Esposito et al. [2] describes how the 

blockchain is important for storing healthcare data on cloud. 

It also proposed a data security and privacy while data 

storing. When new healthcare data for a particular patient is 

created (e.g. from a consultation, and medical operation such 

as a surgery), a new block is instantiated and distributed to all 

peers in the patient network. After a majority of the peers 

have approved the new block, the system will insert it in the 

chain. 

 Peng Zhang et al. [3] described a set of evaluation 

metrics, from both the technical and domain perspectives, to 

assess healthcare DApps using blockchain technology and 

serve as an initial guide for creating future apps in this 

domain. Blockchain properties of decentralization, 

transparency, and immutability that can potentially be 

leveraged to improve healthcare interoperability. 

 Freya Sheer Hardwick, et al. [4] explores the 

possible of the blockchain technology and its effectiveness in 

the e-voting scheme. The paper proposes an e-voting scheme, 

which is then implemented. The implementation and related 

performance measurements are given in the paper along with 

the challenges presented by the blockchain platform to 

develop a complex application like e-voting. The paper 

highlights some shortcomings and presents two potential 

paths forward to improve the underlying platform 

(blockchain technology) to support e-voting and other similar 

applications. Blockchain technology has a lot of promise; 

however, in its current state it might not reach its full 

potential. 

 Emre Yavuz et al. [5] solves the fundamental issues 

that legacy e-voting system, by using the Ethereum network 

and blockchain structure. The idea of the security 
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methodology and blockchain which it uses, explicitly 

immutable hash chains, has become adjustable to polls and 

elections. 

 Daniel Tse et al. [6] introduces the concept of 

Blockchain technology in information security of the food 

supply chain and comparing it with the traditional supply 

chain system. The proposed system focus on the 

disadvantages, promoting the blockchain in tracking, 

monitoring and auditing the food supply chain and helping 

manufacturers to record the transactions in authenticity. The 

proposed system is not implemented in practically, they give 

the theoretical idea. 

 Si Chen et al. discusses how to improve the supply 

chain quality management by adopting the blockchain 

technology and propose a framework for blockchain-based 

supply chain quality management in [7]. This framework will 

provide a theoretical basis to the intelligent quality 

management of supply chain based on the blockchain 

technology. Also, it provides a foundation to develop theories 

about information resource management in distributed, 

virtual organizations, especially distributed, cross-

organizational and decentralized management theory. 

III. MOTIVATION & SCOPE 

The motivation behind this project is the patient’s critical 

information management in more secure way. As we know 

when we went to the doctor for therapy we need to carry all 

the reports that we may have tested in a lab, as well as when 

we switch between many doctors it is the possibility that we 

might forget that doctor name and also in some cases it is 

happened that documents are lost. There are many big 

hospitals around the world which takes human organs and 

make illegal profit out of it. So to track that hospitals and 

doctors and hospitals we are going to implement this system. 

A. Problem Definition 

To implement a system for storing the patients critical 

information in the block-chain. And help users of the system 

to store their private and critical information very safe. And 

simultaneously maintain a chain of users who has been 

diagnosed. 

B. Algorithm Theory 

 Algorithm Name: Consensus algorithm 

Consensus algorithms are a decision-making process for a 

group, where people of the gathering build and bolster the 

choice that works best for whatever remains of them. It's a 

type of goals where people need to help the lion's share 

choice, in any case. 

 Working of Consensus algorithm: 

We are following Proof of Work algorithm of Consensus 

algorithm. 

 When data is added to blockchain all the records are 

bundled into same block so it is called proof of work. 

 

 
Fig. 2: Consensus Working 

 

 First time blockchain will be created which will 

store all the blocks. When data is added to the blockchain it 

is it first calculates hash of that data based on id, it first assign 

four time 0’s and then based on id of the document hash value 

is generated. When new data is inserted into the blockchain it 

check the previous hash, and based on previous hash it 

generates its own has. Now previous hash will be available at 

next record and chain continues to grow. Every record in the 

blockchain only available inside the blockchain only. 

Following is the implementation of proof of work algorithm 

 
Fig. 2: PoW Algorithm 

IV. CONCLUSION 

Blockchain has shown its potential for transforming the 

traditional industry with its key characteristics such as 

decentralization, persistency, anonymity, and auditability. 

The proposed system provides reliable and secure healthcare 

scheme using blockchain that works in decentralized 

environment by removing the cost of resources such as cost, 

time to manage the healthcare data records. The system is 

able to maintain the privacy and provide top level security to 

healthcare data records as it contains some private 

information related to health. So such security mechanism 

explained here that protect the heath related data. 
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