
IJSRD - International Journal for Scientific Research & Development| Vol. 6, Issue 01, 2018 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 829 

Social Media Authentication System 

Sneha Meshram1 Sanjiwani Kale2 Vrushali Bhagat3 Chetshree Jumle4 
1,2,3,4Department of Science & Engineering 

1,2,3,4Nagarjuna Institute of Engineering, Technology & Management, Nagpur, Maharashtra, India 

Abstract— At a social media site a user is usually identified 

by a profile. It typically contains a picture and name, possibly 

an address and birth date. The sites do not, however, 

rigorously check that the person with the identity alluded to 

in the profile really created and controls the profile. If this is 

not the case, somebody is using somebody else’s identity. 

This is called false identity. One can also create profiles that 

can use freely invented names and other information that 

cannot be attached to any real .In this case the identity is 

called a faked identity. Such a profile can still contain a 

picture of a real person, picked e.g. randomly from the 

Internet. In this work we describe a scalable approach to 

avoid making Of a fake account  We create a such system 

which provide one type of security We may face a situation 

in which we can find that we can have an account of same as 

our name. This thing does not have any security measures till 

now For this we have a new system on this to prevent this 

kind of situation The Social media authentication system  

help  us to prevent this kind of situation and we can  improve 

the social media account policy’s security. 
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I. INTRODUCTION 

In social media authentication system we prevent a fake 

account on social network like Facebook, twitter, etc. Today 

people around the world rely on online social network 

(OSNs) to share knowledge, opinions and experiences seek 

information and resources and expand personal connection 

.however, the same feature that make OSN valuable to 

ordinary people also make them target for a verity of form of 

abuse fake accounts as a preferred means of malicious actor 

may crack dozen to thousands of fake account in order to 

scale their operation to each the maximum numbers. 

Detecting and taking action on these accounts as quickly 

Possible is imperative in ode to protect legitimate member 

and maintain the trust worthiness the network. However any 

individual fake account may be legitimate on inspection for 

example by having a real sounding name or believable   

profile fake account are had to be detect   and stop  A large 

scale OSN may have millions of   active use and billions of 

user activity of which fake account comprise only a tiny 

percentage. Given this imbalance, false positive rates must be 

kept very low in order to avoid blocking many legitimate 

members. While some fake accounts may demonstrate clear 

patterns of automation, many are designed to be in 

distinguishable from real ones. Identity is an object attached 

to a human being, separate from him or her. A typical 

example is the name of a person. We prevent a social media 

by uploading five unique document which uses or easy 

available on users site. These documents are Adhar Card, 

Voting Card, Pan Card, Driving licensee and Passbook. These 

five documents are submitted in admin and admin manually 

check the uploaded documents. If user are real then admin 

approved it and generate the SAMS code by using this SMAS 

code used to login in social media.   

II. LITERATURE SURVEY 

Paper starts with an explanation of two types of profile 

cloning attack in online social network. Afterward, a new 

approach for detecting clone identities is proposed by 

defining profile similarity and strength of relationship 

measures. According to similar attributes and strength of 

relationships among users which are computed in detection 

steps, it will be decided which profile is clone and which one 

is genuine by a predetermined threshold. Finally, the 

experimental results are presented to demonstrate the 

effectiveness of the proposed approach. Detecting profile 

cloning attacks using a more accurate approach causes to 

improve the active user’s safety and motivate online social 

networks service provider to raise the level of security and 

privacy of social network services. There are two kind of 

profile cloning in online social network: profile cloning and 

cross site profile cloning. In profile cloning the adversary 

builds clone profile from victim profile in the same online 

social network and send friend request to victim friends. The 

first attack is called Identity cloning attack , where the 

personal online social network information of an existing 

profile is used to create one or more clone accounts, claiming 

the same identity as the victim in a given online social 

network detection of fake identities is a challenging work. 

The key challenges are first is quite common that several 

people have a similar names in real world; and hence their 

identities on online social networks may be similar. We 

cannot arbitrarily infer all the similar identities that have 

similar names as a fake identity. Second, the characteristics 

of a fake identity have not been analysed and summarized. A 

framework for detecting profile cloning in online social 

network is presented. First the part of fake identity are define, 

then an approach for comparing two profiles based on 

attribute equality and friend network equality is used. Profile 

cloning detection three steps: In the first step information 

from individuals profile will be extracted, in the second step 

matching profiles will be found by a searching users 

attributes. At the end step, symmetry of each profile will be 

calculated and evaluated and the fake profile will be detected 

after a successful creation of user account, online social 

network authenticate the person via user credentials such as 

username and password. While accessing own profile, the 

person can search for the person that he or she knows him or 

her personally. 

III. PROPOSED SYSTEM 

 We proposed a system that will detect fake account from 

client site. 

 The main objective of the project is to create and 

environment in which users information are secured. 

 The objective of this project is to avoid of making a fake 

account. 
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IV. WHY SOCIAL MEDIA AUTHENTICATIN IS IMPORTANT  

 Less chances of fake account.  

 Less chance of real life cases based on fake social media. 

 Verified user will to able to communicate confidently. 

 Easy able to catch fake users. 

V. FLOWCHART 

 
Fig. 1: Flowchart 

VI. HARDWARE & SOFTWARE REQUIREMENT 

A. Software  

 Operating system     : Windows  

 Web Technologies   : HTML, JavaScript, CSS, Xamp, 

PHP, Mysql 

B. Hardware 

 Processor        : Intel core i3 

 RAM              :1GB 

 Hard disk       :20GB 

 Keyboard      :standard windows 

 Mouse           :2or3 button Mouse 

 Monitor         :SVGA 

C. Application  

 Facebook   

 Twitter 

VII. FUTURE SCOPE  

This can be a centralised system for whole world and which 

can prevent fake   account across the   world. 

This system can be successful thing to make this work to 

prevent thing from social media network. 

This will be great verification system for across world 

VIII. CONCLUSION 

This kind of system can be used for all social network 

verification system & we can prevent fake account this only 

works if the real account has been compromised, but fails to 

detect the presence of a fake account only created for 

information gathering and later spear phishing. It appears that 

rising awareness is the only effective means of detecting such 

fake accounts and mitigating the risks pertaining thereto. 

Meanwhile, future research is needed in order to elaborate 

methods of fake identity detection in APT that are capable of 

detecting individual fake accounts having low activity 

profile. 
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