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Abstract— In previous years computer networking has been 

growing in size, intricacy and numbers of users increasing 

day by day.  Data Communication and network has leaded a 

new path to business and daily affairs. Now, they are mostly 

dependent upon computer networks and internetwork. All the 

data are sent in the form of packet from one hope to another 

in a network. Packets are the base of all data sent on the 

internet, even though they are used insecurely. Interfering 

with live packets and the procedure involved in altering the 

packets moving in the network are becoming easier. 

Currently the exploits that are used by the attackers are easily 

accessible even by neophyte attackers. There is variety of 

packet scanning techniques for sniffing. The purpose here is 

to explain the nature of packets and expose the vulnerabilities 

that attackers exploit. This paper also includes protective 

measures against packet manipulation and sniffing, and 

detection of sniffers on a network. 
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I. INTRODUCTION 

Data is transferred in the form of packets from one system to 

another within a network. A packet is the unit of data that 

travels from source to destination on the internet or any other 

packet-switched network. Packet-switching is a systematic 

way to manage data transmission on a connectionless 

network. 

 When a user connects his personal computer to any 

site on the internet that offers number of application that 

offers number of application that user can download from, the 

user starts downloading them. Every packet has to discover 

its own path to the destination that is personal computer of 

the user. The packets reach their destination by finding its 

way using the information it carries, such as IP address of 

source and destination. And it is the job of the routers to 

control the congestion occurred in a network and decides the 

best route for the packets within networks to ensure that data 

is transferred as required. 

 Packet sniffing is a passive technique. In this process 

one can capture any flow of data in a computer network. 

Packet sniffing is like eavesdropping no one can actually 

attack on one’s computer and affect those fills the user 

doesn’t want anyone else to access. The third person can only 

read or monitor the communication that user’s computer is 

having with the gateway. 

 The irony in information security is that, properties 

that are used to make computer more efficient and easy and 

tools that are used to protect and secure the network can also 

be used to exploit and compromise the same computers and 

network. This is the case of packet-sniffing. 

II. PACKET SNIFFING & ITS APPLICATION 

Packet sniffing is a method of tapping each packet as it flows 

across the network, it is a technique in which user sniffs data 

belonging to other users of the network. A network or system 

administrator uses packet sniffer also known as network 

monitor or network analyzer, to monitor and troubleshoot 

network traffic. The administrator can identify erroneous 

packets by capturing information from packet sniffer and 

maintain efficient network data transmission. And that is 

what this type of analysis originally was designed for. But, 

that didn’t stopped people from finding more creative ways 

to use these tool, that is same tool can also be used to exploit 

and compromise the computers and networks. Packets 

sniffers can be used as an administrative tool or for malicious 

purpose. It depends on the user’s intent. 

 Most of the internet runs in plain text. Which means 

a person with a packet sniffer can read most of the 

information. The most important data for which most users 

are concerned with is user credentials, such as users name and 

password can easily be gathered and exploit using this 

technique. 

Applications of packet sniffing program involves: 

 Process of reviewing, analyzing and managing network 

traffic for any abnormality, availability and/or security. 

 Solving problems related to communications such as: 

Discovering that why system X is unable to 

communicate with system Y. (e.g. the communication 

may not be possible because of various reasons, such as 

a problem in either the system or in the mode of 

transmission.) 

 Reviewing network performance. This way the 

drawbacks present in the network can be seen, or the part 

of the network where data is lost (due to network 

congestion) can be found. 

 Recovering user-names and passwords of the people 

logging into the network. 

 Discovering trespassers. 

III. SNIFFING IN A NON-SWITCHED & SWITCHED NETWORK 

A. Non-Switched Network 

In a non-switched network, packets are sent to the other 

machine with the help of hub in that local network. The hub 

receives the packet and then packets are broadcasted to the 

entire LAN. 

 However, machines only pay attention to those 

packets that are sent to them, and they don’t pay attention to 

a packet if it is not specifically sent to them. This can be 

changed by altering the state by machine into “promiscuous 

mode”. This is an easy way to sniff a wire. As the network 

interface controller (NIC) of a system can look into packets 

that passes through it, even if the packets are not sent on that 

system, with the help of this technique. 
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Fig. 1: Sniffing on a Hub Network Provides a Limitless 

Visibility window 

B. Switched Network 

In a switched network all systems are connected to a switch 

that keeps the track of the system with the help of information 

such as unique MAC address of each system. Therefore, 

when a specific packet arrives for a specific MAC address the 

switch sends that packet to that specific system over the wire. 

If packet arrives for MAC address that is not saved in the 

switch, then it will send out an ARP request to get the names 

of the system of that network. So, when a match is discovered, 

the information is cached and the packets are sent to that 

system. Therefore, in this network packet are sent directly to 

the destination. Therefore Sniffers cannot gain intermediate 

access to the traffic by sniffing the wire. 

 
Fig. 2: The visibility Window on a Switched Network is 

Limited to the Port on which Sniffer is Plugged 

IV. SNIFFING METHODS 

There are three types of sniffing methods. Some methods 

work in non-switched networks while others work in 

switched networks. The sniffing methods are: 

A. IP-Based Sniffing 

This method works only in non-switched network. In this, the 

network card is set on the promiscuous mode and all packets 

of the matching IP address filter are sniffed. 

B. MAC-Based Sniffing 

In this method, the network card is set on the promiscuous 

mode and all packets of the matching MAC address filters are 

sniffed. 

C. ARP-Based Sniffing 

The method of ARP based sniffing is different from IP based 

sniffing and MAC based sniffing. This method makes 

sniffing possible within a switched network. 

Sniffing can be accomplished using this method within a 

network by performing the following steps: 

1) Step 1: poison the ARP cache1 of both the system from 

which you want to sniff the data. 

2) Step 2: recognition of yourself as the other user of that 

connection. 

 After the poisoning of ARP caches, when the 

systems start their communication and the connection is 

established between the two host. In this case, instead of 

sending the data directly to system B from system A it gets 

send to us. We can then record or read the data being received 

and after that forward it to the original host to whom the data 

was actually supposed to be transferred. It is also known as a 

man in the middle attack. 

 
Fig. 5: ARP Sniffing Method 

V. SNIFFER DETECTION 

There are several ways to check whether a sniffer is being 

used in a network or not. 

 One method is to generate packets without any valid 

address and send them out on the network. A sniffer generally 

receives all packets of the network. So, if a machine on the 

network receives that packets, that means that machine is 

using sniffer. 

 Some software is also present to help non-

intrusively detect sniffers. A system administrator often uses 

this software to protect against attackers. For example, 

Antisniff. 

VI. CONCLUSION 

Packets are the base of all data sent. Packet sniffing is used 

for monitoring packets as they move across a network. It can 

be used for the benefit of a network or for malicious purpose. 

Packet sniffers have the ability to capture things like clear-

text passwords and usernames or other sensitive information. 

Sniffing is possible in both switched and non-switched 

network. Because of this packet sniffers are a serious matter 

of network security. Many software exists to help detect 

sniffers on a network. User can also employ a number of 

techniques to protect the data from sniffers. 
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