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Abstract— Vehicular Ad-hoc Network is a technology that 

allows the vehicle to interconnect with each other via a 

wireless network. To be able to locate & locate other vehicles 

to manage road safety. Safety is a major problem in the ad-

hoc network of vehicles can be the lives of people in danger. 

In this article, they discuss a key topic in the field of 

computing network security which is the detection of black 

hole nodes in VANET vulnerable to security attacks because 

of its nature without infrastructure. The black hole attack is a 

form of denial of service attack that creates a vacuum for data 

traffic in a VANET network. Their solution is adapted to a 

low density network where every car travels in a straight line 

and book packets to other nearby cars using geographic 

routing protocol. 
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I. INTRODUCTION 

VANET is a self-organized network that allows vehicles to 

communicate with each other [5]. Each vehicle participating 

in the network acts as a wireless router or node, allowing 

vehicles connect and communicate. AODV is the mainly used 

routing protocol for VANET. The VANET communication 

has been classified into two types [3]. 

A. Vehicle-to-Vehicle (V2V) Communication 

Communication takes place between vehicle to vehicle 

without the support of any infrastructure. It is suitable for 

communicate with short-range. It's reliable and very fast. 

Vehicles consist of OBU (On Board Unit), which process the 

data gathered from various sensors and is responsible for 

Communicate with other vehicles and infrastructure [3]. 

B. Vehicle-to-Infrastructure Communication 

The infrastructure acts as a static node. They are also called 

as Road side units. The communication takes place between 

vehicle and road-side units, it is suitable for long distances 

the communications [3]. 

 
Fig. 1: Shows Vehicle To Vehicle Communication 

 Figure 1 shows vehicle to vehicle communication. 

A, B and C are vehicles and D is infrastructure. Since all the 

vehicles are in communicating range, Vehicle A is able to 

communicate with Vehicle C by means of multi hopping 

through vehicle B [3]. 

 
Fig. 2: Vehicle to Infrastructure Communication 

 Figure 2 shows vehicle to infrastructure 

communication. A, B are vehicles and C is Infrastructure. 

Since Vehicle A and Vehicle B are not in the communicating 

range, they communicate with the help of Road Side Unit 

(RSU) [3]. 

II. ROUTING IN VANETS 

Routing protocols for VANETs must be robust, reliable, and 

minimize latency and network load. There are mainly three 

types of routing protocols for MANETs: reactive, proactive, 

and position-based routing protocols. Reactive protocols set 

up routes on-demand [6]. If a node wants to initiate a 

communication with a destination, the routing protocol 

discovers a path to reach the target destination. However, 

proactive protocols establish a route before a request is being 

initiated [7]. 

A. AODV 

AODV belongs to the reactive routing protocols. It uses 

Route Request (RREQ), Route Reply (RREP), and Route 

Error (RERR) control messages. It handles source routing and 

backward learning methods. When a node wants to make a 

connection with a destination node, the source node 

broadcasts an RREQ message epidemically. When the final 

destination receives the RREQ packets, it selects the path 

with the smallest hop count and delivers it back to the source 

in an RREP packet. When the information of the path to the 

destination reaches the source node, this selected path is used 

to send data [4]. 

B. DSR 

Another notable reactive routing protocol is DSR. It also uses 

Route Request and Route Reply messages. Route Requests 

are sent by the source when it is required to send a data 

packet. Each node that receives the request stores its ID inside 

the packet, in a route record, and then forwards it until the 

destination is reached. The destination sends a Route Reply 

message with a copy of the accumulated route record from 

the Route Request to the source. The source stores the route 

in a cache, and it is included in the data packets sent, so nodes 

use it to forward the message. This is known as source routing 

mechanism. The protocol also has a Route Maintenance 

mechanism to report broken links [4]. 
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C. OLSR 

OLSR belongs to the proactive routing protocols. It uses two 

kinds of control messages: HELLO and Topology Control 

(TC). HELLO messages are broadcast periodically by each 

node with information about its neighbors. They are received 

by all one hop neighbors. Based on this information, each 

node selects its Multipoint Relays (MPR), which is the 

minimum set of neighbor nodes that allows a node to reach 

all the other nodes two hops away, reducing the number of 

retransmitted packets and network resources. On the other 

hand, the TC message is sent by each node across the entire 

network; the message carries the information of MPRs’ 

sender node. Using this information, a route from the source 

to the destination is formed by MPRs of the different nodes 

in the VANET [4]. 

D. DSDV 

Finally, DSDV is a popular proactive routing protocol. Itis 

based on control packets that are broadcast by each node 

periodically or when network topology changes are detected, 

in order to update the routing information of the other nodes. 

 After receiving the Update packet, the node 

increments the metric by one and retransmits the Update 

packet to the corresponding neighbors. The process is 

repeated until all the nodes in the network have received a 

copy. The update packet with the smallest metric will be 

selected and used by each node in its routing table as the path 

to the message’s source [4]. 

III. BLACK HOLE ATTACK 

A black hole attack, sometimes called a package fall attack, 

involves a malicious node within a routed network that 

attempts to direct all or part of the network traffic to it and 

intentionally fails to serve as a relay after doing so. An honest 

node must relay data packets to their destination or the next 

hop of the route. Instead, a malicious node drops the packets, 

preventing them from reaching their destination and 

effectively blocking the source's ability to communicate with 

the destination (and possibly other nodes). [2]. There are three 

types of Black hole attacks performed on MANETs [1]; 

A. Single Black Hole Attacks 

In this type of attacks, a single malicious node is present in 

the network to perform its malicious activities. This type of 

attack rarely seen in the networking world today and it may 

be used to test our simple cases of a scenario[1]. 

B. Co-operative Black Hole Attack 

In this type of attacks, multiple malicious nodes act in a group 

to perform the malicious activities of the black holing. This is 

the more common scenario in today's MANETs [1]. 

C. Gray Hole Attacks 

In this type of attack, the malicious nodes will drop the 

packets selectively, meaning that the existence of a gray hole 

node in a network is a node that can switch from behaving 

correctly to behaving like a black hole. This type of attack is 

not easily identifiable since the attacker switch its' behavioral 

activities [1]. 

IV. PROPOSED SOLUTION 

The proposed scheme assumes a VANET that is deployed in 

an urban area. Each vehicle is equipped with a GPS system to 

determine the actual position. They consider each vehicle as 

a node of the network such that a link exists between nodes I 

and node j if this later is located in the range of i. RSUs are 

deployed in the rode sides. Each vehicle moves according to 

a realistic mobility model. If a vehicle detects a sliding street, 

it become a source and may send a message to a random 

destination to change the direction and move away the sliding 

street. At the same time, some vehicles will be elected to play 

the role of black hole nodes. They mention that the number 

of black hole nodes remains static along the simulation of our 

scheme. The role of a black hole node is to drop any received 

message. Each node of the network maintains a Trust Routing 

Table (TRT). The number of the rows represent the number 

of the neighbors of node i. The first column is initialized to 1. 

It represent the trust value. However, the second column 

contains the progress between the neighbor j and the 

destination. By definition, the progress is the difference 

between the distance from the source towards the destination 

and the destination between the neighbors towards the 

destination. The progress avoids sending a packet backwards. 

The source i selects the next neighbors j such that [1]: 

          (1) 

 This process should be repeated until reaching the 

destination. 

 The TRT is updated periodically such that if a source 

does not receive an ACK [1]: 

                      (2) 

The picture bellow explains the steps for the proposed 

solution. [1]: 

 
Fig. 3: The Proposed Scheme for Routing & Black Hole 

Detection 
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V. CONCLUSION 

This document presents a new routing and detection scheme 

nodes of black holes in the VANETs. The results obtained 

demonstrate the ability of their system to avoid the black hole 

nodes during the routing process. The results of their tests 

also show that the higher the number of cars in a VANET, 

than higher time required for detects a black hole car. The 

results of this article indicate that several interesting 

directions for future work: detect cooperative black hole 

nodes instead of simple black hole nodes, detect black hole 

nodes under interference conditions. 
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