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Abstract— The current trends point to a growing mandatory 

for cyber threat “resilience” in the digital age. Governments, 

organizations and individuals must all contribute their part in 

building an ecosystem that is resilient to cyber threats. 
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I. INTRODUCTION 

A. Problem 

Cyber risk is an Accumulative problem considerable new 

Cyberattacks continue to emerge while older attack methods 

adhere. No organization regardless of size or eminence is 

immune from cyberattack, most organizations are still not 

interested to building strategies or plan that bring resilience 

which counter the evolving risk or attack. 

B. Cyber Resilience 

Cyber resilience refers to an entity's ability to continuously 

deliver the intended outcome despite adverse conditions 'or' 

events. 

II. DIFFERENCE BETWEEN CYBER RESILIENCE & 

CYBERSECURITY 

Cyber resilience is the ability of a computing system to 

recover quickly should it experience adverse conditions. It 

requires continua attempt, and fingering may aspects of 

information security (infosec), including disaster recovery 

(DR), business continuity (BC) and computer forensics. 

 Cybersecurity refers to your prescript and processes 

of protecting electronic data, including identifying it and 

where it park or resides, and implementing technology and 

business best practices that will protect/safe it. 

A. How to instate Cyber Resilience 

1) Part 1: System Cleanliness 

Actually cyber cleanliness/hygiene is not a final protection, 

it’s important for everyone in contact with your network, 

from the Higher authorities to the lower part of organizational 

body. Educate users on practicing good cyber activity, 

including password management, identifying potential 

phishing efforts, and which devices to connect to the network. 

 The study into measuring the variability in decision 

making among security professionals, with the important 

objective to be set right the quality of security and compliance 

advice given to IT system designers and maintenance body. 

 Practice the industry-accepted secure 

configurations/standards like NIST and CIS other 

Benchmark. These can help organizations define items like 

password length, encryption, port access, user awareness and 

double authentication. 

a) Security 

 Is practiced for its own sake, not to satisfy a third party’s 

needs 

 Is driven by the need to protect against constant threats 

to an organization’s assets 

 Is never truly finished and should be continuously 

maintained and improved 

b) Compliance 

 Is practiced to meet with external requirements and 

facilitate business operations 

 Is driven by business needs less technical needs 

 Is “done” when the third party is probably satisfied 

2) Part 2: Create Plan for Cyber Security Events & 

Consider Cybersecurity Drills 

This is the concept of Mock Drills. The concept has made its 

way into the corporate world like/e.g.: war-gaming the 

security infrastructure, Cyber security mock drill, bug 

bounty, Red team versus blue team. 

 Organization has deployed multiple technologies, 

strategy and processes for detecting and responding to threats. 

Still when it comes to responding to real security incidents, 

many organisations fail to make the impact. Incident response 

strategies can fail if they are not well tested. Cybersecurity 

drills provide a way to test all elements of an effective 

incident detection and response strategy. 

3) Part 3: Study Cyber-Attack Patterns & Modes to 

Development Counter Strategy 

Cyber-attacks become more attractive and potentially more 

disastrous as our dependence on information technology 

increases. Additionally, educating employees on cyber 

security and potential threats is a key aspect of any prevention 

strategy. 

 Organization should test and implement intelligent 

security management that aggregates information from a 

variety of sources and analyzes it in real time to shield 

systems from novel attack vectors. To reduce the danger of 

these current emerging threats. Analyze attacks in dedicated 

cyber security special infrastructure facility, and share their 

findings with others. 

4) Part 4: Relay on Real Data Findings in Terms of Cyber 

Security 

The increasing depth and volume of personal and corporate 

data make it a more rewarding target for cyber crooks and 

state-sponsored espionage or sabotage. At the same time, 

greater connectivity provides more potential attack vectors. 

So threat based on a model of a real adversary and findings, 

not on a probabilistic model of nature. 

 Management has a detriment to save and protect 

assets and to maintain the quality of service. To achieve this 

state it must assure that operations are carried out circumspect 

in the face of realistic risks arising from credible threats. This 

job may be fulfilled by defining high-level security policies 

and then interpret these policies into exclusive standards and 

procedures for selecting and sustaining personnel, for 

checking and auditing operations, for establishing smooth 

functioning of plans etc. 

5) Part 5: Focus on Risk Strategies Measures to Protect 

Organizations 

Risk mitigation involves making decisions and taking action 

after a risk assessment has taken place.  Using the risk 

pyramid and impact model to analyse risk, managers can 

decide on the best option to mitigate risk. 
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 For an organization to keep all risk factors under 

control, a strategic framework cans assistance to adapt 

appropriate reactions and outcomes. This strategic 

framework should be subsidiary to set of guiding principles 

that mirror the organization’s plans, vision, goals and 

objectives, key performance indicators, and key security risk 

factors. Guiding principles often logically managing 

uncertainty, increases value protection, and optimizing 

organizational activeness. 

6) Part 6: Cyber Insurance from Cybersecurity Attacks 

Cyber insurance also known as cyber legal responsibility 

insurance, it is the plan that allows a business to sustain from 

outcome of a cyberattack. Cyberattacks were once considered 

to be the problem of larger businesses, largely because they 

are viewed as more presumable targets. 

 However, smaller organisation’s are increasingly 

assessing their cyber exposure risk as concerns about the 

potential impact of a cyber incident continue to rise. Insurers 

are still trying to come up with precise and accurate 

definitions for cyber-attacks and the impact of new 

technologies. 

 One big reason why insurers have problems to 

understand the challenge or confusion on cyber risk is the 

lack of historical data, which makes it difficult to build the 

predictive models that can help assess probability of loss. 

 As technology becomes increasingly important for 

successful business operations, and the General Data 

Protection Regulation (GDPR) promises much stricter 

penalties for less data security, the value of a strong cyber-

insurance policy will continue to increases. No matter your 

business’ size, location or industry, the nature of work in the 

modern business world exposes you to cyber-threats. 

 Cyber insurance policies come equipped with a 

panel of experts who are able to identify risks and reduce the 

impact of an incident response. 

7) Part 7: Kick Start for Flexible or Resilient Cyber Risks 

Strategy 

To successfully bear and control an attack, you have to 

completely understand your organisation security policy and 

risk posture. The impacts of a major cyber-attack can be 

terrifying any organization. To minimize the potential loss 

from a cyber-attack, you must change the way you think 

about security. Think in terms of not removing cyber risk but 

of creating cyber resilience. 

 Senior management must take a more active role in 

establishing, prioritizing and supervising a cyber security 

program. In a cyber flexible or resilient organization, senior 

management makes the decisions and is ultimately 

responsible for compliance. As a result, these managers must 

be educated about the preference their company faces and 

take responsibility for addressing the security risks. 

III. SOLUTION 

Protecting your organization's infrastructure and data from 

malicious targeted attack to the best of your strength is the 

goal. Whether no amount of time duration, money or effort 

on your part can guarantee success, your work is to reduce the 

chance of infringement succeed and to be able to react to early 

to decrease the damage. There’s an increasing focus within 

organizations on how to quickly and successfully recover and 

respond in the event of a cyber incident, to be more cyber 

resilient. 

IV. CONCLUSION 

Apart your business from the threat of a cyber-attack by 

identifying security and resiliency weaknesses and more 

strengthening to your IT and security posture. Management 

must develop a plan to decrease cyber risk, applying lessons 

learned and empowering a corporate culture are all required 

elements to address on the path to cyber resiliency strategy. 
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