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Abstract— As a result of rapid advancement of various kinds 

of Internet technologies, more and more information are to be 

transmitted to all parts of the world from everywhere through 

the Net. In such cases the senders have to take into 

consideration the information security issues so that they can 

trustingly enjoy the speed and convenience that is offered by 

an Internet. The data sent through an Internet may include 

some important secret images. “Visual Cryptography” is the 

technique developed to provide security and authentication to 

these images. Many attempts have been made from within the 

cryptographic community to provide security to these secret 

images. In this paper we will make a review Cryptography 

Schemes that are used store and transmit the secret images. 

We will also compare the respective algorithms of all the 

schemes with respect to the parameters such as PSNR and 

perceived error. 
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I. INTRODUCTION 

Visual cryptography was originally invented and pioneered 

by Moni Naor and Adi Shamir in 1994 at the Eurocrypt 

conference. Visual cryptography is “a new type of 

cryptographic scheme, which can decode concealed images 

without any cryptographic computation” [1]. As the name 

suggests, visual cryptography is related to the human visual 

system. When the k shares are stacked together, the human 

eyes do the decryption. This allows anyone to use the system 

without any knowledge of cryptography and without 

performing any computations. This is one advantage of visual 

cryptography over the other popular conditionally secure 

cryptography schemes. Another advantage of this scheme is 

that the mechanism is very secure and very easily 

implemented. Naor and Shamir’s initial implementation 

assumes that the image or message is a collection of black and 

white pixels. Each pixel is handled individually and it should 

be noted that the white pixel represents the transparent colour. 

One disadvantage of this scheme is that the decryption 

process produces contrast loss. Contrast is very important 

within visual cryptography because it determines the clarity 

of the recovered secret by the human visual system. The 

relative difference in hamming weight between the 

representation of white and black pixels signify the loss in 

contrast of the recovered secret. Another disadvantage of this 

scheme is that it takes only binary images as the secret 

images.  

To illustrate the basic principles of VC scheme, 

consider a simple (2, 2)-VC scheme in Fig. 1. Each pixel from 

a secret binary image is encoded into black and white 

subpixels in each share. If p is a white (black) pixel, one of 

the six columns is selected randomly with equal probability, 

to replace p. Reg pixel p, it is replaced by a set of four 

subpixels, two of them are black and two white. Thus, the 

subpixel set gives no clue of the original value of p. When 

two subpixels originating from two white p are superimposed, 

the decrypted subpixels have two white and two black pixels. 

On the other hand, a decrypted subpixel having four black 

pixels indicates that the subpixel came from two black p 

pixels. [1] 

 
Fig. 1: Construction of (2, 2) VC scheme 

 
(a)                                            (b) 

 
                       (c)                                           (d) 

Fig.2. (a) Binary secret image   (b) Encrypted share 1. 

(c) Encrypted share 2. (d) Decrypted secret message 

Fig. 2 shows an example of a simple (2, 2)-VC 

scheme with a set of subpixels shown in Fig. 1. Fig. 2(a) 

shows a secret binary message, Fig. 2(b) and (c) depicts 

encrypted shares for two participants. Superimposing these 

two shares leads to the output secret message as shown in Fig. 

2(d). The decoded image is clearly identified, although some 

contrast loss is observed. 

II. LITERATURE SURVEY 

To overcome these problems of the original VC scheme, 

several new methods for VC have been introduced later in the 

literature. In 1996, Ateniese el al. [2] proposed a more general 

method for VC scheme based upon general access structure. 

In this paper two methods are proposed to construct visual 

cryptography scheme for general access structure. The 

structure of visual cryptography scheme is analysed and the 

bounds on the size of the shares are proved to be distributed 
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to the participants of the scheme. Finally this paper considers 

a graph based access structures, that is, access structures in 

which any qualified set of participants contains at least an 

edge of a given graph whose vertices represents the 

participants of the scheme. This paper provided a more 

efficient construction of threshold schemes.  

Blundo et al. [3] proposed an optimal contrast k-out-

of-n scheme to alleviate the contrast loss problem in the 

reconstructed images. In a 2-out-of-n threshold scheme, 

complete characterisation of the schemes having optimal 

contrast and minimal pixel expansion in terms of certain 

balanced incomplete block designs is given. In the case of k-

out-of-n threshold schemes with k ≥ 3, upper and lower 

bounds on the optimal contrast are obtained. This method 

yields a higher contrast in the reconstructed image for 2-out-

of-n threshold schemes, but the technique is not applicable to 

the schemes with k ≥ 3. The VC scheme concept has been 

extended to gray scale share images rather than binary image 

shares by C. Blundo et al. [4]. In this paper it is assumed that 

the secret image consists of a collection of pixels, where to 

each pixel is associated a gray level ranging from white to 

black and each pixel is handled separately. Each pixel appears 

in n versions called shares, one for each transparency. Each 

share is a collection of m black and white subpixels. (The 

value m is referred to as the pixel expansion of the scheme.) 

The resulting structure of the shares can be described by an 

n×m Boolean matrix S = [Sij] where Sij=1 iff the j th subpixel 

in the ith transparency is black. Therefore the gray level of 

the combined share, obtained by stacking the transparencies 

i1….is, is proportional to the Hamming weight w(V) of the m 

vector V=OR (ri1….ris), where ri1….ris are the rows of S 

associated with the transparencies we stack. This grey level 

is interpreted by the visual system of the participants as black, 

as gray, or as white according to some rule of contrast. An 

interesting open problem in this scheme is the encoding of 

grey level images for different models of VCS. Ateniese et al. 

[5] developed a method of extended visual cryptography 

(EVC) in which shares contain not only the secret information 

but are also meaningful images. This is a technique to encode 

‘n’ images in such a way that when we stack together the 

transparencies associated to participants in any set X ∈ T1 we 

get the secrete image with no trace of the original images. 

Moreover, after the original images are encoded they are still 

meaningful. This technique is more optimal with respect to 

pixel expansion.  

Nakajima et al. [6] proposed EVC scheme with 

natural gray scale images to improve the image quality. This 

paper presents a system which takes three pictures as an input 

and generates two images which correspond to two of the 

three input pictures. The third picture is reconstructed by 

printing the two output images onto transparencies and 

stacking them together. While the previous researches 

basically handle only binary images, this paper establishes the 

extended visual cryptography scheme suitable for natural 

images. Generally, visual cryptography suffers from the 

deterioration of the image quality. This paper also describes 

the method to improve the quality of the output images. The 

trade-off between the image quality and the security are 

discussed and assessed by observing the actual results of this 

method. Furthermore, the optimization of the image quality 

is discussed. Simulation results of this scheme are shown in 

Fig. 3 Zhou et al. [7] used halftoning methods to produce 

good quality halftone shares in VC. Applying the rich theory 

of blue noise halftoning into the construction mechanism of 

conventional VC, the proposed method generates visually 

pleasing halftone shares carrying significant visual 

information. The superiority of the proposed method is that 

halftone shares with much better visual quality can be 

generated, reducing the suspicion of encrypted secret.  

Myodo et al. [8] proposed a method to generate 

meaningful halftone images using threshold arrays. In this 

paper, visual cryptography for halftone images is proposed, 

which uses threshold arrays generated by a void and cluster 

method. The proposed method shows great flexibility for a 

combination of share images in order to decode a secret 

image. Moreover, it also achieves high quality share images, 

high speed processing and extensibility to (k, n) the visual 

cryptography of three share image categories, such as (2, 3) 

or (3, 3). Simulation results show that generated share images 

have high quality with blue noise when subject to power 

spectrum analysis. Wang et al. [9] produced halftone shares 

showing meaningful images by using error diffusion 

techniques. This scheme generates more pleasing halftone 

shares owing to errors diffused to the neighbour pixels.  

Rijimen et al. [10] presented a 2-out-of-2 VC 

scheme by applying the idea of color mixture. The principle 

behind this scheme is that every pixel is divided into m sub 

pixels. By stacking two pixels, we will have m! different 

permutations. The mixed color can be seen with the human 

eye, if the sub pixels are small enough. Finally, we can 

produce m! colors. To produce these two shares, we first 

choose one permutation from m! permutations to represent 

the pixel in share 1 and then choose the corresponding 

permutation in share 2 such that the combination of the two 

pixels results in the desired color. Hou [11] devised schemes 

for color shares by applying halftone methods and color 

decomposition. This paper exploits the techniques of halftone 

technology and color decomposition to construct three 

methods that can deal with both gray level and color visual 

cryptography. Based on the theory of color decomposition, 

every color on a color image can be decomposed into three 

secondary colors: C, M, and Y. Using the halftone 

technology, we can transform a gray level image into a binary 

one suitable for generating visual cryptography. This method 

expands every pixel of a color secret image into a 2×2 block 

in the sharing images and keeps two color and two transparent 

pixels in the block.  

Visual secret sharing for color images based upon 

cover semigroups was introduced by Naor and Shamir [12]. 

The basic model of this scheme consists of splitting the image 

into two transparencies I and II. The original clear text is 

revealed by placing the transparency with the key over the 

one cipher text, even though each one of them is 

indistinguishable from random noise. It can be used by 

anyone without any knowledge of cryptography.  The main 

drawback is loss of contrast and resolution. Other approaches 

to color VC attempting to generate meaningful color shares 

include “Color image secret sharing,” by R. Lukac and K. N. 

Plataniotis [13]. In this paper secret sharing technique for 

cryptographic color image processing is introduced. The 

method operates in the decomposed bit-levels of the input 

color vectors to change both spatial and spectral correlation 
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characteristics of the share outputs and produce random, 

color-noise-like images for secure transmission and access. 

The decryption process satisfies the perfect reconstruction 

property and recovers the original color image by logically 

decrypting the decomposed bit vector-arrays of the color 

shares. These methods, however, produce shares with low 

visibility due to color inconsistency across color channels.  

The general construction of a k-out-of-n VC scheme 

for the color shares was first introduced by Verheul et al. [14]. 

He proposed a k-out-of-n VC scheme for a c-colored image 

with pixel expansion qk-1, where q ≥ c. Koga and Yamamoto 

[15] used a lattice structure to define the mixing result of 

arbitrary two colors. Ching-Nung Yang and Tse-Shih Chen 

proposed a VCS for color images based upon an additive 

color mixing method [16]. This paper has proposed a new 

CVCS whose pixel expansion is fixed and improves on the 

previous CVCSs, at the price of reducing the contrast quality 

to certain level. We found that this scheme suffers from the 

problem of pixel expansion in the size of encrypted shares. 

Ching-Nung Yand and Tse-Shih Chen proposed a VC scheme 

for color images based upon an additive color mixing method 

[16]. In this scheme, each pixel is expanded by a factor of 

three. We found that this scheme suffers from the problem of 

pixel expansion in the size of encrypted shares. In order to 

reduce the size of encrypted shares a new VC scheme was 

proposed by Gonzalo R. Arce [17] for color visual 

cryptography which introduces Visual Information Pixel 

(VIP) synchronization to generate high quality shares. This 

paper has also introduced an error diffusion technique for 

generating halftone shares which are more pleasant to human 

eyes. However, the algorithm proposed by this scheme takes 

a long time for encryption and decryption. A Fast Encryption 

Algorithm for Color Extended Visual Cryptography proposed 

by Anuprita Mande [18] in 2013 this paper introduces a faster 

and easier color visual cryptography encryption method that 

produces meaningful color shares via error diffusion 

halftoning. An error diffusion technique for halftoning 

produces shares which are more pleasant to human eyes. The 

algorithm proposed by this scheme reduces a considerable 

time for encryption and decryption in a much easier way. Fig. 

4 shows the original secret image and share images for (2, 2) 

CEVC scheme. Fig. 5 shows the encrypted share images and 

the decrypted secret image. Quality improvement in Color 

Extended Visual Cryptography using ABM and PRWP  by 

Alkha Mohan, Binu V P [19] in 16 -18 march 2016 . This 

paper use additional basis matrix (ABM) and perfect 

reconstruction of white pixel (PRWP) technique improve the 

quality of decrypted image. A new technique for color share 

generation using visual cryptography by Trupti Patel, Rohit 

Srivastava [20] in 26-27 Aug. 2016 In this scheme R, G and 

B component is extracted from color image then apply gray 

share generation algorithm on R component and make n 

number of R gray shares then all shares are combine with B 

and G component to make color shares. At decryption side B 

and G component is extracted from all shares and then 

combine all r gray share to make r component and after that 

all R, G and B is combined to revealed the secret image. 

Decrypted secret image has same size as original secret 

image.An efficient tagged visual cryptography for color 

images, by R. M. Shiny, P. Jayalakshmi, and A. 

Rajakrishnammal [21] in 15-17 Dec. 2016. The generated 

base shares are stamped with the tag pattern using the 

probabilistic visual cryptography scheme to obtain the tagged 

shares. One of the main advantages of using tag patterns is 

providing the participants with augmented information to 

identify the relevant shares among the numerous shares. 

During reconstruction the tag patterns are obtained by folding 

up the individual tagged shares. On superimposing the shares 

results in the secret color image which retains its original size 

thus ensuring no pixel expansion.     

III. CONCLUSION 

In this paper, different algorithms for Visual Cryptography 

are compared starting from binary to the color images. The 

comparison is done on the basis of contrast loss, perceived 

error between original and decrypted image and the PSNR 

values. It is observed that,  

1) With the modifications in halftoning algorithms used in 

VC scheme, the contrast loss is reduced. 

2) With the change in the encryption and decryption 

techniques, the time required for complete process is 

changed. 

3) With the advancements in the process the security of 

secret image is improved 

 
                     (a)                                              (b) 

 
                                            (c) 

Fig. 3: EVC scheme (a) Share image 1, (b) Share image 2 

and (c) revealed secret image 

 
           (a)                         (b)                              (c) 

Fig. 4: (a) Secret Image, (b) Share Image 1 (c) Share Image 2 
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                  (a)                                (b)                      (c) 

Fig. 5: (a) Encrypted Share Image 1 (b) Encrypted Share 

Image 2 (c) Decrypted Secret Image 
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