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Abstract— We propose a two-factor information security 

protection mechanism with issue revocability for cloud 

storage system. Our system permits a sender to send an 

encrypted message to a receiver through a cloud storage 

server. The sender only needs to know the identity of the 

receiver however no different data (such as its public key or 

its certificate). The receiver has to possess 2 things so as to 

decrypt the ciphertext. The primary factor is his/her secret 

key hold on within the pc. The second factor could be a 

distinctive personal security device that connects to the pc. 

It is impossible to decrypt the ciphertext without either 

piece. Additional significantly, once the safety device is 

stolen or lost, this device is revoked. It can’t be used to 

decrypt any ciphertext. This could be done by the cloud 

server which is able to immediately execute some 

algorithms to vary the existing ciphertext to be un-

decryptable by this device. This method is totally clear to 

the sender. Furthermore, the cloud server cannot decrypt any 

ciphertext at any time. The security and efficiency analysis 

show that our system isn’t only secure however additionally 

sensible. 
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I. INTRODUCTION 

The data shared in cloud servers, usually contains user’s 

sensitive/private information and needs to be well protected. 

As the ownership of the data and administration of them is 

separated, the cloud servers may migrate or duplicate user’s 

data to other cloud servers or share them in cloud searching. 

Therefore, it is a big challenge to protect the privacy of 

shared data in cloud, especially in cross-cloud and big data 

environment. In order to meet this challenge, it is necessary 

to design a solution to provide user-defined authorization 

period and also provide fine grained access control during 

this period. The shared data should be self-destructed after 

the user defined expiration time. 

 Our system is an IBE (Identity-based encryption)-

based mechanism. 

1) That is, the sender solely must know the identity of the 

receiver so as to send an encrypted knowledge (ciphertext) 

to him/her. No other information of the receiver (e.g., public 

key, certificate etc.) is needed. Then the sender sends the 

ciphertext to the cloud wherever the receiver will transfer it 

at any time. 

2) Our system provides two-factor encoding protection. In 

order to decode the information hold on within the cloud, 

the user must possess 2 things. First, the user must have 

his/her secret key that is hold on in the pc. Second, the 

 User must have a unique personal security device 

which can be used to connect to the pc (e.g., USB, Bluetooth 

and NFC). It’s impossible to decrypt the ciphertext without 

either piece. 

3) A lot of significantly, our system, for the primary time, 

provides security device (one of the factors) 

revocability. Once the protection device is taken or 

reportable as lost, this device is revoked. That is, using 

this device will no longer decode any ciphertext 

(corresponding to the user) in any circumstance. 

 The cloud can now execute some algorithms to 

alter the present ciphertext to be un-decryptable by this 

device. While the user must use his new/replacement device 

together with his secret key to decode his/her ciphertext. 

This method is totally transparent to the sender. 

II. LITERATURE SURVEY 

A. Divertible Protocols and Atomic Proxy Cryptography: 

First, we have a tendency to introduce the notion of 

divertibility as a protocol property as hostile the present 

notion as a language property. We have a tendency to 

provide a definition of protocol divertibility that applies to 

discretionary 2-party protocols and is compatible with 

Okamoto and Ohta’s definition within the case of interactive 

zero-knowledge proofs. Different vital examples falling 

below the new definition area unit blind signature protocols. 

We propose a sufficiency criterion for divertibility that's 

glad by several existing protocols and that, surprisingly, 

generalizes to hide many protocols not commonly related to 

divertibility (e.g., Diffie-Hellman key exchange). Next, we 

have a tendency to introduce atomic proxy cryptography, 

within which an atomic proxy operate, in conjunction with a 

public proxy key, converts ciphertexts (messages or 

signatures) for one key into ciphertexts for one more. Proxy 

keys, once generated, are also created public and proxy 

functions applied in untrusted environments. We have a 

tendency to gift atomic proxy functions for discrete-log-

based coding, identification, and signature schemes. It’s not 

clear whether or not atomic proxy functions exist generally 

for all public-key cryptosystems. Finally, we have a 

tendency to discuss the link between divertibility and proxy 

cryptography. 

B. Certificateless Public Key Cryptography: 

This paper introduces and makes concrete the construct of 

certificateless public key cryptography (CL-PKC), a model 

for the utilization of public key cryptography that avoids the 

inherent written agreement of identity-based cryptography 

and however that doesn't need certificates to ensure the 

believability of public keys. The shortage of certificates and 

therefore the presence of an adversary WHO has access to a 

master necessitate the careful development of a replacement 

security model. We have a tendency to specialize in 

certificateless public key coding (CL-PKE), showing that a 

concrete pairing-based CL-PKE scheme is secure only if an 

underlying downside closely associated with the additive 

Diffie-Hellman problem is tough. 
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C. Malicious KGC Attacks in Certificateless 

Cryptography: 

Identity-based cryptosystems have an inherent key written 

agreement issue, that is, the Key Generation Center (KGC) 

continuously is aware of user secret key. If the KGC is 

malicious, it will continuously impersonate the user. 

Certificateless cryptography, introduced by Al-Riyami and 

Paterson in 2003, is meant to unravel this downside. 

However, all told the antecedently planned certificateless 

schemes, it's continuously assumed that the malicious KGC 

starts launching attacks (so-called sort II attacks) solely once 

it's generated a master public/secret key try honestly. In this 

paper, we have a tendency to propose new security models 

that take away this assumption for each certificateless 

signature and encryption schemes. Below the new models, 

we have a tendency to show that a category of certificateless 

encryption and signature schemes planned antecedently 

square measure insecure. These schemes still suffer from the 

key written agreement problem. On the opposite aspect, we 

have a tendency to additionally offer new proofs to point out 

that there square measure two generic constructions, one for 

certificate less signature and the other for certificateless 

encryption, planned recently that are secure under our new 

models. 

III. SYSTEM MODEL 

 
1) Our system is an IBE (Identity-based encryption) - 

based mechanism. That is, the sender solely must know 

the identity of the receiver so as to send encrypted 

information (ciphertext) to him/her. No other 

information of the receiver (e.g., public key, certificate 

etc.) is needed. Then the sender sends the ciphertext to 

the cloud wherever the receiver will transfer it at any 

time. 

2) Our system provides two-factor encryption 

protection.In order to decipher the information keep 

within the cloud, the user must possess 2 things. First, 

the user must have his/her secret key that is kept in the 

pc. Second, the user must have a unique personal 

security device which can be used to connect to the pc 

(e.g., USB, Bluetooth and NFC). It’s not possible to 

decipher the ciphertext while not either piece. 

3) Additional significantly, our system, for the primary 

time, provides security device (one of the factors) 

revocability. Once the protection device is taken or 

rumored as lost, this device is revoked. That is, using 

this device will no longer decrypt any ciphertext 

(corresponding to the user) in any circumstance. The 

cloud can like a shot execute some algorithms to vary 

the prevailing ciphertext to beun-decryptableby this 

device. While the user must use his new/replacement 

device (together with his secret key) to decrypt his/her 

ciphertext. This method is totally transparent to the 

sender. 

4) The cloud server cannot decrypt any ciphertext at any 

time. 

IV. CONCLUSION 

We introduced a unique two-factor knowledge security 

protection mechanism for cloud storage system, in which an 

information sender is allowed to encipher the information 

With knowledge of the identity of a receiver only, while the 

receiver is needed to use each his/her secret key and a 

security device to achieve access to the information. Our 

solution not only enhances the confidentiality of the 

information, however additionally offers the revocability of 

the device in order that once the device is revoked, the 

corresponding ciphertext are going to be updated 

automatically by the cloud server with none notice of the 

information owner. Furthermore, we have a tendency to 

bestowed the protection proof and efficiency analysis for 

our system. 
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