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Abstract— Internet, a revolutionary invention, is always 

transforming into some new kind of hardware and software 

making it unavoidable for anyone. The form of 

communication that we see now is either human-human or 

human-device, but the Internet of Things (IoT) promises a 

great future for the internet where the type of communication 

is machine-machine (M2M). The Internet of things (IoT) is 

the network of physical devices, vehicles, and other items 

embedded with electronics, software, sensors, actuators, and 

network connectivity which enable these objects to collect 

and exchange data. The IoT allows objects to be sensed or 

controlled remotely across existing network infrastructure, 

creating opportunities for more direct integration of the 

physical world into computer-based systems, and resulting in 

improved efficiency, accuracy and economic benefit in 

addition to reduced human intervention. Typically, IoT is 

expected to offer advanced connectivity of devices, systems, 

and services that goes beyond machine-to-machine (M2M) 

communications and covers a variety of protocols, domains, 

and applications. In this paper we are giving a complete 

architecture of Internet of Things (IoT).  
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I. INTRODUCTION  

The Internet of things (IoT) is the network of physical 

devices, vehicles, and other items embedded with electronics, 

software, sensors, actuators, and network connectivity which 

enable these objects to collect and exchange data. The IoT 

allows objects to be sensed or controlled remotely across 

existing network infrastructure, creating opportunities for 

more direct integration of the physical world into computer-

based systems, and resulting in improved efficiency, accuracy 

and economic benefit in addition to reduced human 

intervention. 

The term Internet of Things was first coined by 

Kevin Ashton in 1999 in the context of supply chain 

management. However, in the past decade, the definition has 

been more inclusive covering wide range of applications like 

healthcare, utilities, transport, etc. Although the definition of 

‗Things‘has changed as technology evolved, the main goal of 

making computer sense information without the aid of human 

intervention remains the same. A radical evolution of the 

current Internet into a Network of interconnected objects that 

not only harvests information from the environment (sensing) 

and interacts with the physical world 

(actuation/command/control), but also uses existing Internet 

standards to provide services for information transfer, 

analytics, applications, and communications. Fuelled by the 

prevalence of devices enabled by open wireless technology 

such as Bluetooth, radio frequency identification (RFID), Wi-

Fi, and telephonic data services as well as embedded sensor 

and actuator nodes, IoT has stepped out of its infancy and is 

on the verge of transforming the current static Internet into a 

fully integrated Future Internet. 

Typically, IoT is expected to offer advanced 

connectivity of devices, systems, and services that goes 

beyond machine-to-machine (M2M) communications and 

covers a variety of protocols, domains, and applications. The 

interconnection of these embedded devices (including smart 

objects), is expected to usher in automation in nearly all 

fields, while also enabling advanced applications like a smart 

grid, and expanding to areas such as smart cities. 

 
Fig. 1: Internet of Things 

"Things", in the IoT sense, can refer to a wide 

variety of devices such as heart monitoring implants, biochip 

transponders on farm animals, cameras streaming live feeds 

of wild animals in coastal waters, automobiles with built-in 

sensors, DNA analysis devices for 

environmental/food/pathogen monitoring, or field operation 

devices that assist firefighters in search and rescue operations. 

Legal scholars suggest regarding "things" as an "inextricable 

mixture of hardware, software, data and service" 

These devices collect useful data with the help of 

various existing technologies and then autonomously flow the 

data between other devices.[18] Current market examples 

include home automation (also known as smart home 

devices) such as the control and automation of lighting, 

heating (like smart thermostat), ventilation, air conditioning 

(HVAC) systems, and appliances such as washer/dryers, 

robotic vacuums, air purifiers, ovens, or refrigerators/freezers 

that use Wi-Fi for remote monitoring. Examples also include 

Smart cities, wearable like Apple watch, Fit bits for 

entertainment, fitness and health monitoring, Industrial 

automation for gathering of data for predictive analysis and 

for scheduling preventive maintenance. 
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II. IOT ARCHITECTURE 

There is no single consensus on architecture for IoT, which is 

agreed universally. Different architectures have been 

proposed by different researchers. 

A. Three- and Five-Layer Architectures 

The most basic architecture is three-layer architecture as 

shown in Figure 2.1. It was introduced in the early stages of 

research in this area. It has three layers, namely, the 

perception, network, and application layers. 

1) The perception layer is the physical layer, which has 

sensors for sensing and gathering information about the 

environment. It senses some physical parameters or 

identifies other smart objects in the environment. 

2) The network layer is responsible for connecting to other 

smart things, network devices, and servers. Its features 

are also used for transmitting and processing sensor data. 

3) The application layer is responsible for delivering 

application specific services to the user. It defines 

various applications in which the Internet of Things can 

be deployed, for example, smart homes, smart cities, and 

smart health. 

 
Fig. 2.1: Three and Five Layer Architecture 

The three-layer architecture defines the main idea of 

the Internet of Things, but it is not sufficient for research on 

IoT because research often focuses on finer aspects of the 

Internet of Things. That is why, we have many more layered 

architectures proposed in the literature. One is the five-layer 

architecture, which additionally includes the processing and 

business layers. The five layers are perception, transport, 

processing, application, and business layers (see Fig 2.1). The 

role of the perception and application layers is the same as the 

architecture with three layers. We outline the function of the 

remaining three layers. 

1) The transport layer transfers the sensor data from the 

perception layer to the processing layer and vice versa 

through networks such as wireless, 3G, LAN, Bluetooth, 

RFID, and NFC. 

2) The processing layer is also known as the middleware 

layer. It stores, analyzes, and processes huge amounts of 

data that comes from the transport layer. It can manage 

and provide a diverse set of services to the lower layers. 

It employs many technologies such as databases, cloud 

computing, and big data processing modules. 

3) The business layer manages the whole IoT system, 

including applications, business and profit models, and 

users’ privacy. The business layer is out of the scope of 

this paper. Hence, we do not discuss it further. 

Another architecture proposed by Ning and Wang is 

inspired by the layers of processing in the human brain. It is 

inspired by the intelligence and ability of human beings to 

think, feel, remember, make decisions, and react to the 

physical environment. It is constituted of three parts. First is 

the human brain, which is analogous to the processing and 

data management unit or the data center. Second is the spinal 

cord, which is analogous to the distributed network of data 

processing nodes and smart gateways. Third is the network of 

nerves, which corresponds to the networking components and 

sensors. 

B. Cloud and Fog Based Architectures 

In particular, we have been slightly vague about the nature of 

data generated by IoT devices, and the nature of data 

processing. In some system architectures the data processing 

is done in a large centralized fashion by cloud computers. 

Such a cloud centric architecture keeps the cloud at the center, 

applications above it, and the network of smart things below 

it. Cloud computing is given primacy because it provides 

great flexibility and scalability. It offers services such as the 

core infrastructure, platform, software, and storage. 

Developers can provide their storage tools, software tools, 

data mining, and machine learning tools, and visualization 

tools through the cloud. 

Lately, there is a move towards another system 

architecture, namely, fog computing, where the sensors and 

network gateways do a part of the data processing and 

analytics. Fog architecture presents a layered approach as 

shown in Fig 2.2, which inserts monitoring, preprocessing, 

storage, and security layers between the physical and 

transport layers. The monitoring layer monitors power, 

resources, responses, and services. The preprocessing layer 

performs filtering, processing, and analytics of sensor data. 

The temporary storage layer provides storage functionalities 

such as data replication, distribution, and storage. Finally, the 

security layer performs encryption/decryption and ensures 

data integrity and privacy. Monitoring and preprocessing are 

done on the edge of the network before sending data to the 

cloud. 

 
Fig. 2.2: Fog Based Architectures 

Often the terms “fog computing” and “edge 

computing” are used interchangeably. The latter term 

predates the former and is construed to be more generic. Fog 

computing originally termed by Cisco refers to smart 

gateways and smart sensors, whereas edge computing is 
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slightly more penetrative in nature. This paradigm envisions 

adding smart data preprocessing capabilities to physical 

devices such as motors, pumps, or lights. The aim is to do as 

much of preprocessing of data as possible in these devices, 

which are termed to be at the edge of the network. In terms of 

the system architecture, the architectural diagram is not 

appreciably different from Fig 2.2. As a result, we do not 

describe edge computing separately. 

Finally, the distinction between protocol 

architectures and system architectures is not very crisp. Often 

the protocols and the system are code signed. We shall use 

the generic 5-layer IoT protocol stack (architectural diagram 

presented in Fig 2.2) for both the fog and cloud architectures. 

C. Social IoT 

Let us now discuss a new paradigm: social IoT (SIoT). Here, 

we consider social relationships between objects the same 

way as humans form social relationships. Here are the three 

main facets of SIoT system: 

1) The SIoT is navigable. We can start with one device and 

navigate through all the devices that are connected to it. 

It is easy to discover new devices and services using such 

a social network of IoT devices. 

2) A need of trustworthiness (strength of the relationship) is 

present between devices (similar to friends on 

Facebook). 

3) We can use models similar to studying human social 

networks to also study the social networks of IoT 

devices. 

III. CONCLUSION 

Now a day’s IOT is very important in our life, as we get busy 

in our life, we get dependent on electronic device. IoT 

provide the idea from which we can make our life batter. In 

this paper we define the architecture of IoT in which e define 

the step wise working of IoT.  

REFERENCES 

[1] K. Ashton, That ―Internet of Things‖ Thing, RFiD 

Journal. (2009). 

[2] H. Sundmaeker, P. Guillemin, P. Friess, S. Woelfflé, 

Vision and challenges for realising the Internet of 

Things, Cluster of European Research Projects on the 

Internet of Things - CERP IoT, 2010. 

[3] https://en.wikipedia.org/wiki/Internet_of_things 

[4] G. Gang, L. Zeyong, and J. Jun, “Internet of Things 

Security Analysis,” 2011 International Conference on 

Internet Technology and Applications (iTAP), 2011, pp. 

1-4.  

[5] O. Vermesan, P. Friess,and A. Furness, "The Internet of 

Things 2012, By New Horizons", 2012. [Online]. 

Available: http://www.internet-of-things-

research.eu/pdf/ IERC_Cluster_ Book_2012_WEB.pdf. 

[6] https://www.google.co.in/search?biw=1366&bih=613&

tbm=isch&sa=1&q=internet+of+things 

architecture+layers&oq=internet+of+things+architectur

e+&gs_l=psy 

ab.1.1.0i67k1j0l3.4515.4515.0.5894.1.1.0.0.0.0.123.123

.0j1.1.0....0...1.1.64.psy 

ab..0.1.123....0.VhusY7VSQTs#imgrc=n-Z2hxauRr-

4cM: 

[7] https://www.google.co.in/search?q=internet+of+things

&source=lnms&tbm=isch&sa=X&ved=0ahUKEwin56

btv9vWAhUMtY8KHYgDDT0Q_AUICygC&biw=136

6&bih=613#imgrc=ScS3TNi3Cf0uwM: 

[8] H. Ning and Z. Wang, “Future internet of things 

architecture: like mankind neural system or social 

organization framework?” IEEE Communications 

Letters, vol. 15, no. 4, pp. 461–463, 2011. View at 

Publisher · View at Google Scholar · View at Scopus. 

[9] F. Bonomi, R. Milito, P. Natarajan, and J. Zhu, “Fog 

computing: a platform for internet of things and 

analytics,” in Big Data and Internet of Things: A Road 

Map for Smart Environments, pp. 169–186, Springer, 

Berlin, Germany, 2014.   

[10] I. Stojmenovic and S. Wen, “The fog computing 

paradigm: scenarios and security issues,” in Proceedings 

of the Federated Conference on Computer Science and 

Information Systems (FedCSIS '14), pp. 1–8, IEEE, 

Warsaw, Poland, September 2014.   

[11] M. Aazam and E.-N. Huh, “Fog computing and smart 

gateway based communication for cloud of things,” in 

Proceedings of the 2nd IEEE International Conference 

on Future Internet of Things and Cloud (FiCloud '14), pp. 

464–470, Barcelona, Spain, August 2014.  


