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Abstract— Phishing on the web pages is an attempt by an 

individual or a group of hackers trying to retrieve an 

individual’s confidential information. The paper, proposes a 

new approach named as “Image Captcha Based 

Authentication Using Visual Cryptography" to solve the 

problem of phishing. The use of visual cryptography 

technique preserves the privacy of image captcha by 

degenerating the original image captcha into two different 

image shares. Part of the image share will be stored in the 

servers such that the original image captcha can be revealed 

only when both shares are simultaneously available. 

Dynamically generating the Captcha image by the system is 

one of the major advantages of the system. 
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I. INTRODUCTION 

Online transactions are nowadays become very common and 

there are various attacks present behind this. In these types 

of various attacks, phishing is identified as a major security 

threat and new innovative ideas are arising with this in each 

second so preventive mechanisms should also be so 

effective .Thus the security in these cases be very high and 

should not be easily tractable with implementation easiness. 

Since the design and technology of middleware has 

improved steadily, their detection is a difficult problem. As 

a result, it is nearly impossible to be sure whether a 

computer that is connected to the internet can be considered 

trustworthy and secure or not. Phishing scams are also 

becoming a problem for online banking and e-commerce 

users.  

Phishing is a form of online identity theft that aims 

to steal sensitive information such as online banking 

passwords and credit card information from users. One 

definition of phishing is given as “it is a criminal activity 

using social engineering techniques. Phishers attempt to 

fraudulently acquire sensitive information, such as 

passwords and credit card details, by masquerading as a 

trustworthy person or business in an electronic 

communication”. Another comprehensive definition of 

phishing states that it is “the act of sending an email to a 

user falsely claiming to be an established legitimate 

enterprise into an attempt to scam the user into surrendering 

private information that will be used for identity theft”. The 

identity theft can be described as “a crime in which the 

impostor obtains key pieces of information such as Social 

Security and driver's license numbers and uses them for his 

or her own gain”. 

So here a new method is introduced which is 

named as "Image Captcha Based Authentication using 

visual cryptography" and it can be used as a safe way 

against phishing. As the name describes, in this approach 

website cross verifies its own identity and proves that it is a 

genuine website (to use bank transaction, E-commerce and 

online booking system etc.) before the end-users and make 

the both the sides of the system secure as well as an 

authenticated one. Image processing is a technique of 

processing an input image and to get the output as either 

improved form of the same image and/or characteristics of 

the input image. In Visual Cryptography (VC) an image is 

decomposed into shares and in order to reveal the original 

image appropriate number of shares should be combined. 

A. Visual Cryptography 

Cryptography is a method of protecting confidential 

information. It usually scrambles the content of the 

information through some mathematical computation, and 

the disordered content is difficult to revert to the original 

one within limited time and resources if the secret key is 

unknown. Hence cryptography can be used to avoid the 

secret being disclosed. Nevertheless, the drawback of the 

traditional cryptography is that it heavily relies on a lot of 

complex computation to encrypt and decrypt a secret 

wasting a lot of space and time. 

In 1994, Naor and Shamir (1995) proposed a new 

method applied on secret Images, called Visual 

Cryptography. It’s a visual secret sharing scheme to split a 

secret image into n shares, which reveal no information 

about the secret. The secret can be seen from the stacked 

shares; therefore it provides a solution to decrypt secrets 

without calculations. It as a method for encrypting things as 

handwritten notes, pictures, graphical images, as well as 

typed text stored as a graphic image. 

Visual Cryptography Scheme (VCS) is an 

encryption method that uses combinatorial techniques to 

encode secret written materials. The idea is to convert the 

written material into an image and encode this image into n 

shadow images. The decoding only requires only selecting 

some subset of these n images, making transparencies of 

them, and stacking them on top of each other. Most visual 

cryptographic methods utilize the technique of pixel 

expansion, which causes the size of the shares to be much 

larger than that of the secret image. 

The basic 2 out of 2 visual cryptography model 

consists of a secret message encoded into two 

transparencies. Both transparencies appear to be random 

dots when inspected individually and provide no 

information about the original clear text. However, by 

carefully aligning the transparencies, the original secret 

message is reproduced as shown in Figure1. The actual 

decoding is accomplished without any computations. 
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Fig. 1: Stacking of share 1 and share 2 

Naor and Shamir further describe the visual 

cryptography scheme as a visual secret sharing problem in 

which the secret message can be viewed as nothing more 

than a collection of black and white pixels. Each pixel in the 

original image is represented by at least one sub pixel in 

each of the n transparencies or shares generated. Each share 

is comprised of collections of m black and white sub pixels 

where each collection represents a particular original pixel. 

II. RELATED WORK 

There have been many authentication methods that have 

been proposed by researchers for authentication. Some of 

the most prominent of them have been discussed here. 

Initially there have been some techniques where user based 

mechanisms are used to authenticate server. Automated 

Challenge Response Method (ARM) [1] is one such 

authentication mechanisms where challenge generation 

module in server requests for response from Challenge-

Response interface in client. Then Challenge-Response 

module calls get response application installed in client 

machine. Once this is done, user credentials are demanded 

from client validated by server and thus transaction is made 

secure. This ensures two way authentications and also 

prevents man-in-middle attacks as response is obtained from 

executable which is called by browser and third man cannot 

interrupt at any cost. There are also some Domain Name 

Service (DNS) based anti-phishing approaches [2] 

techniques which mainly include blacklists, heuristic 

detection, the page similarity assessment etc.., but, there are 

many disadvantages with these approaches. Blacklist based 

technique is a DNS based anti-phishing approach commonly 

used by browsers. Some Work Groups provide an open 

blacklist query interface. Some of the most used browsers 

like Netscape Browser8.1, Google Safe Browsing (a feature 

in Google Toolbar for Firefox), and Internet Explorer7 use 

blacklists to protect users when they are browsing through 

Internet. Blacklists are lists of URLs of some of the phishing 

sites. There are many shortcomings in this approach. This 

technique has low false alarm probability, but it cannot 

detect the websites that are not in blacklists. Life cycle of 

phishing websites is too short for establishment of blacklists 

which makes this technique inaccurate.  

Heuristic-based anti-phishing technique is a 

technique where a webpage is checked to find out whether 

the page has any of the phishing heuristics characters like 

host name, checking URL for common spoofing techniques 

and checking against previously seen images. This method 

does not yield accurate results as even the attackers are 

aware of such techniques and they use some strategies so 

that they are not detected.  

So some similarity assessment methods have been 

proposed to detect phishing websites. For example, 

CATINA is a content similarity based approach to detect 

phishing websites. Here, initially calculates the suspicious 

page’s lexical signature using TF-IDF and then feeds this to 

search engine. Basing on the suspicious page’s sort order in 

the search results the site is checked for its legitimacy. There 

are many other similarity based assessment methods. Some 

of them are mentioned here. Liu Wenyin and Anthony Y. Fu 

etc proposed a page visual similarity assessment method to 

detect phishing websites, if a web page is similar to a 

financial organization’s page, but it is not the organization’s 

web page itself, it is considered a phishing site’s page. 

JungMin Kang and DoHoon Lee proposed the URL 

similarity assessment method, if an URL is similar to a 

bank’s URL, but it is not the bank’s URL, it is considered a 

phishing website’s URL. There is low assess accuracy rate 

for the URL and content similarity assessment techniques. 

The speed of calculating the visual similarity between pages 

is too slow, so it is only used for phishing-spam detection 

generally. 

Another scheme named A Three-Factor 

Authentication Scheme named Phish-Secure has been 

proposed to counter phishing. As a first factor of 

authentication, image similarity detection is done which 

helps in finding out which page the user tends to visit, and 

then it is checked for Phishing. For this purpose a system 

captures the image of a webpage in a particular resolution in 

the required format. This image is termed as Visual image. 

If the attacker is going to create a Phishing site he is going 

to use the replica of the original webpage in order to fool the 

users. Now Phish-Secure gets the Visual image of the 

visited page and collects the mean RGB value of the image. 

This is termed as M_RGB. The database with Phish- Secure 

uses consists of details about the page which has to be 

authenticated. The actual mean RGB of various web pages 

is stored in the database which is denoted as AM_RGB. 

Phish-Secure will utilize this information and make a 

comparison to find out the similarity between the visited 

page and the page in the database. The similarity is obtained 

in means of percentage, if the percentage of similarity (PS) 

is greater than 99 % then Phish-Secure concludes which 

website the user is tending to visit. This is carried out by 

taking the corresponding URL in the database and checking 

is done in order to find whether the site is Phishing or not. 

As a second factor of authentication Phish-Secure 

grabs the destination IP in Layer 3 which gives information 

about to which IP address the user is getting connected, this 

is referred as C_IP. If an attacker's web server IP address 

has already been found guilty the particular IP is blacklisted. 

Phish-Secure check this Blacklist with the C_IP and will 

warn the user. On the other hand if the C_IP is not found in 

Blacklist, further verification is done in the following step. 

Here in this step Phish-Secure grabs the actual list of IP 

address of the provider which he tends to connect. This is 

because any provider may have multiple servers for the 

purpose of load balancing and the user may be connected to 

his location accordingly. In order to avoid any confusion 

Phish-Secure gets the list of IP address which is referred to 

as actual IP and is checked with the C_IP (i.e.) the IP 

address to which the user is getting connected. If these two 

IP address are same Phish-Secure identifies the particular 

site as genuine and returns a message as authenticated. On 

the other hand if there is a mismatch in the above 

verification Phish-Secure identifies the site as Phishing and 

warns the user. 



Image Captcha Based Authentication using Visual Cryptography 

 (IJSRD/Vol. 5/Issue 08/2017/193) 

 

 All rights reserved by www.ijsrd.com 724 

In addition to this the C_IP is added to the black 

list so that in future if the attacker uses the same web server 

and tries to attack, Phish-Secure detects the site as Phishing 

in the second step. To provide the user traffic as users 

manage more accounts, OpenID was proposed. OpenID 

provides single sign-on (SSO) service, that is, we can enjoy 

service of multiple sites by signing in only once. But this is 

vulnerable to phishing attack; So many methods have been 

proposed to overcome this drawback. Some of them are 

mentioned here. “New Anti-Phishing Method with Two 

Types of Passwords in OpenID System” [13], is one such 

method. In this method, two types of passwords have been 

put forward for anti-phishing for OpenID users. In this 

method only one fixed passwords and many temporary 

(session) passwords are used. Fixed passwords are bound to 

a PC or any electronic device which user owns or which he 

frequently uses. Temporary passwords are used when user 

logs in different systems, for this user is sent temporary 

passwords to his mobile or mailbox. This method effectively 

avoids phishing. Haijun Zhang, Gang Liu, Tommy W. S. 

Chow [10] proposed a textual and visual content based 

antiphishing mechanism using Bayesian approach. This 

framework synthesizes multiple cues, i.e., textual content 

and visual content, from the given web page and 

automatically reports a phishing web page by using a text 

classifier, an image classifier, and a data fusion process of 

the classifiers.  

A Bayesian model is proposed to estimate the 

threshold, which is required in classifiers to determine the 

class of web page. It also develops a Bayesian approach to 

integrate the classification results from the textual and visual 

contents. The main contributions of this paper are threefold. 

First, it proposes a text classifier using the naive Bayes rule 

for phishing detection. Second, it propose a Bayesian 

approach to estimate the threshold for either the text 

classifier or the image classifier such that classifiers enable 

to label a given web page as “phishing” or “normal.” Third, 

a novel Bayesian approach to fuse the classification results 

from the text classifier and the image classifier is proposed. 

III. PROPOSED SYSTEM 

A. Problem Statement 

Phishing web pages are fake web pages that are created by 

wicked people to imitate Web pages of real web sites. Most 

of these kinds of web pages have high visual similarity to 

trick their sufferers. Victims of phishing web pages may 

represent their bank account, password, credit card number, 

or other vital information to the phishing web page owners. 

It includes technique such as tricking customers through 

email and spam messages, man in the middle attacks. Thus 

aim to develop an efficient authenticated system through 

image captcha using visual cryptography, to identify 

phishing websites and to preserve users’ confidential 

information. 

B. System Architecture 

1) Existing System 

Victims of phishing web pages may represent their bank 

account, password, credit card number, or other vital 

information to the phishing web page owners. It includes 

technique such as tricking customers through email and 

spam messages, man in the middle attacks, installation of 

key loggers and screen capture. Presently, most of the 

websites do not provide any security for Captcha against 

phishing. The present system has following limitations: 

 Limitations in secure money transaction. 

 No security for use credentials. 

 There is no proper security mechanism which stores all 

details. 

Focusing on the drawbacks and inadequacies of the 

existing system, the new system is designed which could 

well replace the existing system. 

2) Proposed System 

The theory of image processing and an enhanced visual 

cryptography is used. Image processing is a method of 

processing an input image and to get the output as either 

better form of the same image and/or characteristics of the 

input image. In Visual Cryptography (VC) an image is 

decomposed into shares and in order to expose the original 

image proper number of shares should be shared. VCS is a 

cryptographic method that allows for the encryption of 

visual information such that decryption can be performed 

using the human visual system. 

The Anti-Phishing using Visual Cryptography is 

designed to overcome all the limitations defined in the 

existing system. The system we design is in the same line of 

the existing system. No procedural changes are made to the 

existing system except the login process done more secure 

which makes the Captcha more secure from phishing. 

The new system we develop has 2 modules. One 

module is to be installed in the server computer and the 

second module is to be installed in every user computers.  

Following are functions of Proposed System 

 There will be log-in for administrator and user. 

 The Captcha are converted to shares using Visual 

Cryptography. 

 One share at Server, one at client, while login the shares 

are stacked. 

 If Stacked shares matches with original Captcha, then 

further operation allowed. 

 There is facility to view Mini statement and Balance. 

 Important customer data can be viewed by administrator 

only. 

 Reports will be generated. 

 Following are some of features of proposed system. 

 Features 

 Security: Anti-Phishing using Visual Cryptography 

provides many levels of security, ensuring that your 

money transaction is always under security control. 

 Closed accounts are lock: Closed accounts securely 

locked so that no one can use their credentials without 

proper authorization from the admin. 

 Customer profiles: We can create profiles for Customer 

with administrator and user access rights. Not everyone 

should be able to change crucial. 

 Ease of use: Although this software has many advanced 

features it's still very easy feels very natural. 

 Customer information: Anti-Phishing using Visual 

Cryptography makes it really easy to manage large 

database of customer accounts.  
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 Reports: Anti-Phishing using Visual Cryptography 

generates various reports. 

 Easy on resources: Even though Anti-Phishing using 

Visual Cryptography it's very easy on your system 

resources, it runs without problems even on older 

hardware. This fact eliminates the need for costly 

hardware upgrades, which saves your money. 

Implementation of Visual Cryptography Technique  

 Step 1: Captcha is generated randomly which is a 

monochromatic bitmap image. 

 Step 2: Visual cryptography is applied on 

monochromatic bitmap image. 

 Step 3: Shares are generated using (2, 2) VC scheme. 

 Step 4: On applying VCS each pixel divided in 2 sub-

pixels in each share. 

If white, then randomly choose one of the two rows 

for white as shown in  

 
Fig. 2: Choosing of rows for white pixel 

If black, then randomly choose between one of the 

two rows for black as shown in  

 
Fig. 3: choosing of rows for black pixel 

Choosing black as 1 and white as 0, we obtain the 

share matrix pattern as- 

 
 Step 5: On applying this technique image is encrypted 

into shares as follows 

 
Fig. 4: Shares 

 Step 6: These shares are stacked using XOR operation 

on both the shares    

 
Fig. 5: Stacking of share1 and share2 

 Step 7: Decryption is done by comparing with the 

original image. 

3) Modules Description 

 Data owner: Data owner is the one who stores files on 

to the cloud. He is allowed to store his files once he is 

registered with the system and with the generation of 

public parameters. 

 Cloud storage: The cloud will generate some public 

parameters that can be used by the users and store files 

on the cloud. Other operations like generating the right 

trapdoor are done in the cloud environment. 

 Aggregate key transfer: An aggregate key is generated 

by selecting the files that are uploaded. This key is 

shared with the data retriever through secure email. 

 Trapdoor generation: A trapdoor is generated by 

consuming the aggregate key and the keyword. With the 

adjust algorithm right trapdoor is generated for each 

file. 

 File user: Once the trapdoor is delivered to the cloud, 

search over the documents is performed and the file 

containing the keyword is retrieved, it is then decrypted 

with the private key of the user and can be downloaded.  

IV. CONCLUSIONS 

In the system developed captcha plays an important role in 

protecting Internet resources from attacks by automated 

scripts. The system used visual cryptographic schemes to 

counter phishing pages where one secret captcha image 

share resides with user and the other secret share resides in 

server. During authentication a genuine server forwards its 

share and the user forwards his share resulting in a secured 

access to the system via an image captcha. The image 

captcha always happens to be same and is prone to character 

recognition based attacks. To solve this problem we propose 

to use visual cryptographic schemes to counter phishing and 

captcha chosen by the system randomly. In our system, we 

offer dynamic captcha that can detect all possible 

authentication threats. Thus the system provides three layers 

of security: first layer verifies whether the website is secure 

or not. Second layer cross validates the image captcha 

corresponding to the user. Third layer of security prevents 

intruders’ attacks on the user’s account. Also prevents the 

attacks of phishing websites on financial web portal, 

banking portal, online shopping market. 

REFERENCES 

[1] MounikaReddy.M, MadhuraVani.B  “NOVEL ANTI 

PHISHING FRAMEWORK BASED ON VISUAL 

CRYPTOGRAPHY” International Journal of Advanced 

Research in Computer and Communication Engineering 

Vol. 2, Issue 9, September 2013. 

[2] Ambrereshma, fugaresaroj, revagaderanjana 

,wakchuarepriyanka , deshmukhs.c. “Detecting 

Phishing Websites Based on VisualCryptography” 

International journal for research in ap plied science and 

Engineering Technolog (I J R A S E T) Vol. 2 Issue IV, 

April 2014 ISSN: 2321-9653 

[3] Mr.K.A.Aravind, Mr.R.MuthuVenkataKrishnan PG 

Student, Assistant Professor, Department of Computer 



Image Captcha Based Authentication using Visual Cryptography 

 (IJSRD/Vol. 5/Issue 08/2017/193) 

 

 All rights reserved by www.ijsrd.com 726 

Science and Engineering, PRIST University, Chennai 

”Anti-Phishing Framework for Banking Based on 

Visual Cryptography“ K.A.Aravindet al, International 

Journal of Computer Science and Mobile Applications, 

Vol.2 Issue. 1, January- 2014, pg. 121-126  ISSN: 

2321-8363 

[4] M. Naor, and A. Shamir, “Visual cryptography,” 

Lecture Notes in Computer Science, vol. 950, Springer-

Verlag 

[5] NetcraftAs Most Accurate for Anti-Phishing 

Protection.2006. 

http://www.3sharp.com/projects/antiphishing/ 

[6] Anti-Phishing Working Group, Phishing Activity 

TrendsReport. 

http://www.antiphishing.org/reports/apwg_report_june.

pdf 

[7] Anti-Phishing Working Group (APWG). Visited: Nov 

20. http://www.antiphishing.org/ 

[8] Cranor, L., S. Egelman, J. Hong, and Y. Zhang. 

Phinding Phish: Evaluating Anti-Phishing Tools. In 

Proceedings of The 14th Annual Network and 

Distributed System Security Symposium (NDSS '07). 

February 28- March 2, 2007. 

[9] Dhamija, R. and J.D. Tygar. The battle against 

phishing:Dynamic Security Skins. In Proceedings of the 

First Symposium on Usable Privacy and Security  


