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Abstract— Authentication on the internet is a large concern 

for major websites and ecommerce sites. Most of them 

utilize Google or Facebook APIs to authenticate their users. 

These APIs are useful because of the large user base they 

have and the ease of access as new registration is not needed 

as the 3rd Party API authenticates the user. The major 

concern with these APIs is the use of username and 

password. Username and password are the most commonly 

used mechanism for authentication because of simplicity 

and convenience. However, it suffers from drawbacks like 

selection of weak passwords by the users, users disclosing 

their passwords etc. This weakens the security posture of the 

organizations [2]. Hence, we propose a modified image 

based authentication system. Along with two more fall-back 

techniques which are Steganography based and Token based 

authentication systems. The Steganography based 

authentication system works as an image key to authenticate 

the user with the help of an image that is embedded with the 

user’s token in case the user is unable to verify him/herself 

by the image based authentication system. The Token based 

system works with a companion app that allows the user to 

perform quick hassle-free login. 
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I. INTRODUCTION 

Malicious applications targeting account information have 

increased dramatically over the last few years. The ease of 

use of internet has made things much easier than ever to 

hack into thousands of accounts with a click of a button. The 

methods used by most criminals vary immensely but their 

end goal remains the same at the end of the day. Which new 

threats arising everyday most companies cannot keep up 

with the pace of attacks and thus find it difficult to sustain 

security of their users or employs [1].   

Major attacks on password based systems are [4] 

A. Brute force:  

Brute force (also known as brute force cracking) is a trial 

and error method used by application programs to decode 

encrypted data such as passwords or Data Encryption 

Standard (DES) keys, through exhaustive effort (using brute 

force) rather than employing intellectual strategies [10]. 

B. Phishing:  

Phishing is simply a form of modern day social engineering 

that employs both technical and nontechnical methods for 

the purpose of extracting personal, confidential information. 

Confidential information can be a user name, login ID, 

account number, password or any information which leads 

to a certain user [1]. 

C. Dictionary Attack:  

A dictionary attack is based on trying all the strings in a pre-

arranged listing, typically derived from a list of words such 

as in a dictionary (hence the phrase dictionary attack). 

D. Shoulder surfing:  

Shoulder surfing is using direct observation techniques, such 

as looking over someone's shoulder, to get information [8]. 

E. Key loggers:  

It is a type of surveillance software (considered to be either 

software or spyware) that has the capability to record every 

keystroke you make to a log file, usually encrypted [7]. 

F. Man in the middle:  

A man in the middle attack is one in which the attacker 

intercepts messages and then retransmits them, substituting 

his own message for the requested one, so that the two 

original parties still appear to be communicating with each 

other [1]. 

Thus the goal of this paper is to propose a secure 

system to authenticate a person on the internet as a 

replacement/substitute for the current authentication options 

i.e. username password based authentication. The aim is to 

use image based authentication and other secure 

authentications features that allow the user to securely 

browse and use the internet. Research suggests that use of 

images may be more effective in terms of security and ease 

of use for some application. This is because we, humans are 

good at recognizing images than remembering password [2]. 

II. RELATED WORK 

Internet security is ever deteriorating due to advances in the 

IT sector. With people investing more and more of their 

time on the internet as the world goes digital. Internet 

security has become an important topic in today’s world.  

Jesudoss A. and Subramaniam N.P. [3] in their 

study of major authentication attacks they say that web 

applications are not capable of sustaining many security 

attacks. Many attackers only need minimal effort to crack 

web applications. Thus concluding password based systems 

are vulnerable and can be made secure by combining them 

with other authentication techniques. 

Mudassar Raza et al [4] in their comparative 

analysis of different authentication systems say that even 

though passwords are necessary they are not considered 

secure. Thus they conclude based on the scenario merging 

different password schemas will be a better alternative than 

just using a standalone password. 

Pintu R Shah [2] in his paper on image based 

authentication concludes that high success rate of image 

based authentication can be used as a practical alternative to 

passwords. As the users easily remember images rather than 

passwords. 

V.SRIDHAR [5] in his paper concludes that image 

based authentication can be used by anyone and is not 

bound by any language thus making it easier for anyone to 

use. Hence providing better security options for people who 
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do not understand technology and the need to use stronger 

passwords. 

Souvik Roy and P. Venkateswaran [6] in their 

paper provide an alternative for user authentication by 

implementing a system that utilizes Steganography and 

Visual cryptography to get better security results for 

authenticating online transactions rather than using pin or 

password based authentication. 

III. PROPOSED SYSTEM 

While researching the current authentications systems we 

came across authentications systems that made use of image 

based authentication and steganography based 

authentication. The proposed system is also an application in 

the same area but in a different way in order to provide more 

security. 

The proposed system which is to be developed 

takes in consideration the already developed methods. The 

API consists of two main parts the authentication part and 

the registration part. There are three main ways of 

authentication in this authentication system/API. The first 

part includes the image based authentication. The second 

part is to make use of the image embedded with the user’s 

token. The third part includes the use of the companion app 

to generate the string of 6 characters/digit or both which is 

the one-time token that the user can use. The following flow 

graph demonstrates the system flow. 

A. Steps in Registration Process 

1) The user goes to the registration website and selects the 

register option. 

2) The user is then asked to enter a unique username and a 

few personal details and contact details. 

3) The user is then asked to select 2 categories from the 9 

[Cats, Dogs, Flowers, Buildings, Cars, Bikes, Trains, 

Trees, Bridges] categories and 2 colours from the 

provided 9 [Red, Yellow, Blue, Green, Brown, Orange, 

add rest here] colours. 

4) The user is then asked to select 2 categories from the 9 

[Cats, Dogs, Flowers, Buildings, Cars, Bikes, Trains, 

Trees, Bridges] categories and 2 colours from the 

provided 9 [Red, Yellow, Blue, Green, Brown, Orange, 

add rest here] colours. 

5) This completes the registration process. 

B. Flowchart for proposed system 

The flow chart of the system can be seen in the following fig 

1 

 
Fig. 1 

C. Steps in Image Based User Authentication 

1) The host site redirects the user to the authentication 

service on selecting the authentication API as an 

authenticating factor. 

2) The user then selects the image based system as the 

mode of authentication. The user then enters his/her 

username 

3) this is then followed by an API call to the application 

server. 

4) The application server does further processing by 

selecting 9 random images from the image database. 

5) These images are taken as it is in the order they are 

retrieved and then tinted with the 9 available colors. 

Tinting will be random if the grid is invalid. In case of 

the grid being valid one of the 2 categories is taken and 

then tinted with the right color. 

6) Each grid will be given a unique ID and the value of the 

grid if it is valid or invalid will be stored in the 

database. 

7) The tinted images are then sent back to the client side of 

the authentication system where the user can select is 

the grid is valid or not. 

8) On validating 3 such grids the user is authenticated if 

the right grids were selected each time by sending the 

grid ID and the user response to it (yes/no). 

9) The user is then logged in and redirected to the host 

site. 

D. Steps in Generating Embedded Image 

1) The user first logs in to the admin panel. 
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2) The user is then required to go to the Generate 

Embedded Image tab. 

3) The user is then given the option to use the same image 

as the time of registration or to upload a new one. 

4) Based on the user input the selected image is taken and 

saved in the database. 

5) The image is then embedded with the help of native 

steganography library by filling the LSB of the image 

with the user’s token with an expiry. 

6) The user can then download the image for 

authenticating him/her self. 

E. Steps in Embedded Image Based User Authentication 

1) The host site redirects the user to the authentication 

service on selecting the authentication API as an 

authenticating factor. 

2) The user then selects the embedded image based 

authentication option as the mode of authentication. 

This is followed by an API call made to the application 

server. 

3) The application server then decrypts the image with the 

help of the original image which was saved during the 

registration process. 

4) If the image is a valid image with the correct embedded 

token that has not expired the user is authenticated and 

logged in and redirected to the host site. 

F. Steps in One Time Token based User Authentication 

1) The host site redirects the user to the authentication 

service on selecting the authentication API as an 

authenticating factor. 

2) The user then selects Token based authentication as the 

mode of authentication. This is followed by an API call 

to the application server. 

3) The user is then asked to enter the Token from the 

companion app. 

4) The user needs to be logged in to the companion app. 

5) The companion app allows the user to enter a pin or use 

the fingerprint sensor to initiate the generation of the 

token. 

6) On entering the pin or using the fingerprint sensor the 

user is displayed with the 6-character token which is 

valid for 30 seconds. 

7) The user is then required to enter the token on the site. 

8) The token is validated by an API call to the server and 

then the user is logged in and redirected to the host site. 

IV. COMPARISION 

 Current System Proposed System 

Authentication 

Process 

Type in password, 

can be very Fast 

[11]. 

Recognize and pick 

the pre-registered 

pictures takes longer 

than text based 

passwords. 

Memorability 

Depends on the 

password. 

Long and random 

passwords are hard 

to remember. 

Users can use their 

favourite images 

easy to remember 

than system 

assigned pictures. 

Password 94^K (there are 94 N^K (K is the 

Space printable 

characters 

excluding SPACE, 

N is the Dictionary 

length of the 

attack, brute force 

Type in Depends 

on the password. 

password) [12]. 

number of 

Recognize rounds of 

and pick the pre- 

authentication, N is 

Dictionary 

registered pictures 

[12]. 

Ease of 

Deployment 

Very fast and easy 

to deploy as only 

usernames and 

passwords have to 

store on the whole 

for the 

authentication 

process [13]. 

Since graphics 

based authentication 

require 

manipulation of 

image and related 

data which becomes 

difficult to 

implement as they 

increase complexity 

by involving 

techniques like 

image processing 

etc. [13]. 

Drawbacks 

Security is entirely 

based on 

confidentiality and 

the strength of the 

password [14]. 

Graphical image are 

prone to shoulder 

surfing attack as 

graphical data is 

easy to recognize 

and recall [14]. 

Possible 

Attack 

methods 

Dictionary attack, 

brute force search, 

guess, spyware, 

shoulder surfing 

etc. [15]. 

Prone to Shoulder 

Surfing, 

Replay Attack 

(Simple graphical 

authentication 

techniques are prone 

to replay attack and 

it is required that 

this must be taken 

into consideration 

while building a 

graphical 

authentication based 

system.) [15]. 

Resource 

Requirement 

Current text based 

systems use 

minimal bandwidth 

usage and 

resources are 

comparatively 

[16]. 

Graphical data can 

consume huge 

amount of 

bandwidth and 

processing 

resourcing which 

may hinder its 

graphical 

authentication 

application in real 

world scenario [16]. 

Social 

Engineering 

To give away text 

passwords to 

another person is 

easy as compared 

to graphical based 

password. Setting 

up a phishing web 

It is very difficult to 

give away graphical 

passwords over the 

phone. Setting up a 

phishing web site to 

obtain graphical 

passwords would be 
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site to obtain 

passwords would 

be very easy [16]. 

more time 

consuming [16]. 

Table 1: Comparison between Current System and Proposed 

System 

V. CONCLUSION 

Thus we can conclude based on our research and findings 

that our proposed system is more secure than the current 

system. We would further work on implementing the system 

and will work on some limitations such as shoulder surfing 

attacks and reducing the time complexity of the system as 

image processing has a high complexity. 
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