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Abstract— Mobile Adhoc Networks (MANETs) are 

dynamic in nature. Any nodes can join and leave the 

network at any time. Hence any type of intruders can attack 

the communication at any time, especially the routing 

mechanism between the nodes. The base research by Dubey 

et. al [3] developed an intrusion detection and prevention 

system on AODV protocol. This research had a major 

drawback that it allowed a packet loss of minimum 5 to 6% 

which   is quite high and also the methodology increased the 

energy consumption in network thereby reducing the 

lifetime. In this research, timestamp and hopcount analysis 

based black hole attack detection and prevention scheme is 

proposed that can be used to guard against black hole nodes 

in MANETs. The proposed scheme modifies the basic 

AODV protocol to add few extra headers in the RREQ and 

RREP packets to perform the intrusion detection and 

prevention. This packet passes on with every hop to reach 

the final node in path and all the checks for blackhole 

detection like hopcount check are performed at every hop. A 

path with hopcount going beyond max hopcount value is 

rejected. The proposed technique detects the prescence of 

both single and collaborative blackhole attacks. The 

blackhole detected is then added to the blacklist of packet 

and then each node in path updated for blacklist. This list is 

transmitted to every node with RREQ to broadcast the 

detection of a new blackhole node and then the malicious 

node gets isolated. The research concept was programmed in 

matlab language by defining a MANET simulator and it 

confirms the efficiency of proposed technique and also 

doesn’t degrade the network lifetime. 

Key words: Black Hole, Manet, IDS, RREQ, RREP, AODV 

I. INTRODUCTION 

MANET means Mobile Ad hoc Network. It is a collection 

of mobile nodes that dynamically form a temporary network 

for communication within the nodes. This network has the 

capability to configure itself every time when a mobile node 

changes its location. The links between the nodes are 

wireless so no infrastructure is required. It is a standalone 

network and can be connected to external networks or 

internet. 

II. BLACK HOLE ATTACKS 

Black hole attack is basically of two types namely, single 

black hole attack and cooperative black hole attack based on 

the number of nodes involved in the attack. 

 
Figure 1.8: Black Hole Attack 

III. RELATED RESEARCH 

Yi-Ning Liu et al.[2] explained that password-authenticated 

group key exchange protocols enable communication parties 

to establish a common secret key (a session key) by only 

using short secret passwords. This paper shows some 

security weaknesses in some recently proposed password-

authenticated group key exchange protocols. Furthermore, a 

secure and efficient password-authenticated group key 

exchange protocol in mobile ad hoc networks is proposed. It 

only requires constant round to generate a group session key 

under the dynamic scenario. In other words, the overhead of 

key generation is independent of the size of a total group. 

Further, the proposed protocol is also efficient for real-world 

applications in enhancing the security over wireless 

communications. Dubey et al. [3] developed a prevailing 

security solution i.e. IDPS (Intrusion Detection & 

Prevention System) that achieved both extensive protection 

and desirable network performance. MANETs were 

unprotected against collaborative effect of Blackhole attack. 

One of these attacks was the packet dropping Attack against 

network integrity absorbing all data packets in the network. 

Since the data packets did not reach the destination by that 

due to this attack, data loss will occur. The damage was 

serious if malicious node in a network working as an 

attacker node absorbs all data packets delivered through 

them. In this paper, the author proposed a simple IDPS 

Algorithm against dropping attack and measured the 

network performance after applying IDS. The proposed 

approach provided zero attacker infection and also improved 

the routing performance of network. The simulation of 

blackhole attack was done in free ware simulator network 

simulator 2 (ns-2) and measured the packet loss in the 

presence of attacker and in presence of Intrusion Detection 

System against malicious attack. The proposed solution 

improved network performance and provided better 

performance than normal due to presence of reliable paths 

that was not available in normal AODV routing. N. Arya et. 

al [4] proposed a trusted AODV based mechanism for 
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prevention and detection of wormhole and collaborative 

blackhole attacks in MANETs. The author used a NS2 

simulation to conclude that the energy of Worm Hole Attack 

and Collaborative Black hole attack AODV was more as 

compare to Trusted AODV, when the author increased the 

time the and energy level of both decreased. Throughput of 

Trusted AODV was better compare to Worm Hole Attack 

and Collaborative Black hole attack AODV, by increasing 

the time a little bit effect in throughput in both the case. 

Packet delivery ration was better compared to Worm Hole 

Attack and Collaborative Black hole attack AODV, with 

increase in the time the packet deliver ratio of both 

increased.The author concluded that more packet delivery 

ratio and less energy it was better to use Trusted AODV. 

IV. PROBLEM DEFINED 

The base research had a major drawback in the high 

percentage of packet drops. So our present research will be 

aimed at improving the base research and developing a 

system which is robust and less vulnerable to blackhole 

attacks and that too improving on the aspect of packet loss 

still improving the overall security of the network. Another 

important aspect in every wireless network is node energy 

since the nodes have a limited amount of energy. So we 

must compare the energy consumption of our proposed 

methodology against the base research thereby developing a 

better intrusion detection and prevention system. The 

research will be done on a MANET environment running on 

AODV protocol. 

V. PROPOSED METHODOLOGY 

 

In our work, a hybrid routing protocol has been designed 

based on DSR which incorporates the IDS functionalities in 

itself. This new routing protocol is called as Intrusion 

Detection System based DSR (ISDSR). It is developed by 

integrating an IDS with the concept of CB identifiers, for 

MANETs based on IPv6. CB identifiers fulfill the need of 

having a trusted Certification Authority or Key Distribution 

Center by providing a protected binding between the IP 

addresses of the nodes and the cryptographic values. 

A. System Design 

The given anomaly-based IDS works for detecting 

cooperative black hole attacks by describing an intrusion as 

a deviation from the defined normal behavior. 

B. RREQ Packet:  

Types J R D G U Timestamp Hop Count 

Originator IP Address 

Originator Id no. 

Destination IP Address 

Destination Id Number 

BlackList 

C. 4RREP Packet:  

In the proposed scheme RREP packet contains some 

additional fields like hopcount and the lifetime of response 

packet till then.  

Types R A Reserved Prefix Size Hop Count 

Source IP Address 

Destination IP Address 

Destination Sequence Number 

Lifetime 

Decrypted message Lifetime 

D. Steps of Working 

1) Each node has a list of detected blackhole nodes with it 

called blacklist. The node when receives any RREQ or 

RREP packet from any of its neighbours, updates its 

blacklist and also the blacklist maintained in the packet 

is also updated to include the nodes missing on either 

sides.  

2) The originator sends RREQ to all its neighbouring 

nodes. The RREP packet contains ciphered data unique 

for this sender node using some public key encryption 

scheme. 

3) Each node further increments the hop count value and 

sends this packet to all nodes in its neighbourhood till 

final destination is reached or maximum hopcount is 

achieved. 

4) The RREP packet contains a new header called blacklist 

which is empty initially but as the network progresses, 

this list will contain the IDs of the nodes which have 

been identified as blackholes. 

5) This will help all future packet transmissions to avoid 

this node to be a part of the path. SO the blackhole 

attack is both detected and prevented using the 

proposed system.  

6) The security is further strengthened by introduction of 

another methodology to detect the blackhole or packet 

drop attacks. The RREQ packet also contains a 

timestamp which will be updated as the node further 

broadcasts the packet.  

7) The packet not replies after a certain time interval will 

ensure that the next receiving node is a blackhole node 

or a collaborating node. The IDs of such nodes is 

immediately updated into the blacklist of current 
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packet. So this methodology quite efficiently manages 

to detect and prevent both single and collaborative 

blackhole attacks. 

E. Research Gap  

1) Each node has a blacklist which is initially empty but as 

the network progresses, it will contain the IDs of the 

detected blackhole nodes or the collaborating nodes. 

The node when receives any RREQ or RREP packet 

from any of its neighbours, updates its blacklist and also 

the blacklist maintained in the packet is also updated to 

include the nodes missing on either sides.  

2) Request hopcount: The network has a specific 

calculated maximum hopcount value depending on 

network size. Any path which needs to exceed this 

hopcount will be rejected and the last node will return a 

null reply path to its sender. 

3) Each node will wait for a calculated response time from 

the next node for the RREQ request. Any further delay 

in response would render the next node as a blackhole 

or a collaborative node.  

The goal of our approach is to find a secure route 

between the source and destination nodes. We also aim to 

provide scalability to our system by implementing clustering 

algorithm which ultimately emerges in a secure cluster with 

only the safe nodes being part of it. In order to obtain our 

goals we first need to find safe routes and then maintain the 

route obtained.  

F. Assumptions for the System 

In order to implement the proposed mechanism in MANET 

following assumptions are made: 

1) The source and destination nodes are considered safe. 

2) The nodes share a bidirectional link. 

3) The nodes are able to hear the neighbours transmission. 

4) All nodes except the malicious ones have IDS activated 

on them. 

5) The MANET is homogeneous. 

VI. IMPLEMENTATION RESULTS 

 
Figure 4.3: Transfer of Packet from Source to destination 

The path of transfer for current transition is 

established for simulation purpose. Then, the source node 

sends the packet to next node in the path along with the new 

headers added to the packet. This packet passes on with 

every hop to reach the final node in path and all the checks 

for blackhole detection like hopcount check are performed 

at every hop. A path with hopcount going beyond max 

hopcount value is rejected. 

 
Fig. 4.5: Graph for dead nodes in each round without attack 

In figure 4.5 the graphical analysis of number of 

dead nodes found in each round without attack is performed 

in the system is presented here. While iteration takes place 

before attack is performed in the system, the nodes involved 

loose there energy with lesser speed and the number of dead 

nodes are also less in the end of the system in comparison to 

the system with attack. As the number of rounds increases 

there is a great increase in the number of dead nodes to be 

formed. There is a large decrease in the amount of energy of 

nodes after 90 rounds which leads to the increase in the 

number of dead nodes of the system. 

 
Fig. 4.6: Graph for No. of Faulty Nodes VS Time 

Time to 

detect 

faulty 

nodes 

No. of faulty 

nodes (Proposed  

technique) 

No. of faulty 

nodes(Traditional 

technique) 

5 4 0 

10 6 6 

15 7 7 

20 9 9 

25 11 11 

Table 4.5: Dataset for Figure 4.6 

A. Analysis 

In figure 4.7 a graph is formed to show the time required to 

detect faulty nodes in the network. The time required to 

detect faulty nodes is directly proportional to the size of 

network formed. 

 
Fig. 4.7: Graph for Time to Detect Black Hole VS No of 

Nodes in Network 
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No. of nodes in 

network 

Time required to detect black 

hole 

50 20 

41 10 

30 15 

35 12 

31 4 

Table 4.6: Dataset for Figure 4.7 

B. Analysis:  

The graph 4.7 plots the no. of nodes in network against the 

number of black-hole nodes detected. The proposed 

methodology is far more efficient in detecting blackhole 

attacks. 

 
Fig. 4.8: No. of nodes in network vs No. of black holes 

detected by two techniques 

No. of 

nodes in 

network 

No. of detected black 

holes (Traditional 

method) 

No. of detected 

black holes 

(Proposed 

technique) 

50 3 5 

80 4 5 

100 6 6 

120 6 7 

150 7 6 

Table 4.7: No. of blackholes detected in traditional and 

proposed method 

 
Fig. 4.9: Throughput by two techniques 

No. of packets 

sent(rounds) 

Throughput (No. of 

successful 

deliveries  for 

Proposed method) 

Throughput (No. of 

successful 

deliveries) 

(Traditional 

technique) 

50 47 45 

80 76 75 

100 94 89 

120 114 108 

150 143 136 

Table 4.8: Throughput (No. of packets delivered) for 

traditional and proposed techniques 

No. of nodes 

in network 

No. of dead nodes 

(Traditional method) 

No. of dead nodes 

(Proposed 

technique) 

50 11 13 

80 16 15 

100 21 18 

120 29 24 

150 35 25 

Table 4.9: No. of nodes dead in traditional and proposed 

technique after rounds 

VII. CONCLUSION 

The security of the AODV protocol is threatened by types of 

attacks such as Black Hole attack. Mobile Adhoc Networks 

(MANETs) are dynamic in nature. Any nodes can join and 

leave the network at any time. Hence any type of intruders 

can attack the communication at any time, especially the 

routing mechanism between the nodes. In this study, we 

study and understand black-hole attacks which cause more 

damage to the routing performance of MANET. Mobile Ad 

Hoc Networks have the ability to setup networks on the fly 

in a harsh environment where it may not possible to deploy 

a traditional network infrastructure. 

In this research, timestamp and hopcount analysis 

based black hole attack detection and prevention scheme is 

proposed that can be used to guard against black hole nodes 

in MANETs. The proposed scheme IDPS-AODV modifies 

the basic AODV protocol to add few extra headers in the 

RREQ and RREP packets to perform the intrusion detection 

and prevention. This packet passes on with every hop to 

reach the final node in path and all the checks for blackhole 

detection like hopcount check are performed at every hop. A 

path with hopcount going beyond max hopcount value is 

rejected. The proposed technique detects the presence of 

both single and collaborative blackhole attacks. The 

blackhole detected is then added to the blacklist of packet 

and then each node in path updated for blacklist. This list is 

transmitted to every node with RREQ to broadcast the 

detection of a new blackhole node and then the malicious 

node gets isolated. The research concept was programmed in 

matlab language by defining a MANET simulator and it 

confirms the efficiency of proposed technique and also 

doesn’t degrade the network lifetime. 

In future this scheme could be used to detect other 

types of attacks like flooding attack, selective forwarding, 

worm and sink hole attacks. Moreover we have used the 

currently methodology on AODV protocol. The future 
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researchers can apply the same to DSR or DSDV protocol to 

establish the validity of proposed scheme for all protocols.  

We mainly used the timestamp and hopcount to 

analyse the existence and then prevent for blackhole attacks. 

This security can further be strengthened by using some 

hashing technique to ensure that any foreign node doesn’t 

have access to the network data packets. 
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