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Abstract— Mobile banking is a service provided by a bank 

or other financial institution that allows its customers to 

conduct financial transactions remotely using a mobile 

device. In this paper a Location authentication based 

browser is developed for secured mobile banking named 

Geo Mob. In addition to the existing two factor 

authentication scheme using user ID, password and OTP, 

the mobile number and geo location is used to authenticate 

the user. While performing mobile transaction, the 

multifactor authentication ensures the security. For 

obtaining the location of a user the Geo Mob makes use of 

IP address of the mobile device. Which contains information 

regarding country, region, city, latitude, longitude, zip code 

and time zone and is capable of supporting IPv4 and IPv6 

address formats. The proposed browser give high security 

for mobile banking. 

Key words: Geo Mob, OTP, IP address, IPV4, IPV6 

I. INTRODUCTION 

A mobile browser is a web browser designed for using in a 

mobile device such as a mobile phone or PDA. Mobile 

browsers are optimized so as to display Web content most 

effectively for small screens on portable devices. Mobile 

browser software must be small and efficient. Today’s 

banking system has brought core banking, which is a set of 

services, where authentication plays main role. Mainly for 

accommodating the low memory capacity and low-

bandwidth of wireless handheld devices. But these days, 

because of tremendous realization and growth in the field of 

hacking it isnot safe to rely on internet to store all the 

information. In order to overcome this problem we propose 

an efficient algorithm for secured bank authentication. The 

concept of Location Tracking is wide and popular and has 

profound uses. The use of multiple authentication factors to 

prove one's identity is based on the premise. It is  an 

unauthorized actor is unlikely to be able to supply the 

factors required for access. In an authentication attempt, at 

least one of the components is missing or supplied 

incorrectly. The user's identity is not established with 

enough sureness. The accessing of  the asset (e.g., a 

building, or data) being protected by multi-factor 

authentication then remains blocked. The authentication 

factors of a multi-factor authentication scheme may include: 

some physical object . It is mainly  a USB stick with a secret 

token, a bank card, a key, etc. ,some secret known to the 

user, such as a password, PIN, TAN, etc .,some physical 

characteristic of the user (biometrics), such as a fingerprint, 

eye iris, voice, typing speed, pattern in key press intervals, 

etc.[3]Each human biometric characteristic is unique such as 

fingerprints, finger vein patterns, palm vein patterns, iris 

patterns, etc. Therefore, all of these modalities are hard to 

forge, copy, or spoof. In accumulation, biometric technology 

is  more sophisticated with multi-factor biometric devices 

.Which are capable of capturing both fingerprint and finger 

vein images in one single scan. The use of biometrics is 

another passwords or in combination with passwords as 

two-factor authentication is now considered the most secure 

form of security to prevent data breaches due to weak 

passwords. in this paper we introduce a biometric 

technology in MFA for secure mobile banking. On 

successful installation of mobile banking app, the customer 

needs to activate the application by entering registered 

mobile number and activation code sent by bank through 

SMS. Through the validation, mobile app will prompt to 

enter the Temporary MPIN sent through SMS to the 

registered Mobile Number by bank. The MPIN want to be 

changed, for this process new MPIN is to be set by 

customer. The MPIN provided by bank is made forcefully to 

be changed for security reasons. On successful MPIN 

change the application will quick customer to choose his 

own login password. The login password is required each 

time. 

II. EXISTING SYSTEM 

Geo Mob is a dedicated web browser for mobile banking, 

and it does not have any extra features that a normal browser 

consist. The main user interface of this browser explains 

below:- 

 A back button for move previous page 

 A forward button for move next page 

 A refresh button 

 Clear history 

 The view port 

Whenever a user opened the browser means a 

default website and four browser buttons appears. In 

addition various bank buttons are also appears. The user has 

to initially register with Geo Mob by listing the banks in 

which the user possess account. Apart from this a set of 

valid locations from which the user will be performing the 

transactions is also to be given to the user. If the user has the 

need to perform bank transactions in newer locations, a 

security question and answer is to be chosen by the user. 

This registration details is maintained in the local database 

of the browser and does not require connectivity to the 

internet. When the browser is opened, mobile number is 

given as input and the system acquires the location as 

illustrated above. If the location detected match with the 

location at the time of generation, an OTP is generated. If 

OTP matches then the homepage are shown else a warning 

message is sent. In case of new location, the user has to 

choose among the security questions the one which the user 

has chosen and its corresponding answer. If it matches then 

OTP is generated else a warning message is sent. To enter 

into a bank site, click the corresponding bank button .Geo 

Mob, the secure mobile browser is developed using the 

Android Studio and Android SDK based on the proposed 

design. The user must register himself with the browser app 

by choosing the name of the banks with which he has 

accounts. Once the user chooses the banks, he will be able to 

see the name of the banks as icons on the browser. In this 

https://en.wikipedia.org/wiki/Web_browser
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way, the user need not enter the URL’s of the bank websites 

ensuring the prevention of Phishing and Man in the browser 

attacks. Once the user clicks the Geo Mob browser this 

homepage is displayed. Once The mobile number and the 

Geo Location is verified, the homepage of Geo Mob is 

displayed. Fig.5. shows the home page with various icons of 

banks. During the registration process, the user has to list 

the banks where he possess accounts along with the valid 

location from where the transactions are going to be 

performed and the security question with its answer. The list 

of banks chosen while registration appears as icons and on 

click of the icon the bank web page can be accessed. The 

user will be able to provide the username and password to 

perform the banking transactions. 

 
Fig. 1: Existing Geo Mob architecture 

The major advantages of using this frameworks 

are: modularity, reusability, extensibility and inversion of 

control. These all provide reusability of code, reduction in 

cost, and ease of customization to all developers [12]. 

Efficiency can be considered an important reason for the use 

of the framework. It helps to remove repetition of code that 

has already been used in different applications. Next is 

integration: while building a website or an application you 

need to store some data, so there exist database and many 

other tools that help you to link with web development. 

Therefore a framework helps to link with these tools for 

building applications and makes communication much 

easier. Authentication in mobile banking is based on three 

types knowledge based, object based and Biometric based. 

Apart from the existing authentication mechanisms, this 

paper suggests the use of location based information for 

authenticating a user in mobile banking scenario. Mobile 

banking facilitates the user to perform transactions in any 

location, hence location based authentication can be 

considered for authenticating a valid user. The proposed 

Geo Mob browser makes use of the geo location based 

authentication along with several other authentication 

mechanisms making it an effective multifactor 

authentication scheme for mobile banking scenario. When 

compared to existing authentication mechanisms that are 

applied for ensuring secured authentication in mobile 

banking. It can be observed that though the fraud prevention 

and customer trust is medium, it may be enhanced by 

making use of multifactor authentication. Its low complexity 

and cost makes it easy to implement to mobile banking. 

Mobile banking in the current scenario uses two-factor 

authentication scheme and is moving towards the utilization 

of multi-factor authentication scheme. In this case the 

adoption of location based authentication makes it a 

valuable addition to perform secure financial transaction 

through mobile devices. The implementation of Geo Mob. 

III. PROPOSED SYSTEM 

One of the most challenging issues in mobile banking is to 

provide the security to data access control as it is available 

on cloud. Everyday new challenges come in security and 

many technologies are working to resolve the issues and 

challenges. We have proposed the security to mobile 

banking through location based authentication, where the 

whole approach is based on location. In this paper, security 

to mobile banking is briefly discussed and we proposed one 

new biometric authentication scheme into this named ‘Iris 

scanner’. It provide more security to mobile banking. 

A. Biometric Authentication 

Biometrics refers to metrics related to human characteristics. 

Realistic authentication is used in computer science mainly 

for detection and access control.]It is also used to identify 

individuals in groups that are under surveillance. Biometric 

identifiers are then distinctive, measurable characteristics 

used to label and describe individuals. Biometric identifiers 

are often categorized as physiological versus behavioral 

characteristics. Physiological characteristics are related to 

our shape of the body. Examples contain, but are not limited 

to fingerprint, palm veins, face recognition, DNA, palm 

print, hand geometry, iris recognition, retina and odor/scent. 

Behavioral characteristics are related to the pattern of a 

person, including typing rhythm, gait, and voice. Some 

researchers have coined the term behavior metrics to 

illustrate the latter class of biometrics 

 
Fig. 2: Basic mode of biometric system 

The block diagram explains the two basic modes of 

a biometric system.[3] First, in verification (or 

authentication) mode the system performs a one-to-one  

Comparison of a capture biometric with a specific 

template stored in a biometric database in order to verify the 

individual is the person they claim to be. Three steps are 

involved in the verification of a person.[10] In the first step, 

reference models for all the users are generated and stored in 

the model database. In the second step, some samples are 

harmonized with reference models to generate the genuine 

and impostor scores and calculate the threshold. Third step 

is the testing step. This process may utilize a smart card, 

username or ID number (e.g. PIN) to show which template 

should be used for comparison. 'Positive recognition' is a 

common use of the verification mode, "where the aim is to 

prevent multiple people from using the same identity".[3] 
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Second, in detection mode the system performs a 

one-to-many relationship beside a biometric database. For 

an attempt to establish the identity of an unknown 

individual. The system will be successful in identifying the 

individual if the comparison of the biometric sample to a 

template in the database falls within a previously set 

threshold. Recognition mode can be use either for 'positive 

recognition' (so that the user does not have to provide any 

information about the template to be used) or for 'negative 

acknowledgment of the person "where the system 

establishes whether the person is who she (implicitly or 

explicitly) denies to be”. The latter function can only be 

achieved through biometrics since other methods of personal 

detection such as passwords, PINs or keys are ineffective. 

B. Iris scanner 

Iris recognition is an mechanized method of biometric 

identification that uses mathematical pattern-recognition 

techniques on video images of one or both of the irises of an 

individual's eyes, whose complex patterns are unique, stable, 

and can be seen from some distance First, all the people the 

system needs to know about have to have their eyes 

scanned. This one-off process is called enrollment. Each 

person stand in front of a camera and has their eyes digitally 

photographed with both ordinary light and invisible infrared 

In iris recognition, infrared helps to show up the exclusive 

features of darkly colored eyes that do not stand out clearly 

in ordinary light. These two digital photographs are then 

compare by a computer and removes unnecessary details 

(such as eyelashes) and identifies around 240 unique 

features (about five times more "points of comparison" as 

fingerprint systems use). These features, exclusive to every 

eye, are turned into a simple, 512-digit number called an Iris 

Code® that is stored, alongside your name and other details, 

in a computer database. 

 
Fig. 3: Working Flow Diagram 

C. Design 

The user must first register with this application through 

entering their identity. The registration also leads to listing 

the all banks in which the user possess account. And also 

enter the valid locations from which the user will be 

performing the transactions. If the user want to perform 

transaction in newer location means a security question 

answer to be chosen by the user. And the proposed system 

also provide one additional security that is iris scanner To 

get past an iris-scanning system, the unique pattern of your 

eye has to be recognized so you can be positively identified. 

There are two dissimilar stages involved in iris-scanning one 

is  enrollment (the first time you use the system, when it 

learns to recognize you) and verification/recognition (where 

you're checked on subsequent occasions. First, all the people 

the system needs to know about have to have their eyes 

scanned. This one-off process is called enrollment. Each 

person stands in front of a camera, their eyes were digitally 

photographed using ordinary light and invisible infrared (a 

type of light used in night vision systems that has a slightly 

longer wavelength than ordinary red light). In iris 

recognition, infrared help us to explain up the unique 

features of darkly colored eyes that do not stand out clearly 

in ordinary light. These two digital photographs are then 

analyze by a computer and  the computer will removes 

unnecessary details (such as eyelashes) and identifies around 

240 unique features (about five times more "points of 

comparison" as fingerprint systems use). These features 

were unique to every eye, are bowed into a simple, 512-digit 

number called an Iris Code® that is stored, alongside your 

name and other details, in a computer database. The 

enrollment process is completely automatic and usually 

takes no more than a couple of minutes Once you're stored 

in the system, it's a simple matter to check your identify. 

You plainly stand in front of another iris scanner and have 

your eye photographed again. The system quickly process 

the image and extracts your Iris Code®, before comparing it 

against the hundreds, thousands, or millions stored in its 

database. If your code match one of the stored ones, you're 

positively identified; if not, tough luck! It either means 

you're not known to the system or you're not whom you 

claim to be. The registration details is maintained by local 

database of the browser. It does not require any net 

connection. 

 
Fig. 4: Architecture of proposed system 
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IV. CONCLUSION 

The increasing use of mobile devices has leveraged the 

demand of the customers to a much greater extent. Service 

providers choose to offer their services through mobile 

devices. In this paper, a dedicated browser was developed 

for banks so as to make secure transactions. The proposed 

Geo Mob works based on multifactor authentication and 

biometrics authentication in additional for security which 

makes use of the mobile number, reallocation, use rid, 

password and OTP. The unique feature of the Geo Mob is 

that it does not use GSM to determine the location. The 

location is obtained from the network service provider. The 

browser has a default homepage, whenever a person wants 

to enter a specific website of a bank it displays the default 

homepage by verifying the mobile number and the 

reallocation of customer. Only after verifying the location, 

the desired bank web site can be accessed. This provides 

additional security to the financial transactions made in 

mobile browsers. In future, various other authentication 

schemes can be combined and provide more security. 
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