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Abstract— The concept of exploiting the advantages of  

DNA computing in the field of cryptography has lead to the 

creation of unbreakable algorithms. DNA cryptography is an 

emerging field of cryptography where each letter of the text 

is converted to a different combination of the four bases that 

make up the human DNA. Existing DNA cryptographic 

techniques use fixed substitution tables or static hashing 

techniques for encoding, which may make the system 

vulnerable to attacks. In this research, a dynamic encoding 

table is used for alphabetical encoding of the text which 

provides high resistance to attacks. Encoding is followed by 

Factoring and Priming which makes the technique more 

secure. In this, the encoded string is cut into smaller 

sequences which provide parallelism in further operations 

and this ensures high performance computing. The proposed 

methods make the algorithm extremely resistant to security 

attacks and unbreakable. 
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I. INTRODUCTION 

Secret writing is the term used for protection of information 

from adversaries. Cryptography and Steganography are the 

most widely used techniques in secret writing. Cryptography 

can be defined as study of information hiding and retrieval. 

The word cryptography is derived from the Greek words: 

kryptos, which means "hidden", and gniphein, which means 

"to write". DNA cryptography is a developing field in 

cryptography research that came up with the advancement in 

DNA computing field. With the progress of modern 

biotechnology and DNA computing, the relationship 

between cryptography and molecular biology has become 

relevant, these two disciplines began to work together more 

closely. Leonard Max Adleman invented DNA computing in 

the year 1994 to solve complex problems like directed 

Hamiltonian path problem and the NP-complete problem. 

DNA (Deoxyribonucleic acid) stores the genetic information 

for the existance of all living organisms. The main purpose 

of DNA molecules is the long-term storage of information.  

In DNA cryptography, data is encrypted in the form of 

nucleotides which contain four different nitrogenous bases 

Adenine (A), Thymine (T), Guanine (G) and Cytosine (C). 

These bases are combined each other by means of hydrogen 

bond. According to the complementary rule Adenine is 

always combined with Thymine and Cytosine is combined 

with Guanine. One gram of DNA can store 10^8 terabyte of 

data. The features such as, parallel processing capability and 

enormous information density inherent in molecules of 

DNA are made use for cryptographic purposes. The huge 

storage capacity of DNA and the ability to synthesize DNA 

sequences in any desirable length makes DNA a perfect 

medium for cryptography. 

II. LITERATURE REVIEW 

DNA cryptography is an emerging field of research. The 

cryptographic technique proposed in [1] uses unique DNA 

encoding table to assign DNA sequences corresponding   to 

characters. It produce different DNA base for each character 

and hence different cipher text can be produced from same 

plain text in every session. 

The technique proposed in [2] is for secure data 

transmission using process of DNA, XOR operation and 

OTP. The method used provided three level of security i.e., 

biological process (DNA complementary rule), arithmetic 

operation (XOR operation), and One Time Padding. 

The technique proposed in [3] makes use of 

features of amino acid and DNA coding to overcome the 

limitations of the classical OTP (One-Time-Pad).  

The technique proposed in [6] uses efficient DNA 

operations, but it relies on static hash mapping which can be 

vulnerable to attacks.  

III. EXISTING SYSTEM 

Traditional cryptography and cryptosystems are based only 

on mathematical techniques, and this weakens the 

robustness of their encryption process. Recent studies show 

that cryptosystems like AES, DES, RSA, MD5 etc are not 

secure enough. Compared to traditional cryptosystems, 

DNA cryptography ensures the data security for the next 

generation. Existing DNA cryptographic techniques rely on 

fixed DNA sequence table and static hashing techniques. i.e. 

use fixed DNA sequence for each ASCII character 

 
Fig. 1: Existing Encryption Process. 
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IV. PROPOSED SYSTEM 

To overcome limitations of existing system, this paper 

proposes a new DNA cryptographic technique that makes 

use of dynamic encoding table for ASCII characters . At 

each iteration, the DNA sequence corresponding to each 

character will be changed dynamically. Initially, DNA 

sequences are assigned randomly to ASCII characters. Then 

the positions of DNA sequences are changed in upcoming 

iterations according to a mathematical series. For example, 

using alternate series, initially “AAAA” is assigned for 

ASCII character ‘a’. In the next iteration, “AAAA” is 

assigned for ASCII character ‘c’. Thus numbers of iterations 

increase the confusion of the cipher text. 

DNA 

sequence 

DNA 

sequence 

DNA 

sequence 

DNA 

sequence 

TCCG –E 

TACC –g 

TTCC –2 

TGCG –h 

TCGT –+ 

TAGA –F 

TTGG - 3 

TGGC - = 

CCAG – i 

CAAT –4 

CTAT –G 

CGAA - _ 

CCTA –j 

CATG –H 

CTTG –5 

CGTT - - 

CCCG –k 

CACG –I 

CTCC –6 

CGCC - ) 

CCGG –l 

CAGT –J 

CTGA –7 

CGGG –( 

AAAA –y 

ATAA–W 

AGAG – { 

ACTG -- z 

AATT -- b 

ATTT –X 

AGTA –[ 

ACCC- c 

AACC –A 

ATCG –Y 

AGCG - } 

ACGA –d 

AAGG–B 

ATGC –Z 

AGGG - ] 

TCAT–C 

TAAT–e 

TTAA–0 

TGAA - | 

TCTG –f 

TATG –D 

TTTT –1 

TGTT - \ 

ACAT- a 

TCTC –s 

TATC –Q 

TTTA - ? 

TGTA - @ 

TCCC –t 

TACG –R 

TTCG - / 

TGCC - ! 

CCTT –u 

CATC –S 

CTTC - : 

CGTA - ~ 

CCCC –v 

CACC –T 

CTCG - ; 

CGCG - ` 

GCTA –w 

GATT –U 

GTTC – “ 

GGTC - € 

GCCC –x 

GACC –V 

GTCC-space 

GGCG - £ 

GCAA –m 

GAAG–8 

GTAT –K 

GGAT - * 

GCTT –n 

GATA –L 

GTTG –9 

GCCG –o 

GACG–M 

GTCG –< 

GGCC - ^ 

GCGC –p 

GAGG–N 

GTGT - > 

GGGA - % 

ACTC –q 

AATA –O 

ATTA - , 

AGTT - $ 

ACCG –r 

AACG –P 

ATCC - . 

AGCC - # 

GGTG - & 

Table 1: DNA Encoding Table at an iteration 

The DNA Encoding table has a 24*4 size matrix. 

The table is made dynamic through a specific number of 

iterations using alternate series. Above table shows the 

instance of DNA encoding table at a particular iteration. For 

example, in the table, “TCCG” is assigned for ASCII 

character ‘E’. In  the next iteration, and in the next iteration, 

“TCCG” is assigned for the alternate ASCII character ‘2’ 

and in the next iteration, “TCCG” is assigned for the 

alternate ASCII character ‘+’.The dynamic table is 

initialized with random character for each DNA  sequence 

( using  A, T, G and C).Initially, both sender and the 

receiver will have the same DNA encoding table. During 

transmission, the sender notifies the particular iteration 

number to the receiver to keep the table as dynamic along 

with the private key. Receiver creates the dynamic encoding 

table for the particular number iterations and uses it for 

decryption of cipher text. 

A. Encryption 

1) Step-1: First, a dynamic DNA encoding table is created 

for encoding of plain text into unique DNA sequence. 

For example, take the string “Mount Zion College”. The 

encoding steps are as shown below: 

STRING: 

Mount Zion College  

ENCODED STRING: 

GACGGCCGCCTTGCTTTCCCGTCCATGCCCAGGCCG

GCTTGTCCTCATGCCGCCGGCCGGTAATTACCTAAT 

2) Step-2: Factoring 

The encoded strings are subjected to factoring. A particular 

pair of nucleotide is cut and a unique sequence is inserted in 

place of the nucleotide. In other words, replace a particular 

nucleotide with a fixed DNA sequence. 

a) A  particular pair of nucleotide (“CC”)  is cut from 

the encoded strings. The resultant segregated 

strings are shown below:  

The segregated Strings are: 

GACGGGTTGCTTTCGTATGCAGGGGCTTG 

TTCATGGGGGGTAATTATAAT 

b) A unique DNA sequence (“GATTG”) is inserted / 

replaced in the place of “CC”. 

The sequence after insertion: 

GACGGGATTGGGATTGTTGCTTTGATTGCGTGATTG

ATGGATTGCAGGGATTGGGCTTGTGATTGTCATGG

ATTGGGATTGGGGATTGGGTAATTAGATTGTAAT 

3) Step-3: In the next step, the Priming operation is 

performed, and the double stranded helix is formed. 

Complementing operation is mapping of  

each DNA base with its pairing base(according to the 

complementary rule of DNA), that is, A with T and G with 

C and vice versa. 

Strand after priming: 

GACGGGATTGGGATTGTTGCTTTGATTGCGTGATTG

ATGGATTGCAGGGATTGGGCTTGTGATTGTCATGG

ATTGGGATTGGGGATTGGGTAATTAGATTGTAAT 

 

CTGCCCTAACCCTAACAACGAAACTAACGCACTAA

CTACCTAACGTCCCTAACCCGAACACTAACAGTAC

CTAACCCTAACCCCTAACCCATTAATCTAACATTA 

Flow chart of the above discussed steps is given below: 
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B. Decryption 

1) Step-1: 

First strand of the helix is taken from the Double stranded 

DNA Helix as the encryption string and the back process is 

done to obtain the plain text, that is the string/character used 

for encryption . 

The Strand is: 

GACGGGATTGGGATTGTTGCTTTGATTGCGTGATTG

ATGGATTGCAGGGATTGGGCTTGTGATTGTCATGG

ATTGGGATTGGGGATTGGGTAATTAGATTGTAAT 

2) Step-2: Reverse factoring is done. 

2.a)The GATTG sequence position is checked in the strand 

and cut operation is done for GATTG 

GACGGGATTGGGATTGTTGCTTTGATTGCGTGATTG

ATGGATTGCAGGGATTGGGCTTGTGATTGTCATGG

ATTGGGATTGGGGATTGGGTAATTAGATTGTAAT 

a) ”CC” is inserted in the positions from which 

GATTG is removed 

Resultant string is 

GACGGCCGCCTTGCTTTCCCGTCCATGCCCAGGCCG

GCTTGTCCTCATGCCGCCGGCCGGTAATTACCTAAT 

3) Step-3: Dynamic DNA encoding table is created for the 

iteration and unique DNA sequence is decoded to the plain 

text. 

STRING: 

Mount Zion College  

V. CONCLUSION 

The proposed DNA cryptographic technique based on 

dynamic DNA Encoding table increases the level of data 

security. In this, to breach the security of data, an attacker 

has to perform all possible combinations of DNA sequences 

before breaching the security of data and this is expected to 

be quite impossible. This is because proposed technique 

make use of dynamic DNA sequence table for encryption 

and decryption of data and further DNA operations like 

factoring and priming is done and data is sent in form of 

double stranded helix which will be unbreakable for the 

attacker. The proposed technique higher security and better 

performance than other related techniques. 
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