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Abstract— Anomaly detection refers to the problem of 

finding arrangement in data that do not conform to normal 

behavior. These nonconforming patterns are often referred to 

as anomalies, oddity, discordant observations, exceptions, 

aberrations, disappointment, peculiarities. The importance of 

anomaly detection is due to the fact that anomalies in data 

translate to significant, and often severe, actionable 

information in a wide variety of application domains. Many 

anomaly detection techniques have been specifically 

designed for certain application domains, while others are 

more generic. This survey tries to provide a framed and 

comprehensive overview of the research on anomaly 

detection. 
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I. INTRODUCTION: ANOMALY DETECTION 

Anomaly detection is a method used to find unusual patterns 

that do not conform to normal behavior, called outliers. It has 

many applications in business, from intrusion detection 

(identifying strange patterns in network traffic that could 

signal a hack) to system health monitoring (spotting a 

malignant tumor in an MRI scan), and from fraud detection 

in credit card transactions to crime detection in operating 

environments. This overview will cover several methods of 

detecting anomalies, as well as how to build a detector in 

Python using simple moving average (SMA) or low-pass 

filter.  

A. Real World Anomalies 

 Credit Card Fraud – An abnormally high buy made on a 

credit card 

 Cyber Intrusions – Computer virus spread over Internet 

B. What Are Anomalies? 

Before getting started, it is important to establish some border 

on the definition of an anomaly. Anomalies can be broadly 

categorized as: 

1) Point anomalies: A single instance of data is anomalous 

if it's too far off from the rest. Business use case: Expose 

credit card fraud based on "amount spent." 

2) Contextual anomalies: The anomaly is context specific. 

This type of anomaly is common in time-series data. 

Business use case: Spending $100 on food every day 

during the holiday season is normal, but may be odd 

otherwise 

3) Collective anomalies: A set of data instances generally 

helps in detecting anomalies. Business use case: 

Someone is trying to copy data form a remote engine to 

a local host unexpectedly, an anomaly that would be 

flagged as a potential cyber-attack. 

Anomaly detection is similar to — but not perfectly 

the same as — noise removal and novelty detection. Novelty 

detection is troubled with identifying an unobserved pattern 

in new observations not included in training data — like a 

sudden interest in a new channel on YouTube during 

Christmas, for instance. Noise removal (NR) is the process of 

inoculate analysis from the occurrence of nonessential 

observations; in other words, removing noise from an 

otherwise meaningful signal. 

C. What is anomaly detection? 

Anomalies or outliers come in three types. 

1) Point Anomalies. If an specific data detail can be treated 

as anomalous with respect to the rest of the data (e.g. 

purchase with large transaction value) 

2) Contextual Anomalies, If a data example is anomalous in 

a exact context, but not otherwise ( anomaly if occur at 

certain time or certain region. e.g. large spike at middle 

of night) 

3) Collective Anomalies. If a collection of relevant data 

instances is anomalous with respect to the entire data set, 

but not individual values. They have two variety, 

 Events in sudden order ( ordered. e.g. breaking 

rhythm in ECG) 

 Unexpected value sequences ( unordered. e.g. 

buying large number of expensive items) 

In the next area, we will discuss in detail how to 

handle the point and collective anomalies. Contextual 

anomalies are estimated by focusing on divisions of data (e.g. 

spatial area, graphs, sequences, customer segment) and 

handle collective anomaly methods within each segment 

independently. 

D. Importance of Anomaly Detection 

The aim of anomaly detection is to find cases that are unusual 

within data that is seemingly homogeneous. Anomaly 

detection is a main tool for detecting fraud, network intrusion, 

and other rare events that may have great sense but are hard 

to find. 

E. Popular techniques used to detect anomalies 

Several anomaly detection techniques have been proposed in 

literature. Some of the popular techniques are: 

 Density-based techniques (k-nearest neighbor, factor, 

and many more variations of this concept 

 Subspace and correlation-based outlier detection for 

high-dimensional data. 

 One class support vector machines. 

 Replicator neural networks. 

 Cluster analysis-based outlier detection. 

 Deviations from association rules and frequent item sets. 

1) Classification of Anomaly Detection 

 Supervised Anomaly Detection – Labels available for 

both normal data and anomalies – Similar to skewed 

(imbalanced) classification  

 Semi-supervised Anomaly Detection – Limited amount 

of labelled data – Combine supervised and unsupervised 

techniques  

 Unsupervised Anomaly Detection – No labels assumed 

– Based on the assumption that anomalies are very rare 

compared to normal data 

https://en.wikipedia.org/wiki/K-nearest_neighbor_algorithm
https://en.wikipedia.org/wiki/Support_vector_machines
https://en.wikipedia.org/wiki/Neural_network
https://en.wikipedia.org/wiki/Cluster_analysis
https://en.wikipedia.org/wiki/Association_rule_learning
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II. DIFFERENT ASPECTS OF AN ANOMALY DETECTION 

PROBLEM 

A. Nature of Input Data 

A key condition of any anomaly detection technique is the 

nature of the input data. Input is mostly a collection of data 

instances. Each data instance can be reported using a set of 

attributes. The attributes can be of various types such as 

binary, categorical, or continuous. Each data instance might 

consist of only one attribute (univariate) or different attributes 

(multivariate). 

B. Type of Anomaly 

A meaningful aspect of an anomaly detection technique is the 

nature of the desired anomaly. Anomalies can be classified 

into following three categories: 

1) Point Anomalies 

If a separate data instance can be considered as anomalous 

with tribute to the rest of data, then the instance is termed a 

point anomaly. This is the transparent type of anomaly and is 

the focus of superiority of research on anomaly detection. 

2) Contextual Anomalies 

If a data instance is anomalous in a unique context, but not 

otherwise, then it is describe a contextual anomaly (also 

referred to as conditional anomaly). The notion of a context 

is induced by the design in the data set and has to be stated as 

a part of the problem establishment. 

3) Collective Anomalies 

If a collection of relevant data instances is anomalous with 

tribute to the entire data set, it is termed a collective anomaly. 

The original data instances in a collective anomaly may not 

be anomalies by themselves, but their instance together as a 

collection is anomalous. 

C. Data Labels 

1) Supervised Anomaly Detection 

Techniques experienced in managed mode assume the 

availability of a coaching data set that has labeled example 

for normal as well as anomaly classes. A typical approach in 

such cases is to frame a predictive model for normal vs. 

anomaly classes. Any unseen data instance is compared 

against the model to resolve which class it belongs to. There 

are two large issues that arise in supervised anomaly 

detection. First, the anomalous instances are far fewer 

compared to the normal instances in the training data. 

2) Semi supervised Anomaly Detection 

Techniques that work in a semi supervised mode, assume that 

the coaching data has labeled instances only for the normal 

class. Since they do not require labels for the anomaly class, 

they are more extensively applicable than supervised 

techniques. 

3) Unsupervised Anomaly Detection 

Techniques that operate in unsupervised mode do not require 

trained data, and thus are most widely applicable. The 

techniques in this types make the implied assumption that 

normal instances are far more recurrent than anomalies in the 

test data. If this acceptance is not true then such techniques 

undergo from high false alarm rate. 

III. APPLICATIONS OF ANOMALY DETECTION 

A. Intrusion Detection 

Incursion detection refers to detection of malicious activity 

(break-ins, penetrations, and other forms of computer abuse) 

in a computer related system [Phoha 2002]. These malicious 

movements or interference are compelling from a computer 

security mindset. An intrusion is other from the normal 

performance of the system, and hence anomaly detection 

techniques are applicable in intrusion detection domain. 

B. Fraud Detection 

Fraud detection indicates to detection of illegal enterprises 

occurring in profitable organizations such as banks, credit 

card companies, insurance agencies, cell phone companies, 

stock market, and so on. The malicious users might be the 

substantial customers of the management or might be posing 

as customers (also known as identity theft). 

C. Medical and Public Health Anomaly Detection 

Anomaly detection in the medical and popular health 

domains typically works with patient documents. The data 

can have anomalies due to several reasons, such as abnormal 

patient situation, instrumentation errors, or recording errors. 

Several techniques have also focused on detecting illness 

outbreaks in a specific area .Thus the anomaly detection is a 

very severe problem in this domain and requires a high degree 

of accuracy. 

D. Industrial Damage Detection 

Industrial units suffer suffering due to continuous usage and 

normal wear and tear. Such damage needs to be detected early 

to prevent further acceleration and losses data in this domain 

is usually referred to as sensor data because it is reported 

using various sensors and collected for analysis. Anomaly 

detection methods have been extensively applied in this 

domain to detect such damage. Industrial damage detection 

can be more classified into two domains, one that deals with 

defects in mechanical components such as motors, engines, 

and so on, and the other that deals with defects in physical 

frameworks. The former domain is also assigned to as system 

health management. 

E. Related Problems 

1) Rare Class Mining  

The issue of analyzing rare events has been differently called 

deviation detection, outlier analysis, anomaly detection, 

exception mining, etc. We use the term rare class analysis, 

which generally refers to techniques for a number of troubles 

related to rare events. 

2) Chance discovery  

Chance discovery is to become aware of and to describe the 

understand of a chance, that is, a piece of knowledge about 

events or positions that is significant for decision making. 

Sometimes a chance is rare and its significance is 

unrecognized. 

3) Novelty Detection 

Novelty detection is the descriptions of new or unknown data 

that a machine studying system has not been trained with and 

was not already aware of, with the help of either analytical or 

machine learning based ways. Novelty detection is one of the 

significant requirements of a good analysis system. 
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4) Exception Mining 

Mining exception example to promote workflow exception 

approach. Abstract: The priority of exception handling within 

the context of plan management has been extensively 

recognized. ... Certified persons are responsible for deriving 

solutions to handle exceptions. 

5) Noise Removal 

Noise cutback is the process of eliminate noise from a signal. 

All recording devices, both analog and digital, have traits that 

make them affected to noise. Noise can be random or white 

noise with no integrity, or coherent noise introduced by the 

device's mechanism or preparing algorithms. 

F. Challenges in Detecting Anomalies 

 Specifying a representative normal locality is testing 

 The borderline between normal and outer behavior is 

often not particular 

 The explicit notion of an outlier is various for different 

application domains 

 Defined opportunity of labeled data for 

coaching/verification 

 Malicious competitor 

 Data might enclose noise 

 Normal behavior keeps expanding 
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