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Abstract— WSN is an essential factor for transferring of 

data in the network. Transmission of data between the users 

in the network is an important aspect of today, user of the 

network wants to share their information between other. 

While sending the data, packets may loss due to the 

throughput of the network it may loss the packets and the 

data were thieved by the attackers. Increasing the throughput 

backpressure algorithm was used to transferring the data 

without interrupt but secured level of data transaction is also 

an important aspect what everyone wants. For the secure 

data transmission embedding the secret information was 

used for sharing secret data, embedding process 

cryptography method plays a key role. And also trusted 

node was created for optimizing the data and transfers it in a 

secure way. 
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I. INTRODUCTION 

Wireless Sensor Networks have been used in challenging, 

hostile environments for various applications such as forest 

fire detection, battlefield surveillance, habitat monitoring, 

etc. sensing computation and communication is done by tiny 

piece of electronic device in wireless sensor network. One 

common assumption in traditional Wireless Sensor 

Networks is that a trusted third party, e.g., a sink, is always 

available to collect sensed data in a near-to-real-time 

fashion. Although many Wireless Sensor Networks operate 

in such a mode, there are Wireless Sensor Network 

applications that do not fit into the real time data collection 

model. For sending the packets it faces many problems. Like 

packets breakage, path mismatch, path dropping. They have 

significant issues that the networks face. For this issue, there 

have been significant efforts focused on translating and 

adapting the backpressure concept into a practical system 

for wireless networks. 

 
Fig. 1: WSN Network 

In essence, the backpressure algorithm coordinates 

transmissions and maximizes the amount of total data 

delivery by adapting scheduling and routing decisions based 

on each node’s per-flow queue backlogs and channel rates 

when applied to wireless networks. To this end, it presumes 

that all nodes obey the algorithm rules of information 

exchange, optimal link activation, and flow selection. 

However, in practice, a node may deliberately violate any 

rule to break the underlying premise assumed by the 

backpressure algorithm. Regardless of its selfish or 

malicious intent, there are two basic ways for an attacker to 

pursue: (i) it can falsify any information used in the 

backpressure algorithm; (ii) it can violate backpressure 

algorithm based protocols by offering no cooperation. With 

a narrow radio communication range, a sensor node 

wirelessly sends messages to a base station via a multihop 

path. However, the multihop routing of Wireless Sensor 

Networks often becomes the target of malicious attacks. An 

attacker may tamper nodes physically, create traffic 

collision with seemingly valid transmission, drop or 

misdirect messages in routes, or jam the communication 

channel by creating radio interference. The WSN is built of 

nodes from a few to several hundreds or even thousands, 

where each node is connected to one (or sometimes several) 

sensors. A critical complement to security mechanisms such 

as cryptographic methods, authentication and access control 

logics etc. These trust systems are widely applied to protect 

wireless sensor networks from being attacked by trust sensor 

node. Those nodes can bypass traditional security 

protections using their trust identities, but can be possibly 

captured by trust systems due to their poor reputation or past 

misbehavior. However, collecting enough past behaviors 

through business traffic to build are liable trust system for 

WSN is not a trivial task. A critical complement to security 

mechanisms trusts systems are widely applied to protect 

wireless sensor networks from being attacked by trust sensor 

node. Those nodes can bypass traditional security 

protections using their trust identities, but can be possibly 

captured by trust systems due to their poor reputation or past 

misbehavior. Building trust system is not easy task. The 

problems which are found while building these trust system 

are. First, sensor nodes may not be located in the 

communication range for base station or cluster head. 

Second, some sensor node may not be communicating with 

other nodes or it may be communicating with low 

frequency. Third, the information obtained from one sensor 

node cannot be used to build trust system for other sensor 

nodes. 

II. LITERATURE REVIEW 

Indhu Lekha, S.J., Kathiroli, R.: [5] “The multi-hop routing 

in wireless sensor networks (WSNs) offers little protection 

against identity deception through replaying routing 
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information. An adversary can exploit this defect to launch 

various harmful or even devastating attacks against the 

routing protocols, including sinkhole attacks, wormhole 

attacks and Sybil attacks. The situation is further aggravated 

by mobile and harsh network conditions. Traditional 

cryptographic techniques or efforts at developing trust-

aware routing protocols do not effectively address this 

severe problem. To secure the WSNs against adversaries 

misdirecting the multi-hop routing, we have designed and 

implemented TARF, a robust trust-aware routing framework 

for dynamic WSNs. Without tight time synchronization or 

known geographic information, TARF provides trustworthy 

and energy-efficient route Further, we have implemented a 

low-overhead TARF module in TinyOS; as demonstrated, 

this implementation can be incorporated into existing 

routing protocols with the least effort. Based on TARF, we 

also demonstrated a proof-of-concept mobile target 

detection application that functions well against an anti-

detection mechanism. 

C. Zhang, X. Zhu, Y. Song, and Y. Fang [6] “  

Wireless sensor networks (WSNs) use small nodes with 

constrained capabilities to sense, collect, and disseminate 

information in many types of applications. As sensor 

networks become wide-spread, security issues become a 

central concern, especially in mission-critical tasks. In this 

paper, we identify the threats and vulnerabilities to WSNs 

and summarize the defense methods based on the 

networking protocol layer analysis first. Then we give a 

holistic overview of security issues. These issues are divided 

into seven categories: cryptography, key management, 

attack detections and preventions, secure routing, secure 

location security, secure data fusion, and other security 

issues. Along the way we analyze the advantages and 

disadvantages of current secure schemes in each category. In 

addition, we also summarize the techniques and methods 

used in these categories, and point out the open research 

issues and directions in each area. 

S. Jain and J. Baras [7] “ Wireless sensor networks 

(WSN) are typically deployed in an unattended 

environment, where the legitimate users can login to the 

network and access data as and when demanded. 

Consequently, user authentication is a primary concern in 

this resource-constrained environment before accessing data 

from the sensor/gateway nodes. In this letter, we present a 

two-factor user authentication protocol for WSN, which 

provides strong authentication, session key establishment, 

and achieves efficiency. 

Yi Ren et al,  [8], “With sensor networks on the 

verge of deployment, security issues pertaining to the sensor 

networks are in the limelight. Though the security in sensor 

networks share many characteristics with wireless ad hoc 

networks, the two fields are rapidly diverging due to the 

fundamental differences between the make-up and goals of 

the two types of networks. Perhaps the greatest dividing 

difference is the energy and computational abilities. Sensor 

nodes are typically smaller, less powerful, and more prone 

to failure than nodes in an ad hoc network. These 

differences indicate that protocols that are valid in the 

context of ad-hoc networks may not be directly applicable 

for sensor networks. In this paper, we survey the state of art 

in securing wireless sensor networks. We review several 

protocols that provide security in sensor networks, with an 

emphasis on authentication, key management and 

distribution, secure routing, and methods for intrusion 

detection. 

III. PROBLEM DEFINITION 

These trust systems are widely applied to protect wireless 

sensor networks from being attacked by trust sensor node. 

Those nodes can bypass traditional security protections 

using their trust identities, but can be possibly captured by 

trust systems due to their poor reputation or past 

misbehavior. However, collecting enough past behaviors 

through business traffic to build are liable trust system for 

WSN is not a trivial task. A critical complement to security 

mechanisms trusts systems are widely applied to protect 

wireless sensor networks from being attacked by trust sensor 

node. Those nodes can bypass traditional security 

protections using their trust identities, but can be possibly 

captured by trust systems due to their poor reputation or past 

misbehavior. Building trust system is not easy task. The 

problems which are found while building these trust system 

are.  

 Sensor nodes may not be located in the communication 

range for base station or cluster head.  

 Some sensor node may not be communicating with 

other nodes or it may be communicating with low 

frequency. 

 Information obtained from one sensor node cannot be 

used to build trust system for other sensor nodes. 

IV. PROPOSED SYSTEM 

The backpressure algorithm is known to provide throughput 

optimality in routing and scheduling decisions for multi-hop 

networks with dynamic traffic. The essential assumption in 

the backpressure algorithm is that all nodes are benign and 

obey the algorithm rules governing the information 

exchange and underlying optimization needs. Nonetheless, 

such an assumption does not always hold in realistic 

scenarios, especially in the presence of security attacks with 

intent to disrupt network operations. In this paper, we 

propose a novel mechanism, called distributed cluster-based 

back-pressure routing algorithm, to protect backpressure 

based routing and scheduling protocols against various 

insider threats. Our objective is not to design yet another 

trust-based routing to heuristically bargain security and 

performance, but to develop a generic solution with strong 

guarantees of attack resilience and throughput performance 

in the backpressure algorithm. To this end, we quantify a 

node’s algorithm-compliance behavior over time and 

construct a virtual trust queue that maintains deviations of a 

give node from expected algorithm outcomes. We show that 

by jointly stabilizing the virtual trust queue and the real 

packet queue, the backpressure algorithm not only achieves 

resilience, but also sustains the throughput performance 

under an extensive set of security attacks. Our proposed 

solution clears a major barrier for practical deployment of 

backpressure algorithm for secure wireless applications. 
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A. Increase throughput with backpressure 

The backpressure algorithm is an optimal routing and 

scheduling policy that stabilizes packet queues with 

capability to achieve the maximum throughput. The 

backpressure algorithm dynamically selects the set of links 

to activate and flows to transmit on these links depending on 

queue backlogs and channel rates. In the following, we 

consider its application to a time-slotted wireless network. 

 
Fig. 2: Backpressure algorithm flow 

In nodes A, B, C, and D form a three hop wireless 

network with two flows. Each node has the same 

transmission rate and cannot transmit and receive at the 

same time slot. At a given time slot, the backlog of each 

node for each flow is illustrated in Fig. 2. The backpressure 

algorithm works as follows. First, compute the maximum 

differential queue backlog between each node pair as a link 

weight. The backpressure algorithm in (1) is the optimal 

solution that requires centralized coordination. In practice, a 

centralized controller will collect information from all nodes 

then make the scheduling decision. There also exist low-

complexity, distributed solutions with performance close to 

the optimal solution. 

B. Behavior of Attackers 

We assume that attackers can neither modify information 

(e.g., queue backlog) inside other nodes nor change the 

wireless channel characteristics. We consider a different 

scenario, where attackers can arbitrarily manipulate queue 

backlogs and channel state information. We consider insider 

attackers that are nodes also involved in the routing and 

scheduling decisions in the network.  

C. Addressing the attackers behavior  

We first address information-falsification attacks. Such 

attacks can have at least one of two intents: (i) selfish 

behavior: if the attacker is selfish, it is interested in its own 

performance gain without care for others in the network; (ii) 

malicious behavior: if the attacker is malicious, it aims to 

degrade the throughput of others in the network as much as 

possible. An attacker can launch either information-

falsification or protocol-violation attacks, or both. To clearly 

present our solution, we first handle information-

falsification attacks. In particular, we discuss how a node 

can observe information-falsification attacks, and then we 

design our solution to secure the backpressure algorithm. 

Finally, we extend our solution to trust node creation 

mechanism to solve the security issues.  

D. Trust node for security 

A trust-based routing approach was designed to help the 

backpressure algorithm defend against attacks in wireless 

sensor networks. The focus was on heuristically balancing 

trust and throughput components in implementation, but not 

on providing security guarantee of attack resilience. as a 

generic solution to secure the backpressure algorithm, offers 

guaranteed attack resilience as well as sustains the 

throughput performance for the backpressure algorithm. It is 

a secure solution for practical implementation of dynamic 

scheduling and routing in wireless networks. to limit the 

damage of an attacker while at the same time sustain the 

throughput performance. We call it virtual because the 

queue only stores a single trust value. In particular, node i 

maintains a virtual trust queue for node j and enqueues the 

deviation in arrival Di,j(t) with constant service rate δ > ǫ > 

0. 

V. EXPERIMENTAL RESULT 

In this section, we conduct an extensive simulation study to 

evaluate the performance of the designed secure 

backpressure algorithm with virtual trust queues. We set up 

a wireless network with 50 nodes with transmission range 

100m uniformly distributed over a 200m-by-200m area. 

Each node is half-duplex thus cannot transmit and receive at 

the same time. We adopt the protocol interference model; 

i.e., if two nodes are within each other’s transmission range, 

their link rate is set to be 100 packets/s; otherwise, the rate is 

0. In addition, if a node is receiving from a neighbor at a 

time slot, none of its other neighbors will be scheduled to 

transmit. There are in total 10 end-to-end flows with 

randomly selected source-destination pairs in the network. 

 
Fig. 3: Node initialization 

This information might be conveyed over a wired 

or remote connection, or may go through a specific system 

customer. 

 
Fig. 4: Packet Transmission 

In fig 4 Packet delivery ratio is calculated by ratio 

of packet received by the destination nodes to those 

generated by the source nodes. Hence the node density 

increases, the packet delivery ratio of dynamic path 

selection 
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Fig. 5: Packet rate transmission 

Here using different kinds of xgraphs, it shows the 

accurate results of the simulation. Here explaining about 

different graphs which are used in this paper. Throughput 

means average rate of accomplished message convey over a 

correspondence channel. This information might be 

conveyed over a wired or remote connection, or may go 

through a specific system customer. The throughput is for 

the most part measured in bits consistently (bit/s or bps). 

Throughput is measure of information got by the collector. 

 
Fig. 6: Throughput Rate 

Sum is calculated by sending and receiving packet 

at the instance. In the notable time how many processes of 

segments of information it can be measured is calculated.  

 
Fig. 7: Cluster formation 

The throughput is calculated with respect to time. 

To improve throughput, rotate the role of cluster head 

among various nodes based on energy levels. This graph 

shows the throughput with respect time using the energy. As 

the packet transmission, initialized from 1 to 25 sec the hello 

packet as to send. 

 
Fig. 8: Attacker node 

Initially when packet of data transmission is pretty 

high hence loss of which is gradually increasing. Then after 

this the packet of data losses increases accordingly. 

 
Fig. 9: Energy consumption 

 
Fig. 10: Malicious detection 

VI. CONCLUSION  

Network plays an important role for transferring the data or 

information from one party to another. Transferring the data 

faces the packet loss and security problem, while 

transferring the data may leak or loss due to the third party 

of the attackers in the network. By increasing the throughput 

packet loss may avoided and user can send the data without 

loss of packets, after sending the data from sender to 

receiver they may face a security issues like attackers may 

catch the data for this issues here we proposed a key 

attribute based cryptography method for secret data 

transmission. 
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