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Abstract— A color image can be compressed and encrypt 

using scan pattern. The methodology used here is a 

combination of different scan pattern which is used on the 

binary images derived from each component image of a color 

image. The color image is first split into three component 

images (red, green, and blue). After that each component 

image is further split into its corresponding bit planes. As bit 

plane image is a binary image, the algorithm is applied on 

each bit plane. And then all the bit plan is combined together 

to get the compressed and encrypted image. The compression 

scheme used here is run length coding. At first the bit plane 

is rearranged using a set of can pattern, which forms the 

encrypted image. The combination of scanpaths is kept secret 

and it is used as the key for encryption. After encryption is 

done, run length coding is applied on the encrypted image to 

compress them.  Each bit plane is operated like the same and 

then combined to attain the final output. The aim of the work 

is to find a good combination of scan path, which can 

represent the image using least number of bits. 
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I. INTRODUCTION 

An image is a two dimensional signal processed by human 

visual system [14]. It can be of both analog and digital form 

depending on the image acquisition and processing 

technique. An analog image consists of a signal which 

changes it value in both X and Y coordinates with respect to 

the time. On the other hand a digital image is nothing but a 2 

–D array of pixel arranged in x-y coordinate plan. Pixel is the 

unit element of a digital image of some definite value.  

Image compression[5] is the process of reducing the 

redundant data and thus amount of information needed to 

represent a digital image. It is a process that supposed to 

achieve a compressed representation of associate degree 

image, thus reducing the information storage or transmission 

requirements[15]. Depending on the loss of information 

during the processing, image compression is further classified 

into two categories-  

 Lossless image compression 

 Lossy image compression 

In lossless image compression the size of the image 

is reduced without losing any information of the original data. 

On the other hand, lossy image compression is done in a way 

that the reduced size of the image is achieved with a cost of 

some information loss of the original data.  

Cryptography is a process of storing and 

transmitting data in a form that only intended person can read 

and process it. It is a science of protecting information by 

encoding it into an unreadable format. There are two phases 

in any cryptography algorithm, namely, encryption and 

decryption. An encryption is the process of converting a data 

into some unreadable format using some specific set of 

functions or rules. Decryption on the other hand is the process 

of reconstructing the data from the unreadable format. Both 

the process requires one or more special input to convert it 

from one form to another, that input is known as key. Based 

on the application of the key cryptography is classified into 

two broad categories-  

 Symmetric key cryptography 

 Asymmetric key cryptography. 

In case of symmetric key cryptography, both the 

encryption and decryption is done using the same key. And 

in case of asymmetric key cryptography there are different 

keys to encrypt and decrypt an image respectively. 
The propose work is to perform an operation on 

color image to compress and encrypt the image in order to 

achieve better compression ratio and security to the image. 

Although there are numbers of existing algorithm which 

performs compression or encryption, but no algorithm is there 

to perform both compression and encryption to a digital color 

image. This research work presents an algorithm which 

compresses and encrypts a color image using scan patterns. A 

scan pattern is the specified arrangement through which a 

system will rearrange the image pixels. In this research thesis 

the algorithm is based on symmetric key cryptography. The 

key for the algorithm is the scanpath that is being used for 

encryption and compression of the image. 

II. PROPOSED WORK 

The proposed work in this report is based on the scan paths 

proposed by S.S.Maniccam and N.G.Bourbakis[1]. A 

scanpath is the order to scan a 2-D array in a way, such that 

each and every element is access only and exactly once. There 

are all together 15 different scanpaths defined. Each of which 

again has eight different orientations.  All of them will be 

discussed in detail. Here in this report the terms scan pattern 

scanpath and scanning are used interchangeably. Now as 

stated earlier, each element is processed exactly once, that 

means, an (NxN) array will have (NxN)! possible scan 

combinations. For example, a (4x4) array can be scanned in 

(4x4)! or 20922789888000 different ways. Here in figure1 

two different scanning has been shown on a 4x4 array among 

which one is widely used raster scanning. 

 
Fig. 1: (a) An 4x4 array, (b) Raster scanning, (c) Another 

scanning. 

Use of scan patterns for the purpose of image 

compression [11], [9] and image encryption[3], [4], [12] 

separately has been done earlier. Both compression and 
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encryption using scanning was proposed by N.G.Bourbakis 

in ref. [1], But no specific algorithm was given. Later in 

ref.[2] both the development and implementation of scan 

pattern for lossless image compression and encryption 

process was explained by S.S.Maniccam and N.G.Bourbakis. 

A compact algorithm for simultaneous image compression 

and encryption using scan pattern has been also proposed by 

S.Jha[16]. But the proposed work is limited for grayscale 

images only. The algorithm of compression and encryption 

specific scanning applied on binary images. The bits along 

the scan path and the bit sequence to specify the scan pattern 

together forms the encrypted and compressed image. 

Although simple SCAN and extended SCAN are compact, 

but in case of non-homogeneous sub regions these cannot 

provide non-homogeneous scan paths efficiently. But 

generalized scan pattern cannot store image sub regions 

without compression and also it requires large bit sequence to 

represent. 

The compression and encryption specific scan uses 

four basic scan patterns, namely  

 Raster scan C. 

 Continuous diagonal D. 

 Continuous orthogonal O.  

 Spiral S. 

Each scan patterns has eight transformations starting 

from 0 to 7. The transformations 1,3,5,7 are exactly reverse 

transformations of 0,2,4,6 respectively. As compression 

requires less number of bits for long continuous segments of 

0s and 1s, the patterns are also continuous in nature. 

As discussed earlier, different sub regions of an 

image requires different scan patterns to compress it 

efficiently, for that reason, compression and encryption 

specific scan allows an image to be divide into four sub 

regions recursively and every sub regions are scanned 

individually to achieve optimum compression. When an 

image is partitioned, the order in which sub regions are to be 

scanned is defined by a partition pattern. There are three 

partition patterns such as - (a)Letter B 

 Letter X 

 Letter Z 

All these patterns also have eight transformations 

starting from 0 to 7. And like the basic scan patterns 

transformations 1,3,5,7 are reverse transformation of 0,2,4,6. 

 
Fig. 2: partition pattern and its transformations 

 

 
Fig. 3: Basic scan pattern for compression and encryption 

specific scan 

A compression and encryption specific scan 

algorithm has five components. They are: 

 Image size, 

 The scan pattern that is used for compression 

 Segments of 0s and 1s. 

  First bit of scan pattern, 

 Bit stream along the scan pattern. 

Each component is encoded as a one dimensional 

array bit stream. Then the encoded bits are arranged in 

specified order as shown in figure.4. 

 
Fig. 4: Components of compressed image 

After the compression, the image is encrypted by 

rearranging the output of the run length coding. The 

arrangement is done by a set of scan pattern that are kept 

secret, and this set of scan pattern is the encryption key. On 

the other hand, the compressed and encrypted image is 

decrypted by reversing this arrangement of the bits, using the 

same set of scan patterns that is used for encoding. After the 

decryption, decompression is performed to get back the 

original image. 

III. OPERATION 

For testing I have taken two different images. One is 

‘Lena.tif’ and the second is ‘onion.png’. The test images are 

chosen in such a way they can serve the purpose of through 

analysis of the algorithm. ‘Lena.tif’ is a 512x512x3 image 

and has homogeneous regions and gradual change of shades 

and intensities of different color components. ‘Onion.png’ on 

the other hand is a 135x198x3 image, which is an in-built 

color image in MATLAB. This image has more 

heterogeneous regions as compare to the previous image and 

the different color components are more prominent. More 

over the images taken for testing the algorithm are of different 

formats i.e., one is tagged image file (.tif) format and other is 

portable network graphics (.png) format So, the compatibility 

of the algorithm is also testified for different kind of image 

formats.  

A. Operation 1: Splitting of RGB Component 

A color image is consists of three primary colors red, green 

and blue. So any system which displays a color image 

actually combines these three primary colors in different 

ratios to form any colors. The first operation that is performed 

on the image is to split the image into three different color 
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component images. After that the encryption and 

compression is done on each component image. After 

encryption and compression on three component images 

separately, the outputs again combined to form the final 

encrypted and compressed image. 

B. Operation 2: Encryption and Compression of Each 

Component Image 

When the image is split into three color components, bit plane 

slicing is done[10]. Bit plane slicing is a method of dividing 

the image into n number of images where n depends on the 

depth of image i.e. the number of intensity level associated 

with the image. For example, the sample image ‘lena.tif’ has 

a bit depth of 24. That means for each color component matrix 

it has a bit depth of 8 which signifies that the value of each 

pixels can vary from 0 to 255 and represented by 8 bits. The 

right most bit in the bit sequence to represent the value of a 

pixel is known as most significant bit (MSB). It carries 

maximum information of the image. The left most bit in the 

sequence is known as least significant bit (LSB), it carries 

least information about the image. Bit plane slicing is the 

method of arranging the bits of same order into one matrix, 

i.e. the MSB bits arranged together to form the MSB bit plane, 

the LSB bits arranged together to form the LSB bit plane and 

so on. So it is basically a binary image derived from the 

component image. 

C. Operation 3: Scan Pattern Initialization 

Out of 15 scan patterns, 4 are used in this algorithm with eight 

transformations each. So all together there are 32 scan 

patterns to encrypt and compress the image. The algorithm 

performs a random combination of these patterns to provide 

a scan path which can achieve a specified compression ratio 

for an image. If the compression ratio of the output image is 

above the threshold compression ratio, the scan pattern is 

taken, otherwise it again forms another combination of scan 

patterns and compares it with the threshold value. This 

process goes on until the output of the compression has a 

higher compression ratio with respect to the threshold value. 

The threshold compression ratio for images of different size 

is given in table 1. The values are predetermined empirically 

by experiments [1]. In this algorithm the image sub region 

size is taken as 8x8. So the threshold value compression ratio 

for the algorithm is 1.2. 

Image region size Threshold values 

8x8 1.2 

16x16 5 

32x32 10 

64x64 20 

128x128 30 

56x256 50 

512x512 100 

Table 1: Region sizes and threshold values 

D. Operation 4: Compression 

After the scan path is decided, the next part is to perform 

compression to the bit sequence along the scan pattern. Point 

to be noted that the entire bit plane is converted into an array 

of bit stream after the scanning. To perform compression, 

conventional run length coding is applied to it Here the 

purpose of run length coding is to encode the binary bit 

sequence along the scan path. The output of the run length 

coding is a matrix of two rows. The first row contains 0 or 1 

and the second row is for the counter which contains length 

of the corresponding repetitions. 

E. Operation 5: Encryption 

Encryption in this algorithm is done twice to reach a higher 

order of security and to achieve a higher compression also. 

The first encryption is done by keeping the scan pattern for 

compression, secret. This scan pattern is the first key of the 

encryption and after the compression another scan pattern is 

applied to rearrange the bit sequence again and this scan 

pattern also kept secret. This scan path is applied after 

merging all the compressed bit planes. The second scan 

pattern another key for encryption. The receiver should have 

the knowledge of both the keys to decrypt and decompress 

the received image. As encryption and decryption is done by 

the same set of keys, the encryption is known as symmetric 

key encryption. Below the basic block diagram of the 

algorithm is shown. 

 
Fig. 5: Block diagram of color image compression and 

encryption using scan pattern 

 
Fig. 6: Compression and encryption 
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F. Operation 6: Decompression 

After separating the color component and bit plane of the 

received image, run length decoding is applied. In run length 

decoding, the values of the repeating segments are decoded 

to obtain the bit stream of 0s and 1s. It is the bit sequence of 

bit plane but still encrypted. 

G. Operation 6: Decryption 

Once run length decoding is performed on each bit plane, the 

output bit stream is put back to the matrix form of its original 

size. Then the scan pattern used prior to the image 

compression is again applied on the output image to rearrange 

the bits in correct order. This is done on each bit plane and 

then all bit planes are merged together to form the color 

component (red/green/blue) image. Then in the final step all 

these color component images are put together to form the 

retrieved RGB color image. 

 
Fig. 7: Decompression and Decryption 

IV. RESULT AND DISCUSSION 

The algorithm is applied on two different color images. The 

images are of different format and the color distributions are 

also of different in nature, one has more homogeneous 

regions (lena.tif) as compared to another (onion.png). 

At first the images are split into its corresponding 

red, green and blue components. The results are shown 

below. 

 

 
Fig. 8: Red, Green and blue component for image ‘Lena.tif’ 

 

 
Fig. 9: Red, Green and blue component for image 

‘Onion.png’ 

After the separation of color components, the 

compression and encryption algorithm is applied to each 

component image. The output for lena.tif color component 

image is shown below – 

 

 
Fig. 10: Red component image and its compressed & 

encrypted image 

 

 
Fig. 11: Green component image and its compressed & 

encrypted image 

 

 
Fig. 12: Blue component image and its compressed & 

encrypted image 
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Fig. 13: compressed & encrypted image, retrieved image for 

Lena.tif 

 
Fig. 14: Red component image and its compressed & 

encrypted image 

 
Fig. 15: Green component image and its compressed & 

encrypted image 

 
Fig. 16: Blue component image and its compressed & 

encrypted image 

 
Fig. 17: compressed & encrypted image, retrieved image for 

‘onion.png’ 

The results and corresponding compression ratios 

are shown in table 1. 

Name 

of the 

image 

Image 

format 

Original 

Size 

(in 

bytes) 

Compressed 

and 

encrypted 

image size 

(in bytes) 

Compression 

ratio 

Lena TIFF 786432 298248 2.6368 

Onion PNG 80190 59760 1.3419 

Table 1: results and corresponding compression ratios 

Details of each component image and its 

corresponding compression ratio is provided below in table 2 

and table 3. 

 
Original 

size 

Compressed 

and encrypted 

size 

Compression 

ratio 

Red 

component 
512x512 2x63680 2.0583 

Green 

component 
512x512 2x50688 2.5859 

Blue 

component 
512x512 2x38976 3.3628 

Table 2: output component images and compression ratio of 

‘Lena.tif’ 

 
Original 

size 

Compressed 

and encrypted 

size 

Compression 

ratio 

Red 

component 
135x198 2X9315 1.4348 

Green 

component 
135x198 2x8343 1.5993 

Blue 

component 
135x198 2x7470 1.7894 

Table 3: output component images and compression ratio of 

‘Onion.png’ 

V. CONCLUSION 

After testing the algorithm on several images, the results that 

are obtained showcases some of the pros and cons of the 

algorithm. 

A. Pros 

The first and foremost advantage of this algorithm is that, it 

performs compression and encryption simultaneously. So 

there is no need to go through separate algorithm to perform 

compression and encryption of a single image. 
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Second advantage is that it gives better compression 

ratio for lossless compression scheme than the existing 

compression algorithms. It is shown in chapter 4 that for a 

same test image the compression ratio achieved by this 

algorithm is higher than the other compression scheme. 

The compression done here is lossless in nature. But 

lossy compression can also be done using the same algorithm. 

As we know that the LSB(Least significant bit) has the least 

information about the an image, while using this algorithm 

we can achieve a great amount of compression by discarding 

the LSB plane. This will cost a minimum information loss and 

compression ratio will be much better. 

The algorithm is flexible and changes its scan 

pattern according to the characteristic of the image sub 

region. For example if the sub region is homogeneous in 

nature then the compression achieved is much higher than the 

threshold compression ratio, and if it is a heterogeneous 

region then the scan pattern will keep on changing until it 

reaches the defined threshold compression ratio. 

B. Cons 

The drawback of this algorithm is that the scan pattern does 

not ensure optimum compression. If there is a compression 

result less than the specified compression ratio, another 

combination of scanpaths will be applied on the image and 

the process will keep going till it achieves at least the 

threshold compression ratio. So, may be there can be a better 

compression ratio for another set of scan pattern, but once 

threshold is achieved then the process will stop. So it does not 

ensure maximum compression. 

Secondly, the algorithm is applicable in binary bit 

planes of an image. So for a color image of bit depth 8 will 

have 24 binary bit planes. So the algorithm runs 24 times and 

then the output is combined to give the final result. For this 

reason this algorithm takes more time to compress and 

encrypt a given image. Sometimes run length coding gives 

adverse effect for heterogeneous regions, where instead of 

compressing the image the output requires more bits to 

represent the region, in such cases, determination of scan 

pattern combination takes more time through random 

combinations of scan paths which leads to significant delay 

performing the compression and encryption. 
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