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Abstract— Fraudulent behaviour in Google Play, the 

foremost widespread golem app market, fuel search rank 

abuse and malware proliferation. To identify malware, 

previous work has targeted on app practicable and permission 

analysis [1]. Throughout this paper, we have a tendency to 

tend to introduce FairPlay, a novel system that discovers and 

leverages traces left behind by fraudsters, to find every 

malware and apps subjected to go looking rank fraud [1]. 

FairPlay correlates review activities and unambiguously 

combines detected review relations with linguistic and 

activity signals gleaned from Google Play app information 

(87K apps, 2.9M reviews, and 2.4M reviewers, collected over 

0.5 a year), thus on determine suspicious apps. FairPlay 

achieves over ninety fifth accuracy in classifying gold 

traditional datasets of malware, dishonest and Bonafide apps 

[2]. 
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I. INTRODUCTION 

The business success of golem app markets like Google Play 

and also the incentive model they provide to popular apps, 

build those appealing targets for dishonest and malicious 

behaviours. Some dishonest developers deceptively boost the 

search rank and recognition of their apps (e.g., through 

pretend reviews and bastard installation counts), whereas 

malicious developers use app markets as a launch pad for his 

or her malware [3]. The motivation for such behaviours is 

impact: app popularity surges translate into financial benefits 

and expedited malware proliferation. Fraudulent developers 

frequently exploit crowd sourcing sites (e.g., Freelancer, 

Fiverr , Best App Promotion) to hire teams of willing workers 

to commit fraud collectively, emulating realistic, spontaneous 

activities from unrelated people (i.e., “crowdturfing”),. We 

call this behavior “search rank fraud”. In addition, the efforts 

of Android markets to identify and remove malware are not 

always successful. For instance, Google Play uses the 

Bouncer system to remove malware. However, out of the 7, 

756 Google Play apps weanalyzed using VirusTotal, 12% 

(948) were flagged by at least one anti-virus tool and 2% 

(150) were identified as malware by at least 10 tools. Previous 

mobile malware detection work has focused on dynamic 

analysis of app executables as well as static analysis of code 

and permissions [4]. However, recent Android malware 

analysis revealed that malware evolves quickly to bypass 

anti-virus tools .Graph based approaches have been proposed 

to tackle opinion spam. Ye and Akoglu quantify the chance 

of a product to be a spam campaign target, then cluster 

spammers on a 2-hop subgraph induced by the products with 

the highest chance values. Akogluetal. Frame fraud detection 

as a signed network classification problem and classify users 

and products that form a bipartite network using a 

propagation-based algorithm. FairPlay’s relational approach 

differs as it identifies apps reviewed in a contiguous time 

interval, by groups of users with a history of reviewing apps 

in common. FairPlay combines the results of this approach 

with behavioural and linguistic clues, extracted from 

longitudinal app data, to detect both search rank fraud and 

malware apps.  

This system emphasize that search rank fraud goes 

beyond opinion spam, as it implies fabricating not only 

reviews, but also user app install events and ratings. We have 

a tendency to build this work on the observation that 

dishonest and malicious behaviours leave behind tell-tale 

signs on app markets. We have a tendency to uncover these 

nefarious acts by choosing out such trails. for example, the 

high value of fixing valid Google Play accounts forces 

fraudsters to use their accounts across review writing jobs, 

making them doubtless to review additional apps in common 

than regular users. Resource constraints will compel 

fraudsters to post reviews at intervals short time intervals. 

Legitimate user affected by malware could report unpleasant 

experiences in their reviews. Will increase within the variety 

of requested permissions from one version to subsequent, that 

we'll call “permission ramps”, could indicate benign to 

malware (Jekyll-Hyde) transition. 

II. LITERATURE SURVEY 

Paper Parameter Paper [1] 

Algorithm Dynamic Blacking Algorithm 

Advantage Effective means of isolating the malware and alerting the users of a downloaded malware. 

Disadvantage In same case our system is less efficient 

Conclusion 
In this paper they have proposed a new framework to obtain and analyze smartphone application 

activity. 

Paper Parameter Paper [2] 

Algorithm Greedy algorithm 

Advantage Detecting continuous attacks (e.g., DoS, worm infection) 

Disadvantage Hard to maintain larger malware app data set 

Conclusion 

In this paper they presented a malware detection framework for Android which employs Machine 

Learning and tested various feature selection methods and classification/anomaly detection 

algorithms. The detection approach and algorithms are light-weight and run on the device itself. 

Paper Parameter Paper [3] 
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Algorithm Android app analysis 

Advantage Demonstrate effectiveness and accuracy 

Disadvantage Time consuming 

Conclusion 
They present a proactive scheme to scalable and accurately sift through a large number of apps in 

existing Android markets to spot zero-day malware. 

Paper Parameter Paper [4] 

Algorithm Naive Bayes 

Advantage Improve risk communication for Android apps, 

Disadvantage Efficiency of our system is less 

Conclusion 
They introduce the notion of risk scoring and risk ranking for Android apps, to improve risk 

communication for Android apps, and identify three desiderata for an effective risk scoring scheme. 

Paper Parameter Paper [5] 

Algorithm Inherently diverse machine learning algorithms 

Advantage Provides a complementary tool 

Disadvantage Hard to handle app 

Conclusion 
A parallel classification approach to Android malware detection using inherently diverse machine 

learning algorithms was investigated 

Paper Parameter Paper [6] 

Algorithm Android app analysis 

Advantage Demonstrate effectiveness and accuracy 

Disadvantage 
Android’s current permission warning approach has been very ineffective in curbing malicious 

application 

Conclusion They have proposed the notion of using effective signals to improve Android security, 

Paper Parameter Paper [7] 

Algorithm Greedy algorithm 

Advantage Systematic characterization of existing Android malware 

Disadvantage Unable to catch newly release malware 

Conclusion They focus on the Android platform and aim to systematize or characterize existing Android malware. 

Paper Parameter Paper [8] 

Algorithm Weisfeiler-Lehman relabelling 

Advantage these system extracts a maximum number of features 

Disadvantage Require higher computing power 

Conclusion 
This system extracts a number of features and trains a One-Class Support Vector Machine in an 

offline (off-device) manner 

Paper Parameter Paper [9] 

Algorithm Naive Bayes 

Advantage The high detection rate 

Disadvantage Time consuming 

Conclusion Improve the detection ratio that do not require to execute the sample. 

Paper Parameter Paper [10] 

Algorithm Fraud Eagle 

Advantage 
It consists of two complementary steps; 

scoring users and reviews for fraud detection, and grouping for visualization and sense making 

Disadvantage Litlelazzy start because of heavy dataset 

Conclusion 
They propose a novel framework called Fraud Eagle that exploits the network effects to automatically 

detect fraudulent users and fake reviews in online review network. 

Table 1: Literature Survey

A. Paper (1): Crowdroid: Behavior-Based Malware 

Detection System for Android (2011) 

In paper [1] they capitalize on earlier approaches for dynamic 

analysis of application behavior as a means for detecting 

malware in the Android platform.  The detector is embedded 

in an overall framework for collection of traces from an 

unlimited number of real users based on crowdsourcing. This 

framework has been demonstrated by analyzing the data 

collected in the central server using two types of data sets: 

those from artificial malware created for test purposes, and 

those from real malware found in the wild. 

B. Paper (2): “Andromaly”: a behavioral malware 

detection framework for android devices (2012) 

In paper[2] developed four malicious applications,  and  

evaluated  Andromaly  ability  to  detect  new  malware  based  

on samples of known malware. They evaluated several 

combinations of anomaly detection algorithms, feature 

selection method and the number of top features in order to 

find the combination that yields the best performance in 

detecting new malware on Android. Empirical results suggest 

that the proposed framework is effective in detecting malware 

on mobile devices in general and on Android in particular. 
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C. Paper (3): RiskRanker: Scalable and Accurate Zero-day 

Android Malware Detection Twitter (2012) 

In paper [3], they propose a proactive scheme to spot zero-

day Android malware. Without relying on malware samples 

and their signatures, this scheme is motivated to assess 

potential security risks posed by these untrusted apps. 

Specifically, they have developed an automated system called 

Risk Ranker to scalable analyse whether a particular app 

exhibits dangerous behavior (e.g. launching a root exploit or 

sending background SMS messages. 

D. Paper (4): Using Probabilistic Generative Models for 

Ranking Risks of Android Apps (2012) 

In paper [4] they study how to conduct effective risk 

communication for mobile devices. They focus on the 

Android platform. The Android platform has emerged as one 

of the fastest growing operating systems.  In June 2012, 

Google announced that 400 million Android devices have 

been activated, with 1 million devices being activated daily. 

An increasing number of apps are available for Android.  The 

Google Play (formerly known as Android Market) crossed 

more than 15 billion downloads in May of 2012, and was 

adding about 1 billion downloads per month from Dec 2011 

to May 2012.  Such a wide user base coupled with ease of 

developing and sharing applications makes Android an 

attractive target for malicious application developers that 

seek personal gain while costing users’ money and invading 

users’ privacy.  Examples of malware activities performed by 

malicious apps include stealing users’ private data and 

sending SMS messages to premium rate numbers. 

E. Paper (5): Android Malware Detection Using Parallel 

Machine Learning Classifiers (2014) 

This  paper[5]  proposes  and  investigates  a  parallel  machine 

learning based classification  approach  for early detection of 

Android malware. Using real malware samples and benign 

applications, a composite classification model is developed 

from parallel combination of heterogeneous classifiers. The 

empirical evaluation of the model under different 

combination schemes demonstrates its efficacy and potential 

to improve detection accuracy. More importantly, by utilizing 

several classifiers with diverse characteristics, their strengths 

can be harnessed not only for enhanced Android malware 

detection but also quicker white box analysis by means of the 

more interpretable constituent classifiers. 

F. Paper (6): Android Permissions: A Perspective 

Combining Risks and Benefits (2012) 

In  paper[6], they investigate the feasibility of using both the 

permissions an app requests, the category of the app, and 

what permissions are requested by other apps in the same 

category to better inform users whether the risks of installing 

an app is commensurate with its expected benefit. Existing 

approaches consider only the risks of the permissions 

requested by an app and ignore both the benefits and what 

permissions are requested by other apps, thus having a limited 

effect. 

G. Paper (7): Dissecting Android Malware: 

Characterization and Evolution (2012) 

In paper [7], they focus on the Android platform and aim to 

systematize or characterize existing Android malware. 

Particularly, with more than one year effort, they have 

managed to collect more than 1,200 malware samples that 

cover the majority of existing Android malware families, 

ranging from their debut in August 2010 to recent ones in 

October 2011. In addition, they systematically characterize 

them from various aspects, including their installation 

methods, activation mechanisms as well as the nature of 

carried malicious payloads. The characterization and a 

subsequent evolution-based study of representative families 

reveal that they are evolving rapidly to circumvent the 

detection from existing mobile anti-virus software. Based on 

the evaluation with four representative mobile security 

software 

H. Paper (8): A Machine Learning Approach to Android 

Malware Detection (2012) 

In paper [8], they present a machine learning based system 

for the detection of malware on Android devices. This system 

extracts a number of features and trains a One-Class Support 

Vector Machine in an offline (off-device) manner, in order to 

leverage the higher computing power of a server or cluster of 

servers. 

I. Paper (9): PUMA: Permission Usage to detect Malware 

in Android (2013) 

In Paper [9], they present PUMA, a new method for detecting 

malicious Android applications through machine-learning 

techniques by analyzing the extracted permissions from the 

application itself. 

J. Paper (10): Opinion Fraud Detection in Online Reviews 

by Network Effects (2013) 

They propose a fast and effective framework, FRAUD 

EAGLE, for spotting fraudsters and fake reviews in online 

review datasets. This method has several advantages: (1) it 

exploits the network effect among reviewers and products, 

unlike the vast majority of existing methods that focus on 

review text or behavioural analysis, (2) it consists of two 

complementary steps; scoring users and reviews for fraud 

detection, and grouping for visualization and sense making, 

(3) it operates in a completely unsupervised fashion requiring 

no labelled data, while still incorporating side information if 

available, and (4) it is scalable to large datasets as its run time 

grows linearly with network size 

III. PROPOSE SYSTEM 

This introduce a system that discovers and leverages traces 

left behind by fraudsters, to detect both malware and apps 

subjected to search rank fraud. We consider not only 

malicious developers, who upload malware, but also 

fraudulent developers. Fraudulent developers attempt to 

tamper with the search rank of their apps. We are detecting 

fraud rating and reviews regarding application and also trace 

the malware on the basis of installations and downloading 

application using single registration ID. Fairplay is used for 

organizing the analysis data of application. We have 

developed the Google PlayCrawler (GPCrawler) tool, to 

automatically collect data publishedby Google Play for apps, 

users and reviews. GooglePlay prevents scripts from scrolling 

down a user page. Fraudulent behaviours in Google Play, the 

most popular Android app market, fuel search rank abuse and 

malware proliferation.  To identify malware, previous work 
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this paper, introduce FairPlay, a novel system that discovers 

and leverages traces left behind by fraudsters, to detect both 

malware and apps subjected to search rank fraud.  FairPlay 

correlates review activities and uniquely combines detected 

review relations with linguistic and behavioral signals 

gleaned from Google Play app data (87 K apps, 2.9 M 

reviews, and 2.4M reviewers, collected over half a year), in 

order to identify suspicious apps. We have develop a 

framework for detecting malware on Android mobile devices. 

The proposed framework realizes a Host-based Malware 

Detection System that continuously monitors various features 

and events obtained from the mobile device and then applies 

Machine Learning anomaly detectors to classify the collected 

data as normal (benign) or abnormal (malicious). Since no 

malicious applications are yet available for Android, we 

developed four malicious applications, and evaluated 

Andromaly’s ability to detect new malware based on samples 

of known malware. We evaluated several combinations of 

anomaly detection algorithms, feature selection method and 

the number of top features in order to find the combination 

that yields the best performance in detecting new malware on 

Android. Empirical results suggest that the proposed 

framework is effective in detecting malware on mobile 

devices in general and on Android in particular. 

FairPlay organizes the analysis of longitudinal app 

data into the following 4 modules, illustrated in Figure 7. The 

Co-Review Graph (CoReG) module identifies apps reviewed 

ina contiguous time window by groups of users with 

significantly overlapping review histories. The Review 

Feedback (RF) module exploits feedback left by genuine 

reviewers, while the Inter Review Relation (IRR) module 

leverages relations between reviews, ratings and install 

counts. The Jekyll-Hyde (JH) module monitors app 

permissions, with a focus on dangerous ones, to identify apps 

that convert from benign to malware. Each module produces 

several features that are used to train an app classifier. 

FairPlay also uses general features such as the app’s average 

rating, total number of reviews, ratings and installs, for a total 

of 28features. Summarizes the most important features. We 

now detail each module and the features it extracts. 

IV. CONCLUSION AND FUTURE SCOPE 

We have introduced FairPlay, a system to detect both 

fraudulent and malware applications. In our system, we will 

use newly contributed dataset that have shown a high 

percentage of malware detection that is involved in search 

rank fraud. Fairplay is used for organizing the analysis data 

of application. Our experiments on a recently contributed 

longitudinal app dataset, have shown that a high proportion 

of malware is concerned in search rankfraud; each area unit 

accurately known by FairPlay. Additionally, we showed 

FairPlay’s ability to find many apps that evade Google Play’s 

detection technology, as well as a new kind of powerful fraud 

attack 
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