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Abstract— They presents a complete description about 

different home automation systems and technologies from a 

security point of view The work highlights various security 

flaws in presented home automation systems The work goes 

on to make clear why home automation systems are such 

attractive targets for an attacker. Various home automation 

technologies consider in our work include context-aware 

home automation systems, central controller-based home 

automation system Bluetooth-based home automation system 

Global System for Mobile communication or mobile-based 

home automation system Short Messaging Service-based 

home automation systems, General Packet Radio Service-

based home automation system, Dual Tone Multi Frequency-

based home automation system and Internet-based home 

automation system. 
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I. INTRODUCTION 

The tasks of a modern security system consist of identifying 

an intruder  trying to gain access to the home, alerting the 

homeowner about the intrusion or intrusion attempt, 

preventing the intruder from fast access to the home, and 

assembly or collecting evidence regarding the intrusion so 

that the perpetuators can be brought to justice. It has changed 

from a simple lock and key security concept to implement 

difficult security systems using cameras, microphones, 

contact sensors, proximity sensors, alarms, silent alarms, etc. 

users can access and control their homes remotely at any time 

and from anywhere in the world. It can also be aware of 

different environmental factors inside and outside their home, 

like humidity, temperature, and light intensity. 

II. TYPES OF HOME AUTOMATION SYSTEMS 

A. Context-aware Home Automation Systems 

A modern home can be accessed by its inhabitants from the 

outside through Internet, Global System for Mobile 

communication (GSM), and wireless portable devices like 

mobile phones, tablets, laptops, or through stationary devices 

like an office workstation (PC). This brings in new security 

vulnerabilities to the home front. In a context-aware home 

automation system, the system tries to be aware of the context 

in which a user makes a decision. Predicting the location of a 

user inside the home adds to defining the context. 

B. Central Controller-based Home Automation System 

A central controller-based home security system looks to 

improve he security of the homes in a locality by combining 

many homes into a security network with a control node 

dedicated for each area depending on the number of users. 

These control nodes are controlled by a few central or chief 

control nodes with considerably high processing power. A 

central controller-based security system is difficult to execute 

and raises some very serious privacy concerns. 

C. Bluetooth-based Home Automation System 

Bluetooth based home automation system shows the 

implementation of a home automation system using 

Bluetooth. They use a host controller implemented on a PC, 

which is connected to a microcontroller-based sensor and 

device controllers. The system allows more than one device 

controller to be connected to the host controller. Bluetooth 

communication has comparatively high power consumption, 

so the batteries of devices need to be frequently recharged or 

replaced. Bluetooth technology has advanced and improved 

to Bluetooth Low Energy (BTLE), which provides the same 

range of communication. 

D. GSM or Mobile-based Home Automation System 

Mobile-based home automation is attractive because of the 

recognition of mobile phones and GSM technology. We 

mainly consider three options for communication in GSM, 

namely SMS-based home automation, GPRS-based home 

automation, and Dual Tone Multi Frequency (DTMF)-based 

home automation. Each of these three technologies is 

discussed below, along with their shortcomings. The system 

convert the machine functions into electrical signals through 

a transducer, which goes into a microcontroller. For 

electronic devices, their reading goes directly into the 

microcontroller. The microcontroller analysis these signals 

and converts them into commands that can be understood by 

the GSM module. Based on the received commands, the GSM 

module selects the appropriate communication method 

(SMS, GPRS or DTMF).  

 
Fig. 1: GSM or Mobile-based Home Automation System 

E. SMS-based Home Automation System 

A home automation system using SMS system detects illegal 

intrusion at home and allows legal users to change the passkey 

for the door and control lights in the home. The illegal 

intrusion into the home is recognized by monitoring the state 

of the home door, which is done using Light Emitting Diode 

(LED) and infrared sensors. The passkey to the door can be 

any 4 digits, which can be set either by using the keypad or by 

using SMS from a registered user’s mobile number. A user 

can control the lights in their home remotely using SMS from 

their registered mobile number. Simple facial recognition 

systems could be hacked using a photograph of an authorized 

person, as the system can’t distinguish between a picture and 

a real human.  
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F. GPRS-based Home Automation System 

There are a set of home security systems implemented using 

GPRS. Most systems use the word security in the traditional 

sense, and only address the threat put forth by old fashioned 

intruders in home.  The work uses a webcam to stream video 

and pictures of the home to its owner’s mobile through GPRS. 

The webcam detects movement by comparing frames for 

differences, including light intensity. Video streaming in the 

proposed work is done using the home Internet connection, 

not the GSM modem .In a GPRS-based intrusion detection 

system, the user will have to monitor his or her phone 

constantly to successfully defend against intrusion. 

GPRS-based home security systems use one or more 

video cameras, motion sensors, or infrared sensors to identify 

intruders in a home environment.  

G. DTMF-based Home Automation System 

The work of Device Control by using GSM Network describes 

the design and implementation of a DTMF-based home 

automation system. The user calls a SIM number assign to the 

home and press the digits on their phone’s keypad to control 

the home’s devices by generating a DTMF tone. The tone is 

received and decoded by the GSM module at home using a 

DTMF decoder. The decoded instructions are passed to the 

microcontroller that user commands can be implemented at 

home. Home automation systems using DTMF are not very 

commonly implement maybe because there are other better 

options for communication available. DTMF-based home 

security systems also have their security flaws. 

H. Internet-based Home Automation System 

A home automation system is connected to the Internet using 

a home’s router. This allows the home’s population to access 

their home from anywhere with the right credentials.  

 
Fig. 2: An Internet-based home automation system 

Some issues with the home router are:  

 When choosing a wireless router for the home, an 

average homeowner considers factors like the speed of 

the connection, range offered for communication, and 

cost.  

 A compromised router could be used to launch a number 

of attacks like a man-in-the-middle attack, impersonate 

servers, or a denial of service attack against its users. In 

most home and small office networks, routers also act as 

firewalls, so this makes the whole home vulnerable. 

Evaluated routers are from important router 

manufacturers like Linksys, Belkin, Netgear, TP-Link, 

D-Link, ASUS, and TRENDNET. 

I. Fingerprint Based Home Automation System 

1) Device Fingerprinting Process 

When a user wishes to access the home over the internet, he 

requests the login page from the server, the server then returns 

the login page along with the fingerprint java script. The user 

provides the login credentials along with the fingerprint of the 

device he is using. There are two fingerprint lists in our 

database, whose entries are accumulated over time. The 

`whitelist' is a list of approved or authorized device 

fingerprints belonging to legitimate users. Client devices with 

fingerprints in the whitelist are allowed access to the home 

after login credential verification. The `blacklist' is a list of 

unauthorized or malicious device fingerprints belonging to 

potential attackers who tried to gain access to the home. 

Client devices with fingerprints in the blacklist are denied 

access to the home even if their login credentials are correct. 

A simple and safe method would be make contact with the 

client using a phone call to the registered mobile number of 

the client and verify it is him trying to login to his home. 

Another alternative is, the server generates a One Time 

Password (OTP) and sent it to the legitimate user's registered 

mobile number via Short Message Service (SMS) 

 
Fig. 3: Fingerprint based home automation system 

2) Device Fingerprint Algorithm 

 User Agent Parameters: These are parameters obtained 

from `navigator.userAgent', they are namely Browser 

name, Browser version, OS name, OS Bits. 

 Screen Parameters: These are parameters obtained from 

`navigator.screen' object, they are namely Screen 

maximum width, Screen maximum height, Screen 

available width, Screen available height, Screen color 

depth, Screen pixel depth, Taskbar position, Taskbar 

size. 

 Lesser Bit Parameters: Lesser bit parameters provide 

very little identificable information about a client's 

device. They are namely Cookie enabled, Local storage 

enabled, Flash enabled, JavaScriptenabled. 

 MIME Parameters: These parameters are obtained from 

`navigator.mimeTypes', they are namely Mime length, 

Mime type, Sufixes associated with each mime type and 

Plugins associated with each mime type. 

 Plugin Parameters: Plugin parameters are obtained from 

`navigator.plugin', they are namely Plugin length, Plugin 
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name, Version of each plugin, Number of mime types 

associated with each plugin. 

 Date object Parameters: A client device's time zone, 

country name and current time can be obtained from the 

`navigator.date' object. 

 Geo-Location Parameters: Geo-Location parameters can 

be obtained from `navigator.geolocation.getCurrent 

Position()', they include the client's current latitude and 

longitude and the country name corresponding to the 

latitude and longitude obtained from the Google API. 

 Flash Parameters: All the _ash parameters are obtained 

from the `flash .system. Capabilities' class when a client 

has Flash installed on their browser. 

 System Fonts: The name and number of fonts installed at 

a client's machine can be obtained from Flash, using 

`flash .system. 

These parameters have different significance 

depending on the amount of information they have about a 

client device. Each of these 9 parameters are assigned scores 

depending on the varying degree of similarity with existing 

device fingerprints in our database. 

III. CONCLUSION 

The device fingerprint along with username/password based 

security enables the verification of user as well as the device 

used to access the home, which significantly improves home 

security when they are accessed over the internet. The device 

fingerprinting algorithm was able to uniquely identify 

97.93% of devices accessing our test website with an entropy 

of over 22 bits .we plan to improve the identification accuracy 

of our fingerprints when our website is visited using different 

web clients from the same machine; Adding more fingerprint 

parameters such as clock skew and other hardware specific 

parameters for improving the accuracy of the device 

fingerprint is also an idea worth pursuing. 
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