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Abstract— Wireless Sensor Network (WSN) has a great 

potential to revolutionize the way we operate things and 

handle in day to day life, it has the potential to revolutionize 

the entire technological revolution. We are here to present a 

new, unusual and modern way of build an environmental 

monitoring system focusing on building a suitable system 

architecture for wired and wireless sensors based on the 

recent Raspberry Pi 3 B+ and using wireless network for data 

handling. We are presenting a unified base for data of sensors 

to be collected, stored, operated, visualized and real-time 

presentation with accordance to the Sensor Web Enablement 

Standards. Some testing results are also included in this 

paper. 
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I. INTRODUCTION 

Over the years in terms of development and innovation we 

have seen a rapid rise in every sector. Among these sectors 

we have witnessed the improvement to security features in 

every sector as well. Wireless security networks are being 

deployed in a specific environment to counter the security 

threat caused by the surrounding environment. Wireless 

security networks wasn’t used for anything critical at the time 

of their innovation. Wireless became an extension to wired 

network as it was sometimes not possible to use wires or it 

became costly, whereas in wireless networks radio signals are 

sent and received, if within the broadcast distance you may 

have access to the network. In today time wireless sensor 

networks are being used widely in various sectors. Some of 

the places where WSN are being used are medicine and health 

care, precision agriculture, machine surveillance and 

preventive maintenance, intelligent buildings (or bridges), 

disaster relief operations etc. Sensors are selected based upon 

there usability. The customer checks readiness for field 

deployment, scalability, and cost and hence chooses the best 

suitable sensors required to monitor the desired environment. 

II. OVERVIEW OF THE SYSTEM 

Our embedded system is more about learning and 

implementing the same environmental monitoring system in 

a new way with more enhanced security. The proposed 

system is using a hotspot created by any phone and work in 

any possible computing devices say laptop/android phones/ 

windows phone etc. The tool that was used for the monitoring 

the results is VNC Viewer (A remote desktop viewer 

application for Raspberry Pi). The entire set of 

implementation was done by connecting the Raspberry Pi 

controller with the desktop system and thus to show the 

results at any place. We tried with the idea of working with 

Hotspot technology and connecting with the Raspberry Pi 

using the IP address 192,168.43.209 and has a certain 

username and password. Further we would be working to 

access the data from anywhere over the internet. Working 

with database is little challenging and is needed so that the 

work can be accepted and the product can be launched in the 

industry. 

The concept related to the work involves working 

with Raspbian Jessie-pixel (OS) and more to that working 

with Python as a programming language. The purpose of 

using that was to implement certain sensors which accepts 

analogue signal like Temperature sensor (LM35) and 

Humidity sensor () and DB sensor(sound) as well as PIR 

sensor which works in digital manner and can be learned well 

with coding and hardware connection. 

The sensors like Temperature, DB and humidity are 

connected to the ADC MCP3008 chip in a serial manner 

using Series Peripheral interface (SPI protocol) having a total 

of 0-7 channels. The PIR sensor on the other hand is 

connected directly to Raspberry Pi 3 in GPIO port 17. 

The learning needed to perform such actions 

involves knowing how the sensor works and how they 

perform certain tasks. The function of raspberry Pi is to 

handle all the output from ADC and PIR sensor and process 

it to proper results after compiling properly in command line 

terminal. 

III. LITERATURE SURVEY 

This section related to the previously existing work in this 

particular field of environmental monitoring system. Most of 

the work related to security features overlooked the physical 

protection to the directly related hardware devices like 

sensors. The work already done revolves around improving 

the security from the software end. Some work added 

encryption layer to the communication that the sensor 

performs. For instance, there are papers on how to encrypt the 

packets that are send to the server. Such work is simply new 

level of security to the system. Environmental monitoring 

systems have been deployed in real time in many fields like 

agriculture, hospitals, industry. Our project in this case is 

more general and not specific as we tend to use sensors that 

monitors both weather parameters like Temperature, 

Humidity and environmental parameters like Sound, PIR. 

Both set of sensors are backbone to the system. All the other 

project being more specific and build on demand had so much 

of resource for monitoring number of parameters and are 

equally good with results. 

The gaps found out during the survey shows that 

even though there had been similar systems in the past yet the 

practicality of the system was still the question, regarding the 

proper inter-sensor communication, the battery backup and 

storage problems. Moreover, the data communication and 

storage had been problem in the previous versions. The 

previously used hardware’s were large and there was a 

pressing problem of data processing and storage of each 

individual log. Moreover the problems have been solved by 

our proposed system by the use of latest state of art Raspberry 

Pi 3B board, the invincible Wi-Fi 802.11n (hotspot 

technology) as the backbone of the WSN for data 

transmission and communication, and finally a web based 
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cloud storage that would store each and individual value of 

the log and also compares it with the standard reading to show 

abnormalities in the reading thus helping to identify the error 

or intruder in the environment and simultaneously alert the 

user. 

The other researches in this field are summarized 

below: 

S. No. Topic Method 

[1] 

A survey of cryptographic primitives and 

implementations for hardware constrained sensor 

network nodes. 

This paper describes the implementation of security on 

sensor based network system and the problems regarding it. 

[2] 
XBee wireless sensor networks for temperature 

monitoring. 

This article specifies about the temperature monitoring and 

new methods along with all the shortcomings. 

[3] 
TinySec: a link layer security architecture for 

wireless sensor networks. 

This article specifies the architecture for the WSN and how 

to integrate all the sensors to form a security layer. 

[4] 
The twofish encryption algorithm: a 128-bit 

block cipher. 

This book specifies the twofish algorithm for the cipher 

encoding of WSN. 

[5] Web Surveillance System using Raspberry Paper refers to web surveillances using Raspberry Pi 2. 

Table 1: Literature Survey

IV. PROPOSED SYSTEM 

Wireless sensor network comprises of separate smart sensors, 

which cooperatively monitor environment conditions. In this 

paper, we try to overcome security breaches by implementing 

WSN, which consists of PIR sensor, DB sensor, humidity 

sensor and temperature sensor. All of these sensors are 

interfaced using Raspberry Pi 3, which would help monitor 

and authorize the data being accessed and maintained by 

users. 

The data will be updated in the cloud using internet 

hotspot created by any device, the data must be accessed by 

the registered users which is protected by password to 

improve the security. Wireless sensor nodes will reduce effort 

and time required for monitoring the environment. The 

logging of data allows for reduced likelihood of data being 

misplaced or lost. 

Our project will help us prove that any security 

implemented in a WSN environment is broken if an attacker 

has access to Firmware found in sensor devices. These nodes 

send data wirelessly to a central server via Wi-Fi hotspot 

(802.11n technology), which collects the data, stores them 

and allows it to be analysed and displayed as needed. 

 
Fig. 1: Block diagram for representation of how our 

proposed system works on detection of variations and alerts 

the user along with provides the real-time values 

V. SYSTEM DESIGN 

In this paper the sensors all are low-power consuming and can 

be placed anywhere depending upon the usage and 

environment which we want to monitor. We present the basic 

layout of the system design in Fig. 2 that shows the various 

physical and non-physical components that are connected to 

the Raspberry Pi module. The concept related to the work 

involves around working with Raspbian Jessie-pixel (OS) and 

more to that working with Python as a programming 

language. The purpose was using that was to implement 

certain sensors which accepts analogue signal like 

Temperature sensor (LM35) and Humidity sensor and DB 

sensor(sound) as well as PIR sensor which works in digital 

manner and can be learned well with coding and hardware 

connection. 

The sensors like Temperature, DB and humidity are 

connected to the ADC MCP3008 chip in a serial manner 

using Series Peripheral interface(SPI protocol) having a total 

of 0-7 channels. As stated earlier the PIR sensor on the other 

hand is connected directly to Raspberry Pi 3 in GPIO port 17. 

The learning needed to perform such actions 

involves knowing how the sensor works and how they 

perform certain tasks. The function of raspberry Pi is to 

handle all the output from ADC and PIR sensor and process 

it to proper results in command line terminal. 

 
Fig. 2: The proposed system of all the peripherals and 

modules. 

 
Fig. 3: System collaboration diagram to show how the 

whole system operates. 

Product is nothing but the system with the required 

functionality as per stated in the aim and scope of the project. 

In our system few individual would want it to be specific and 

few would want to be generic. So now our opinion lies in 

stating the exact idea behind the environmental monitoring 
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system taken into account which solves the issue of sensing 

with proper connection and results. The system takes into 

account four different types of sensors say PIR, sound, 

temperature and humidity. The way these sensors intercepts 

signals and the way the output signal is processed in the 

raspberry pi 3 for displaying results is the most important 

thing we learned in this product. 

A. Product Features 

 Displays the intruders/motion detect to the system/ 

environment intercepted by PIR sensor. 

 Displays the temperature in Celsius, humidity level [0,1] 

(not in %)and sound in db. 

 User interface for login and signup. 

B. Hardware Description 

For our project purposes, we are using the B+ model of 

Raspberry Pi 3 which would enable us to connect audio in 

and audio out ports, an RJ45 Ethernet connector, PIR sensor, 

Micro SD card, other sensors (temperature, PIR, sound DB 

and humidity sensors), an HDMI out port, a display module 

and 2 USB 2.0 modules. Here below is the list of hardware 

and modules used. 

 SoC: Broadcom BCM 2837 

 CPU: 4× ARM Cortex-A53, 1.2GHz 

 GPU: Broadcom VideoCore IV 

 RAM: 1GB LPDDR2 (900 MHz) 

 Networking: 10/100 Ethernet, 2.4GHz 802.11n wireless 

 Bluetooth: Bluetooth 4.1 

 Storage: micro SD card external. 

 GPIO: 40-pin header, populated 

 Ports: HDMI, 3.5mm analogue audio-video jack, 4× 

USB 2.0, Ethernet, Camera Serial Interface (CSI), 

Display Serial Interface (DSI) 

 (SoC): Built specifically for the new Pi 3, the Broadcom 

BCM 2837 system-onchip (SoC) includes four high-

performance ARM Cortex-A53 processing cores running 

at 1.2GHz with 32kB Level 1 and 512kB Level 2 cache 

memory, a VideoCore IV graphics processor, and is 

linked to a 1GB LPDDR2 memory module on the rear of 

the board. 

 GPIO: The Raspberry Pi 3 features 40-pin general-

purpose I/O (GPIO) header. Any existing GPIO 

hardware works without modification, only switch is 

changed to which UART is exposed on the GPIO’s pins, 

these are all handled internally by the operating system. 

 
Fig. 4: The pin connection diagram of all the hardware used. 

 Note: Sensors like sound, Temperature and humidity are 

different than PIR in the sense that the Vout of first set 

goes to the channels [AD0, AD1, AD2] of the MCP and 

the other one goes directly to the GPIO pin17. 

C. In depth details about the sensors and modules 

1) Temperature sensor (DHT11) 

Temperature sensor would detect slight thermionic changes 

around the surrounding and inform the user in case of any 

suspicious changes. 

2) PIR sensor 

Passive Infrared sensor monitors the infrared (IR) light 

radiating from the objects in its field of view. Mostly PIR 

sensors used as motion detectors detecting the changes in 

pattern of infrared radiation and their deflection. The PIR 

sensor itself has two slots in it, each slot is made of a special 

material that is sensitive to IR. The lens used here is not really 

doing much and so we see that the two slots can 'see' out past 

some distance (the sensitivity of the sensor). When the sensor 

is idle, both slots detect the same amount of IR, the ambient 

amount radiated from the room or walls or outdoors. When a 

warm body like a human or animal passes by, it first 

intercepts one-half of the PIR sensor, which causes a positive 

differential change between the two halves. When the warm 

body leaves the sensing area, the reverse happens, whereby 

the sensor generates a negative differential change. These 

changes pulse, which are detected. 

3) DB sensor (sound) 

The DB sensor detects the differences in ambient noises and 

thus detecting the change of environment in decibels. 

4) Humidity sensor (DHT11) 

The humidity sensor detects the change in humidity if in case 

there is suspicious changes that are not normal and might be 

causing some harm to system, it locks the system and sends 

alert message to the user. 

5) ADC (Analog to digital converter-MCP3008) 

 0-7 channel 

 sensors 

 vcc+ground wire ports. 

VI. IMPLEMENTATION 

We worked on Raspberry Pi to solve the security issue on 

exposed hardware computers that maybe vulnerable to 

malicious attacks and hackers and other users which might 

cause any leak of information or access of any private 

information. We aimed in securing the system by trying to 

implement hardware securities by use of various sensors 

which would monitor the immediate surroundings. 

We planned to make the system secure by 

implementing an algorithm that would take the inputs of 

sensors and combine them together drawing a conclusion of 

the environment and immediate surroundings. This would 

help detect any unusual changes in the natural surrounding 

and help alarm the user of any malicious attacks or breach of 

privacy. 

The information would be analysed, thus the access 

to the system are blocked, and an alert notification is 

immediately transmitted to the user about the suspicious 

activity. Furthermore, a report of the activity would be 

uploaded to the cloud based storage so that there is a regular 

update of the activities and the security system learns how to 
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deal with the thing the next time it happens thus reducing the 

reaction time and increasing the security. 

Both the raspberry Pi and the system, which is used 

to display results, are connected via Wi-Fi hotspot technology 

(IEEE 802.11n) Thus, the system can exchange data 

wirelessly with ease. 

We would further have added certain user page login 

and signup to make user registered and help the system more 

protected from any further attacks and unauthorized access. 

All the connection code is written in python IDE. Ethernet 

cable can also help in making both the system connected but 

the problem with Ethernet connection is adding of 

unnecessary library function and code that would increase the 

complexity of the program. The project is made keeping in 

mind the working system to be more efficient and thus such 

steps are mandatory for future. 

A. Steps 

1) Use BCM GPIO reference for GPIO setup. 

2) Open SPI bus. 

3) Write a function to read SPI data from MCP3008 chip 

(Channel must be an integer 0-7). 

4) Write a Function to convert data to voltage level, 

(rounded to specified number of decimal places). 

5) Define sensor channels Humidity_channel = 1 

temp_channel = 0 sound_channel = 2 

6) Define delay between readings delay = 1. 

7) Read the humidity sensor data. Convert to Volts to two 

decimal places. 

8) Read the temperature sensor data Convert to Volts to two 

decimal places. 

9) Read the sound sensor. 

All these are executed using Python as a programming 

language and command line terminal. The code was executed 

properly and displays real-time accurate results. 

VII. CONCLUSION 

Because of the size, portability and capabilities of Raspberry 

Pi technology had boomed. And due to the flexibility of its 

usage we can find it being used in various vulnerable fields. 

In our paper, the Raspberry Pi has been helpful for carrying 

out the environmental monitoring thing that too without using 

an extra antenna module thus greatly reducing the cost of the 

device and increasing the usability. Our system can work 

based on WSN that’s the uniqueness of this project. Data 

transmission of sensors using WSN is an unexplored content 

in technology. We here bring the method to communicate and 

transact data based on the WSN simultaneously taking care 

of the environment where the project is used thereby 

predicating abnormalities and intimating the user. 

VIII. RESULT 

The outcome was successful. Our proposed system build 

using SPI protocol for communication of data between master 

and slave or controller and sensor devices respectively was 

able to run and provide the expected results in real-time, 

monitoring all the slightest changes that could be done and 

also helped in demonstrating the security level and giving the 

exact deviations. 

The data of 20 samples were taken at time 23rd April 

evening 6:00. This results identifies the approximate sensor 

value recorded by the sensors with their respective deviation. 

Sensor taken into account are temperature LM35, 

Sound sensor and humidity sensor. 

Accuracy level of sensor module result using Box 

Plot: 

 Temperature reading in deg Celsius. 

 
Fig. 5: Sensor module result using Box Plot 

A. Humidity reading in g/m³. 

 
Fig. 6: Sensor module result using Box Plot 

B. Sound in decibels. 

 
Fig. 7: Sensor module result using Box Plot 

The Command line interface of our system is given 

below: 

 
Fig. 8: The Command line interface of system 
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IX. FUTURE SCOPE 

For the precise prediction and calculation of environmental 

monitoring factors various other sensors can be integrated to 

this system and we are working on sensors like smoke 

sensors, LPG leakage sensors, ultra-sonic sensors, camera 

modules for surveillance. 

We are finding ways to integrate the readings of all 

the sensors and make them work in unison to detect a threat 

by itself based on previous occurrences, we plan to 

implement machine learning concepts to this project. 

Furthermore, we would work on datamining and 

cloud collaboration to unify the platform for output and 

optimise the notification to users and simultaneously working 

on activation of buzzers so as to make the user well aware of 

the situation. 
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