
IJSRD - International Journal for Scientific Research & Development| Vol. 5, Issue 06, 2017 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 2149 

Role of SCADA & IoT in Industrial Automation 
Suyash Kumar Singh1 Sanjiv Tokekar2 Abhishek Raghuvanshi3 Umesh Kumar Singh4 

1,2Institute of Engineering & Technology, DAVV, Indore, MP India 3Mahakal Institute of Technology, 

Ujjain, MP, India 4School of Engineering & Technology, Vikram University, Ujjain, MP, India

Abstract— In recent years, SCADA & IoT together have 

revolved the manufacturing industry. Industry 4.0 is fourth 

industrial reform, initiated by Germany. It is associated with 

use of internet and information technology in industrial 

automation to increase productivity, revenue and predictive 

maintenance. SCADA & IoT are complementary 

technologies for Industry 4.0. SCADA together with IoT will 

take the industrial revolution from the third generation to 

fourth generation. SCADA is a supervisory control that has 

already played a vital role in industrial automation in last few 

decades. SCADA has provided the capability to control 

process from a remote and centralized location. Industrial 

Internet of Things (IIoT) is an application of IoT in 

manufacturing sector. IIoT will rapidly transform gas, 

mining, oil, agriculture and healthcare sectors. This paper 

reviews the current progress of SCADA & IoT in industrial 

automation. In addition, this paper also provides 

opportunities and challenges in SCADA & IoT in context of 

industrial automation. 
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I. INTRODUCTION 

Supervisory Control & Data Acquisition SCADA [1] [2]is an 

automation control system commonly used in modern 

industrial settings, and is designed to gather data in real time 

from remote locations in order to control equipment and 

conditions. SCADA applications are made up of two 

elements: the process/system/machinery you want to monitor 

and control, which can take the form of a power plant, a water 

system, a network or a system of traffic lights; and a network 

of intelligent devices that interface with the first system 

through sensors and control outputs. This network, which is 

the platform system, provides the capability to measure and 

control specific elements of the first system. Supervisory 

Control and Data Acquisition (SCADA) takes place, relying 

on the sensors that measure pressure and temperature, among 

other things. SCADA concerns the measurement and 

regulation of Industrial Automation and presents insightful 

analysis. It focuses on the collection, transmission, 

processing and visualization of metrics and monitors, data 

from machines in an industrial environment. This is all 

necessary to enable the network of people, processes and 

machines to function well. 

Internet of Thing (IoT) is a global network, which 

consists of interrelated computing objects. These objects may 

be human, animal, mechanical machines or digital machines. 

Each of these physical objects has IP address as unique 

identifier and data transmission capability over a wireless 

network. Internet of Thing is totally machine to machine 

communication. 

The concept of Internet of Things (IoT) is elaborated 

in figure 1. Major activities in the implementation of Internet 

of Things are communication, data sensing, device 

connection, data analytics, data value and human value. 

Communication focuses on access networks, cloud and data 

transport for wireless communication. Data sensing is 

continuously sensing data from grass root level using wireless 

sensors. 

 
Fig. 1: Internet of Things (IoT) from Connection to Benefit 

Device connection deals with IoT devices and IoT 

connectivity. Sensors senses data from the physical object 

then that data is collected in to a central cloud based platform 

with the help of IoT framework. In cloud platform data is 

processed and shared with other connected devices on the 

network for appropriate action. Big data analytics and various 

artificial intelligence techniques are used for data processing. 

A. Role of SCADA & IoT in Industrial Automation 

Industry 4.0, which is fourth industrial revolution, is possible 

only through the combination of SCADA and IoT. Internet of 

Things (IoT) is a natural extension and evolution of SCADA 

(Supervisory Control & Data Acquisition Systems). SCADA 

& IoT are complementary technologies for Industry 4.0 

(figure 4). 

Main Supervisory Control & Data Acquisition 

(SCADA) applications are water, waste water, oil & gas, 

research facilities, transportation, security systems, siren 

systems, irrigation, communication control and many more. 

SCADA platform is suitable to develop remote laboratories 

to train students and working professionals. 

 
Fig. 2: Industry 4.0 vision 

Work done in [3] presents a model to develop test 

beds and remote laboratories using SCADA. The students can 

monitor the pilot plants, can change the parameters and can 

analyze the results. 

Authors [4] discussed the application of SCADA in 

reverse osmosis plant. It made a reduction in Labour cost and 

the detailed information collected is really beneficial to avoid 

future breakdowns and also for preventive maintenance. 

Author [5] proposed a SCADA based model for 

controlling and monitoring of heat and power plant using 
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Siemens system and PCS 7 software. This new model is more 

powerful, scalable and flexible in comparison to old system. 

Leitao et al [6] proposed an alarm system for 

industries. They made use of ontology and correlation of 

alarms for the process design. Quintao [7] used a new 

technique SIGAR tp develop a computer based alarm system. 

Their approach does not consider context modeling from the 

alarm system. 

Macahado [8] also proposed an industry alarm 

system. It took context modeling into consideration. Waste 

water treatment plant is also an application of SCADA, [9] 

applied SCADA application on waste water treatment plant. 

It resulted in improved operation and maintenance. 

 
Fig. 2: Application Areas of Internet of Things (IoT) 

[Source: Cisco Smart Cities] 

Internet of Things (IoT) is not a technology; it is a 

reality (figure 2). Internet of Things (IoT) has a huge array of 

real world application including smart grid, smart hydro 

power plant, hospital optimization, home energy 

management, traffic flow optimization, factory optimization, 

logistics optimization, connected ambulances, automated car 

systems and many more. Integration of all these applications 

of Internet of Things (IoT) will lead to smart factory, smart 

highway, smart hospital and smart homes. 

IIoT is a part of the Internet of things IoT. 

Application of IoT in manufacturing industry is known as 

IIoT or Industrial Internet or Industry 4.0. IIoT will revolve 

manufacturing industries by providing unprecedented 

capability for massive, accurate and faster data acquisition 

and data processing. 

Smart city [10] [11][12]is a concept of providing a 

new set of services to consumer through information and 

communication technology (ICT). Smart city consist of many 

subdomain like: smart homes, smart energy, smart 

transportation, smart, energy, smart healthcare, smart 

building, smart education and smart industry automation. As 

per the reports of MarketsandMarkets, 14.2 percent annual 

increase in smart product sales is registered from 2011 to 

2016. 

IoT applications [13][14] are steel in their early 

stage. Only a few applications have been developed and 

deployed in industries like healthcare, agriculture, 

automobiles, transportation, security and surveillance. 

SIOT [15] Social Internet of things is a new 

paradigm, which was proposed by Atzori at al. It is based on 

the sense of using the social network sites for communication 

in Internet of Things (IoT). As we know that the 

implementation of Internet of Things (IoT) is possible only 

using the sensors. The deployment of such huge numbers of 

sensors will require result in a lot of power consumption. It is 

a matter of concern and also a barrier in the adaption of IoT. 

So there is a requirement to develop energy efficient 

techniques [16] [17] to save the power consumption of 

sensors. 

Sensors spread around the globe are continuously 

sensing the data. This data is extremely voluminous. It is not 

possible to collect and process all data sensed by all the 

sensors. So there is a scope to develop context aware 

techniques [18] to decide what data is required to be collected 

and processed. 

Arsino at al [19] makes use of artificial intelligence 

techniques to create intelligent Internet of Things. Future IoT 

systems [20][21][22] will be more smart and intelligent. They 

will be self-optimizing, self-organizing, self-healing. 

B. Benefits & Opportunities in SCADA & IoT 

Supervisory Control & Data Acquisition Systems (SCADA) 

has advantages like: enhanced reliability and strength, 

increased productivity, improved product quality and 

decrease and operational & maintenance cost. 

The most important benefit of IIoT for mining, oil, 

gas, agriculture, manufacturing, healthcare sector is increase 

in revenue or cost cutting. The benefits of IIoT for industries 

on the basis of world economic forum industrial internet 

survey, 2014 are shown. World economic Forum Industrial 

Internet Survey was conducted in collaboration with 

Industrial Internet consortium (IIC) and Accenture. The 

survey was distributed to 250 market leaders, who are the 

members of Internet of Things world forum, industries 4.0, or 

IIC. All these participants are actively involved in the 

industrial internet development. 

Major benefits of using IoT in industries are 

Optimize asset utilization, Reduce Operational Cost, Improve 

Worker Productivity, Enhance Worker safety, Create New 

Revenue, Improve Sustainability, and Enhanced Customer 

Experience. 

One more important benefit of IIoT is predictive 

maintenance. It will reduce unexpected failure of machinery 

and the breakdown as well. It will be possible because of the 

availability of the operational data through IoT. Thomas 

water, the largest drinking water supplier in UK [23][24] [25] 

is using sensors and real time data to react an advance to 

situations like leakage, poor weather etc. 

The government can also use IIoT. It will help in 

providing transparency on utilization of resources like water, 

energy, fertilizers. It will result in increase in accountability 

& reduction in the waste. 

C. Issues & Challenges in SCADA and IoT 

The major challenge in adaption of Supervisory Control & 

Data Acquisition Systems (SCADA) is security, privacy, 

unauthorized access, vulnerabilities in common protocols, 

communication hijacking, man in the middle attack and data 

base attacks. 

The major challenges or barriers in adaption of IoT 

for industries on the basis of world economic forum industrial 

internet survey, 2014 are security and privacy. Around two -

third of the respondents told that the biggest worry is 

interoperability and security. Other barriers to IoT are 

uncertain return of investment, technology immaturity, lack 

of skilled labour etc. Some other potential barriers include, 

lack of leadership, lack of universal reference architecture, 
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requirement of large investment, lack of proper business 

model, lack of infrastructure, cost of sensors. 

II. CONCLUSION 

This paper has elaborated the role of SCADA & IoT to 

revolve fourth industrial reform Industry 4.0. After the 

SCADA together with IoT are transforming the 

manufacturing sector. This combination is resulting in 

increased productivity, improved product quality, and 

predictive maintenance. In this paper, we have also provided 

the opportunities and challenges in SCADA & IoT in context 

of industrial automation. We expect that this paper will be 

fruitful for researchers and the working professionals. 
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