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Abstract— Nowdays, businesses are evolving. For having 

business people needs to deal with much amount of data and 

this data needs to be delicate and confidential. So, to secure 

and preserve our data there are plenty of technologies used 

one of them is Data Mining. Data Mining   is the technique in 

which it tries to find out interesting patterns or knowledge 

from database such as association or correlation etc. Frequent 

Itemset Mining is the vital problem in data mining. The 

frequent can contains valuable and research purpose. 

Frequent itemsets are items or patterns like itemset, 

substructures or subsequences that occurs frequently in 

transaction. There are many Frequent Itemset Mining 

Algorithms to find out frequent itemset used such as Apriori, 

FP-growth, Elcat. But this all only consider frequent itemset 

don’t consider useful or high utility itemset from large 

transaction. For, Privacy and security purpose here use 

differentially Utility Itemset Mining using transaction 

splitting and Utility Pattern Growth algorithm. It consists of 

two phase that are preprocessing phase and mining phase. In 

preprocessing phase, to boost the value of utility and privacy 

advance smart splitting method is used to transform database. 

Preprocessing phase is performed only once in given 

database, Mining phase, execute runtime estimation and 

dynamic reduction. To sustain information loss by smart 

splitting, it used runtime estimation which estimates actual 

support of itemsets from original database. For privacy 

preservation, here added noise in the database to reduce the 

noise it apply forward dynamic method. For mining high 

utility itemset and privacy preservation proposed new 

algorithm called Utility Pattern Growth. 
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I. INTRODUCTION 

Data Mining is the method   which find out the hidden data in 

a database. It is also called as data determination or data 

analysis and deductive finding out. There is a great deal of 

knowledge to extract the associations from data. To identify 

the correlated set of item in database association rules are 

used. Data Mining uses different kinds of   techniques which 

are combined from database technologies and many more. 

Market basket analysis is the one of the most famous 

example of association rule mining. In this, market analysts 

focused on discovering frequently purchased items by the 

consumer. So it is easy for arrangement of items according to 

their sales by organization. Association rule mining is the 

method of finding interesting or similar relations between the 

variables or items in large transaction of database. 

Association rule is using two norms support and confidence 

to recognize the most vital relationships. Support is an 

evidence of how frequently the itemset appear in the database 

and it is also set of preconditions. 

Confidence is an mark of finding how frequently the 

rule has been found to be true. It uses minimum support and 

confidence which are user defined. 

Determining useful patterns unseen or hidden in 

database plays an important role in different data mining jobs 

such as frequent pattern mining, high utility pattern mining. 

Among the all, frequent pattern mining is a basic research 

topic that has been used to different database having long 

transactions. It is used in the analysis of customer transactions 

in retail research where it is marked as market basket analysis 

and also used to identify purchase items of the consumer. 

Given a database, in which each of transaction has a set of 

items where Frequent Itemset Mining used to find out 

itemsets that occurs in transactions more than a given user 

specified threshold. 

The data is perceptive (e.g web browsing history and 

medical records of patients) the frequent itemsets detection 

can provide. Releasing that detected frequent itemsets can 

cause threats to individual privacy. But limitations of frequent 

itemset mining are that only consider frequently occurring 

items in a transaction database above the user specified 

frequency threshold, without considering the quantity and 

profit of items. The quantity and utility are important for real 

world decision problem. 

This paper marks the frequent and weighted itemsets 

discovery. Most of the methods in finding frequent itemsets 

which designed for traditional databases they are apriori and 

FP-growth algorithm and by using UP tree and UP growth 

algorithm for high transaction itemsets. 

II. LITERATURE SURVEY 

Many of researchers have been proposed to solve the privacy 

preserving FIM problem from different ways. Mining the 

frequent patterns is mine in many different kinds of databases 

such as transaction database, time-series databases, and many 

other. These databases have been investigated in data mining 

research. Many of the previous examination accept an Apriori 

as like candidate set which is generation-and-test method. 

The candidate set generation is costly. In this study, the FP-

growth, it structure an extended prefix-tree structure which is 

used   for storing compressed and important information 

about frequent patterns. 

Main purpose is that the resulted frequent itemsets 

itself does not leak private information and achieve 

differential privacy. The k-anonymity model for protecting 

privacy in [2] and in [12]   which propose an algorithm to 

publish anonymized frequent itemset. Both studies don’t 

satisfy differential privacy as well as   they cannot provide 

sufficient privacy protection from attackers having 

background knowledge. Attribute [3] introduced l-diversity, 

a framework which gives stronger privacy guarantees and 

shows the weak points of k-anonymity. 
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In [4] proposed Apriori & Apriori Hybrid algorithms 

which are fast algorithm for mining association rule. These 

both of compared with previous algorithms and gives 

excellent performance for large database with transactions, 

but it generates candidate set which is costly to handle these 

which is costly to handle these. 

In [5] Introduces FP growth algorithm, which is 

mining frequent pattern without candidate generation and as 

we seen in [4] Apriori algorithm performs mining fastly with 

candidate set generation, which is costly. In [5] FP-growth it 

uses FP-tree as a data structure to store large database which 

compressed in small data structure. Here, in [5] the algorithm 

is scalable and efficient than Apriori algorithm. 

In this [7], algorithm solves the frequent item set 

mining problem that they find all item set whose support 

exceeds a threshold. The benefit of this algorithm is that it 

achieves better F-score unless k is small. C. Zeng, J. F. 

Naughton, and J.-Y. Cai,[7] proposed an apriori algorithm for 

large transaction. Major problem is for long transaction which 

contains many items. Its truncating the long transactions 

means it limiting the transaction. Deleting the items until the 

transaction is under the limit if transaction has more than a 

specified number of items. It   must be done in a differentially 

private way. It also discarding items from transactions gives 

a new source of error. In transaction truncating, the more 

frequent subsets are kept and other items which are not 

frequent are truncated. 

In this [8] it solve the problem of  association rule 

mining algorithm which gives a privacy preserving scalar 

product protocol as well as gives an efficient protocol for 

computing scalar product which preserve privacy of the 

individual transaction. 

In [11] it present the set of randomization operators 

to limit privacy which margin the FIM. Proposed new 

algorithm which discovers the frequent patterns in sensitive 

data and adopted two mechanism techniques i.e. exponential 

& Laplace noise-addition mechanism. These are efficient in 

context of frequent item mining. 

[12] Proposes algorithm Privbasis which perform 

frequent itemset mining with differential privacy with the 

help of minimum support threshold. An item set that found in 

transaction is frequently than minimum support threshold and 

subset of some basis with differential privacy guarantee. 

III. PROPOSED APPROACH WITH FRAMEWORK AND DESIGN 

A. System Architecture 

Solving the above problem by presenting the private UIM 

algorithm is consists of a preprocessing phase and a mining 

phase. In preprocessing phase, to increase quality of utility 

and privacy advance smart splitting method is used to 

transform database rather than truncated. After extracting the 

statistical information from original database smart splitting 

is performed and original database is transformed. 

In given database, preprocessing phase is performed 

only once. It enforcing to limit the length of long transactions 

which should be split rather than truncated. If there is 

transaction which has more items than the limit, then it divide 

them into multiple sub-transactions (i.e. subsets) and gives 

guarantee that each subset is under the limit. Here, 

introducing metrics is computed and dataset used. 

 
Fig. 1: System Architecture 

In Mining phase, it privately discovers frequent 

itemset with the help of given i.e. the noisy database and a 

user-defined threshold. For enhancing the quality result 

mining phase carry out two methods i.e.  Run time estimation 

& dynamic reduction. To preserve information loss by smart 

splitting, we used runtime estimation which calculate actual 

support of itemsets from original database. For privacy 

preservation we have added noise in the database to reduce 

the noise we use forward dynamic method. In this phase, 

privacy budget є is divide into 5 portions. Є1 which is used to 

compute maximum length constraint.Є2 is used to calculate 

the maximal length of frequent itemsets. Є3 is used to reveal 

correlation between items in transaction. Є4 is used to 

estimate the vectors of itemsets. Є5 is used to calculate 

support. For mining high utility itemset and privacy 

preservation here use new algorithm called Utility Pattern 

Growth. 

B. Proposed System 

Address these challenges, present the Differentially Private 

UIM algorithm which uses the UP-growth algorithm & 

provides differential privacy to protect data. 

UP-growth is depth first search algorithm and 

partitioning based. It chooses divide and conquer manner to 

disintegrate the mining task into smaller tasks. UP-growth 

uses compact data structure called UP tree to enhance mining 

performance & avoid database scan again & again. It also 

uses Header Table & UP- tree as data structure. 

UP tree which have nodes that are root node and its 

child nodes. Each of node contains its item name & related 

information to it such as count means support of item, 

preceding node, successor node, its linking with other node 

having same name. In Header table it consist of item name, 

calculated utility value & link. 

UP-growth algorithm consists of 3 steps: 

 Construct the UP tree. 

 UP tree generates high utility itemset. 

 From Possible high utility itemset recognize high utility 

itemset. 

If path utility of the item is less than min utility then 

remove that item from that path. And calculate the new PU. 

C. Algorithms 

1) Algorithm 1: Long transaction splitting 

Input: Lm = maximal length constraint, t=Long transaction of   

length p, CRT= correlation tree. 

Output: q= (p/ Lm) subsets. 
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Initially set R as zero. Those items are in transaction 

t only consider that leaf nodes, those are not in t remove the 

items from leaf node and then initial node Nl. creates. 
Initially transaction is null, the node with highest 

number of items is selected. 

Now, addition of items in nl   to the transaction and 

removal of nl from Nl. 

Sorting the remaining nodes in Nl. 

Do the step 6 for each of the node in Nl. 

If the nl’ count and its transaction <= maximal length 

constraint. 

Then addition of items in nl’ to the transaction and 

removal of same items from Nl. 

Addition of transaction into R. 

Randomly add the items in node for each node in Nl 

to subsets in R. 

Give R. 

2) Algorithm 2: Preprocessing Phase 

Input: Assume that P= {D, n, є1, є2, є3,} Where, D= original 

database; n= percentage, є1, є2, є3 are the privacy budgets. 

Output: D’ noisy database. 

 α = Get noisy number of transactions with different 

lengths using Є1. 

 Let us get Lm = maximum length constraint by using α & 

percentage n. 

 β = Get noisy maximal support of transactions of   

itemset with different lengths using Є2. 

 Z = estimate the r*n matrix using micro vectors i.e µ of 

itemsets. Z will be used for calculating information loss 

in run time estimation method. 

 D1 = With the help of random truncating executes the 

length constraint on D. 

 Set 2=By using Є3 calculate the noisy support of all 2-

items in D1 

 create the unidirectional weighted graph G which is 

based on Set2. 

 From unidirectional weighted graph & length constraint 

and using Louvain method the   Correlation tree CRT is 

created. 

 Initially D’   is empty. For transactions in database D. 

 If transaction exceeds length constraint then go to step 

11 else go to step 12 

 create sub transactions & add each subset in ST with 

weight 1/ST into D’ 

 Add transaction to noisy database 

 Give noisy database. 

3) Algorithm 3: Mining Phase 

Input: D’ Transformed database, Є4, Є5 Privacy budget, Z 

matrix, threshold λ, maximal length constraint Lm, array β 

Output: utility itemsets 

 Lf = estimate the maximal length of utility itemsets 

which is based on β & α. 

 Repeat step 3 Lf times. 

 Obtain noisy result of Z’s ith row with the help of using 

Є4/ Lf. 

 Utility items & header table is set as zero & Є’as Є5/ Lf. 

 Estimate noisy support of an item. For each item in 

alphabet, add Laplace noise to its support. Estimate the 

runtime estimation method by using noisy support which 

calculate average & maximal support in original 

database. 

 Do step 7 if maximal support exceeds threshold value 

 Add item into header table 

 Do step 9 if average support of item exceed threshold 

value 

 Show the item as utility item. 

 Based on maximal supports construct the UP-tree in 

header table. In header table items are arrange in 

descending order by assuming value of their maximal 

support. 

 We get the conditional pattern base data by considering 

header table and UP tree. 

Finally we get the utility itemsets by using this data. 

IV. PRACTICAL RESULTS AND ENVIRONMENT 

A. Input Dataset 

The input is taken as number of transaction which are present 

in database file which are online available such as sparse 

pumb datasets. For comparison, it have taken FP growth 

algorithm, Apriori algorithm and proposed UP growth 

algorithm. In result set, graphs are displayed for each 

algorithm showing comparison and output set is frequent 

itemsets. 

B. Result and Performance Measure 

The project is tested for Time efficiency and F-score and the 

following results were obtained & plotted. The Existing PFP 

growth and proposed P-UP growth both are compared for 

datasets. 

The graph clearly indicates that when it used retail 

dataset as input PFP- Growth Algorithm took near about 

200,000miliseconds to provide Frequent Itemsets which was 

time consumed. Whereas for the same dataset as input P-UP 

gave the output below 50,000miliseconds respectively. 

Hence P-UP proves to be faster. 

 
Fig. 2: Computation Time 

In below graph F-Score determines the precision and 

recall value of any algorithm under observation. The higher 

the score is the better one. PFP-Growth depicts a score less 

than P-UP for same dataset. Thus evidently P-UP 

outperforms the better. 

 
Fig. 2: F-score 



Privacy Preservation using Utility Itemset Mining via Transaction Splitting 

 (IJSRD/Vol. 5/Issue 06/2017/307) 

 

 All rights reserved by www.ijsrd.com 2067 

V. CONCLUSION 

In this paper, by survey so many methods for frequent item 

mining with privacy such as K-anonymity-diversity, 

Privbasis and also studies many different mining algorithms. 

To provide privacy to dataset which found problems related 

to privacy, accuracy of output, ability to work with large 

dataset having long transactions, execution time and cost for 

execute in existing system. Examine that frequent itemset 

mining only consider the frequently occurring itemset and is 

challenged in many areas such as retail, marketing etc. It has 

been seen that in many real application domains that itemsets 

which share the most are not well enough the frequent 

itemset. Releasing discovered frequent itemsets, however, 

presents privacy challenges. 

To overcome these problems, propose an 

differentially private utility item mining via transaction 

splitting along with UP growth algorithm, which will be 

helpful to cater the requirements and give accuracy in output. 

It conclude that UP growth algorithm which not only achieve 

high data utility and a high degree of privacy, but also gives 

high time efficiency and requires less memory as compared 

to FP growth. It is used for database which contains lots of 

long transactions. 
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