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Abstract— By analyzing the scanned data in cryptography 

circuit, Scan-based side-channel attacks retrieve a secret key. 

Which are considerable as a threat into cryptosystem LSI and 

therefore they are not permitted and we have to restrict them. 

In scan-based side-channel attacks which retrieve secret keys 

during a cryptography one will have to register the data 

simply by employing a scan path, which suggest that one can 

retrieve a secret key in a cryptography LSI. This can be a 

scan-based side-channel attack. RSA is one of the most 

necessary cryptography algorithm and as a result it 

effectively realizes a public-key cryptography system. 

However typical scan-based side-channel attacks can’t be 

applied to it because of its complicated algorithm structure. 

Paper proposes a scan-based side-channel attack that permits 

us to retrieve a secret key in an RSA circuit. The proposed 

planned technique is based on identifying intermediate values 

calculated in an RSA circuit. We tend to specialize in a 1-bit 

time-sequence that is restricted to some intermediate values. 

By examining the 1-bit time-sequence in the scan path, we 

can find out the register position specific to the intermediate 

value and, can recognize whether the  intermediate value is 

calculated in the target RSA circuit or not. 
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I. INTRODUCTION 

RSA private keys have been retrieved through scan attacks. 

The attack method is based on observing the values of the 

intermediate register, on the scan chain for each bit of the 

secret key, and then correlating this value with a previous 

offline calculation. If the value matches with this 

discriminator value, a corresponding decision is taken on the 

key bit. Left-to-right binary. 

Exponentiation is used as the target RSA algorithm 

for the attack. This is generally not implemented in hardware 

owing to the expensive division operation involved in 

modular operations.  

Moreover, an inherent assumption of the attack is 

that there are no other exponent key-bit dependent 

intermediate registers which change their value after each 

square and multiply operation. This may not be the case in an 

actual hardware implementation, where multiple registers are 

key dependent and change their values together with the 

intermediate register of interest in the attack. These registers 

may mask the contents of the target intermediate register after 

XOR-tree compaction. 

II. RSA ALGORITHM 

The Rivest-Shamir-Adleman (RSA) algorithm is a widely 

used public key cryptographic algorithm, employed in a wide 

range of key-exchange protocols and digital signature 

schemes. A brief description of the RSA algorithm is 

presented in below Figure-1 and Figure-2. 

 
Fig. 1: RSA key generation algorithm 

 
Fig. 2: RSA encryption and decryption 

Both the operations in Algorithm 2 are large number 

modular exponentiations. When RSA is implemented in 

hardware, there are various options and many algorithms are 

available. The Montgomery Exponentiation method is most 

widely used owing to its efficient hardware implementation, 

as it does away with the expensive division operation required 

for modular multiplications involved in an exponentiation. 

Hence we choose the Montgomery method as the target 

algorithm for our scan chain attack. 

The Montgomery product of two n-bit numbers A 

with B is denoted by: Mont (A, B) = A·B·R−1 mod N, where 

A·B denotes a modular multiplication, N is the modulus or 

the product of the prime numbers used in the modular 

multiplications, and R = 2n. 

 
Fig. 3: Montgomery exponentiation of RSA algorithm 

Mont (A, A) is known as the squaring (S) operation, 

while the Mont (A, ex) is known as the Multiplication 

operation (M). Each iteration of the loop within the algorithm 

consists either of a square and multiply operations if the 

exponent bit is 1, or only a square operation if the exponent 

bit is 0. 

In this paper for scan-based attack, we are focusing 

on the intermediate register, which stores the value after each 

Montgomery multiplication. Irrespective of how the RSA 

modular exponentiation is implemented, the intermediate 

value will always be stored in a register. 

III. DIFFERENTIAL SCAN ATTACK MODE 

One of the main advantage of the attack proposed in this 

paper over the previous RSA attacks is the fact that it works 

in the presence of industrial DfT structures. For that purpose 

the differential mode is used to deal with linear response 
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compactors which are inserted by the majority of the DfT 

tools. In the case of parity compactors, each output bit is the 

XOR operation between the scan flip-flops on the same slice. 

It means that the actual value stored in one SFF is not directly 

observable. Instead, if it differs from the value expected, the 

parity of the whole slice also differs, and so faults may be 

detected. This difference is also exploited by an attacker. 

Figure-4 shows a crypto block and the intermediate 

register which is the target of the scan attack. The differential 

mode consists of applying pairs of plaintexts, in this example 

denoted by (M0, M1). The circuit is first reset and the 

message M0 is loaded. Then after some fixed clock cycles, 

the circuit is halted and the intermediate register I0 is shifted 

out. The same procedure is repeated for the message M1 for 

which I1 is obtained. Let us suppose that I0 differs from I1 in 

6 bit positions as shown in Figure-4, where a bit flip is 

represented by a darker box. Let us further suppose that the 

intermediate register contains only 16 bits and the bits 0, 8, 

10, 13, 14, and 15 are flipping. The parity of the differences 

is equal to 0, since there is an even number of bit flips. 

 
Fig. 4: Design with crypto block 

 
Fig. 5: DfT scheme example 

In Figure-5, the flip-flops of the intermediary 

register are inserted as an example of a DfT scenario with 

response compaction. In this case there are four scan chains 

divided into four slices. RX represents the test output 

corresponding to the slice X. As may be seen, if only the bit 

0 flips in the first slice (an odd number) this difference is 

reflected into a flip of R1. In slice 2, no bits flip and thus R2 

remains the same. Two flips occur in slice 3: 8 and 10. In this 

case, both flips mask each other, thus 2 flips (even) result in 

0 flips at the output R3. In slice 4, 3 bit flips are sensed as a 

bit flip in R4. 

The parity of flips in the intermediate register is 

equal to the parity of flips at the output of the response 

compactor. This property is valid for any possible 

configuration of the scan chains and slices. Additionally it is 

also valid for compactors with multiple outputs. In this case, 

the difference measured should consider all compactor 

outputs. Thus using the differential mode, the attacker 

observes differences in the intermediate register and then 

retrieves the secret key. 

IV. DESCRIPTION OF THE SCAN ATTACK ON RSA 

The Montgomery exponentiation consists of repeating the 

Montgomery multiplication operations several times. The 

first multiplication in the main loop, i.e., the squaring of A, is 

always performed independent of the value of the secret key 

bit. The second multiplication, A times ex, is performed only 

if the decryption key bit is 1. The main idea of the attack 

proposed here is to check if the second operation is executed 

or not, by observing the value of A afterward. If it does, then 

the key bit is 1, otherwise it is 0. This procedure is repeated 

for all the key bits. 

In order to detect if the second multiplication was 

executed, the attacker must scan out the value of A after each 

loop. Additionally, as explained above, a pair of plaintexts is 

used to overcome the obscurity provided by the response 

compactor. This pair must be properly chosen so that a 

difference on the parity of A would lead to the decryption bit. 

For that, it is important that we give a pair of specific message 

inputs to the algorithm. 

First, a pair of random 1024-bit messages is 

generated using a software pseudorandom number generator. 

We denote them here as (M0, M1). Then, the corresponding 

output responses are computed on each of these messages 

assuming the key bit to be both ‘0’ and ‘1’. Let (R00, R01, 

R10, R11) be the responses for message M0 and M1 for key 

bit ‘0’ and ‘1’ respectively. Let Parity (R00), Parity (R01), 

Parity (R10) and Parity (R11) be the corresponding parities 

on these responses. Let P0 be equal to Parity (R00) XOR 

Parity (R10) and P1 be equal to Parity (R01) XOR Parity 

(R11). If P0!= P1, then the messages are taken to be useful, 

otherwise they are rejected and the process is repeated till a 

pair of ‘good’ messages is obtained. This is illustrated in 

Figure-6. 

 
Fig. 6: Findings good pair of messages for scan attack on 

RSA 

After a good pair of messages is found, it may be 

applied to the actual circuit. For both pairs of elements, the 

application is executed in functional mode for the number of 

clock cycles corresponding to the targeted step (decryption 

key bit). For these pairs of elements, the scan contents are 

shifted out and the parity of the difference at the test output 

bitstream is measured. If the parity of differences is equal to 

P0, then the hypothesis 0 is correct and the secret key bit is 0. 

If it is equal to P1, then the secret key bit is 1. This procedure 

is repeated for all the bits of the decryption key. 

V. PRACTICAL ASPECTS OF THE ATTACK 

Performing scan attacks on actual designs requires additional 

procedures. The two main practical issues consist of (1) 

dealing with the other flip-flops of the design; (2) finding out 

the exact time to halt the mission mode execution and to shift 

out the internal contents. 
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A. Leakage Analysis 

The scenario of Figure-4 and Figure-5 is commonly taken 

into consideration by scan attacks, however in real designs; 

other FFs of the design will be included in the scan chain. 

These additional FFs may complicate the attack if no 

workaround is taken into account. Figure-7 shows a design 

containing three types of FF. We define here three types of 

scan flip-flops (SFFs), depending on the value they store, as 

shown in Figure-8. Class T1 SFFs correspond to the other IPs 

in the design; that is storing the data which is not dependent 

on the secret. T2 SFFs belong to the registers directly related 

to the intermediate register, that store information related to 

the secret key and that are usually targeted by attackers. T3 

SFFs store data related to the cipher but not the intermediate 

registers themselves. The leakage, if it exists, concerns the T2 

type. 

The goals of the leakage analysis is to find out if a 

particular bit of the intermediate register (T2) can be observed 

at the test output, and locate which output bit is related to it. 

Let T2N be the value stored in T2 after N clock cycles while 

the design is running in mission mode from the plaintext M0. 

The analysis is focused on one bit per time, looking for an 

eventual bit flip in T2. In order to do that, the pair (M0, M1) 

is chosen so that the value on T2N for M0 differs by a single 

bit from the value T2N for M1. In Figure-7 the darker blocks 

represent a bit that flips. Thus, the least significant bit of T2N 

flips. Since the attack tries to verify if it is possible to observe 

a flip in the LSB of T2N, it is ideal that there is no flip in T1N. 

To reduce the effect of the T1 flip-flops, all the inputs that are 

not related to the plaintext are kept constant. It means that 

T1N for M0 has the same value as T1N for M1. However, the 

same method cannot be applied to reduce the effects of T3. 

Since we suppose that the logic associated with T3 is 

unknown and since its inputs are changing, the value T3N for 

M0 may differ from T3N for M1. In our example, let us flip 

only three bits of T3.  

 
Fig. 7: Generic cryptographic design showing categories of 

FFs 

 
Fig. 8: Test compression with multiple scan outputs 

Figure-8 shows the result of these bit flips in the scan 

chain and consequently in the test outputs. As an example, we 

suppose that the DfT insertion created 4 scan chains, and 

placed a pattern decompressed at the input and a response 

compactor with two outputs (R and L). As may be seen, slice 

1 contains only T1 scan flip-flops, meaning that after the 

response compactor, the values of R1 and L1 are not 

supposed to flip. For slice 2, the same happens. Slice 3 

contains the only flipping bit of T2N and the other flip-flops 

in the slice do not change. In this case, the bit flip of the LSbit 

of T2N is observable in R3. It means that an attacker could 

exploit the information contained in R3 to find the secret key. 

Hence, this is considered a security leakage and may be 

exploited by the attack. 

B. Attack Tool 

The main goal of this tool is to apply the attack method as 

well as the leakage analysis, to many different DfT 

configurations, without modifying the attack principle. The 

scan analysis tool is divided into three main parts: the attack 

methods and ciphers, the main controller, and the simulation 

part which is composed of an RTL deck and ModelSIM 

scripts, as shown in Figure-9. In order to use the tool the gate-

level netlist must be provided by correctly setting the path for 

both the netlist and technology files for ModelSIM 

simulations. Then the design is linked to the RTL deck, which 

is used as an interface with the tool logic. This connection is 

automatically done by giving the list of input and output data 

test pins, as well as the control clock, reset, and test enable 

pins. Additionally, other inputs such as plaintext and cipher 

text must be set in the configuration file. 

 
Fig. 9: Scan attack tool 

The new RSA attack method is written in C++ for 

an RSA software implementation. Scan-attacks on other 

similar cryptosystems may be conceived since the tool was 

built in such a way that adding a new cipher is simple. The 

core of the tool is implemented by the attack controller that 

calls the attack method through a Simplified Wrapper and 

Interface Generator (SWIG) interface. SWIG helps connect 

programs written in C/C++ with other high-level 

programming languages such as TCL/Perl. The attack 

controller ensures that the settings are initialized and then it 

launches both the attack and the simulation. As a secondary 

functionality, the controller handles some design aspects, like 

timing and multiple test outputs, so that the attack method 

itself may abstract that information. For instance, the attack 

method has no information on how many clock cycles it takes 

to execute a Montgomery multiplication. Also, it finds out the 

number of scan cycles that the shift operation must be enabled 

so that the contents of the scan chains are completely 

unloaded. 

VI. CONCLUSIONS 

We have target the Montgomery Exponentiation algorithm 

rule, that is by far the most popular and efficient 

implementation of RSA in hardware, as there are not any 
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division operations involved. Our proposed scan-attack 

analysis takes the contents of alternative key-dependent 

registers present within the scan chain, and presents ways that 

to deal with this downside. Finally, the attack cannot be 

applied to secure designs having test response compaction 

and masking our scan-attack analysis.  

Our proposed scan-based attack will effectively 

retrieve a secret key in an RSA circuit, since we have a 

tendency to simply specialize in the variation of 1-bit of 

intermediate values named a scan signature. By observing it 

within the scan path, we will resolve the register position 

specific to intermediate values. The experimental results 

demonstrate that a 1,024-bit secret key may be retrieved by 

using 29.5 messages, a 2,048-bit secret key by using 32 

inputs, and a 4,096-bit secret key can be retrieved by using 37 

messages. In the future, we are going to define a new scan-

based side-channel attack against compressed scan data for 

RSA. In this paper, we have tendency to solely obtain RSA 

LSI implementation. We are going to attack these RSA 

implementations and with success retrieve a secret key. 

Developing countermeasures against the proposed scan-

based side-channel attacking methodology is another future 

work 
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