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Abstract— Wireless sensors have been generally utilized for 

discrete application with scope ranging from various regions 

like observation of telemedicine and object following, and so 

forth. For practical sensor arrangement, the sensors are 

susceptible to specific attacks as they are not build with 

tamperproof scheme and are difficult to tracked and secured. 

Thusly, the structure criteria of clone area traditions for 

sensor frameworks couldn't simply guarantee the superfluous 

execution of clone distinguishing proof potential results yet 

additionally consider the imperativeness and memory 

execution of sensors. Sealed gadgets and conveyed in places 

without checking and security, which makes them inclined to 

clone attacks. A vindictive customer may moreover trade off 

a couple of sensors and gather their private information. At 

that point, it might recreate the sensors and introduce clones 

in a wireless sensor network (WSN) to discharge a 

determination of attacks, which is alluded to as clone attack. 

A vitality effective area mindful clone identification 

convention in intensely masterminded WSNs in presented, 

that helps in guarantying fruitful clone attack location and 

deals with an acceptable system lifetime. Proposed 

convention can achieve cent percent clone detection 

probabilities with trustful witnesses or sources. In addition, in 

most existing clone recognition conventions with irregular 

witness choice framework, the required buffer storage of 

sensors is generally reliant on the hub volume. The scheme 

here required cradle storage of sensors is free of jump length 

of the system range. Proposed convention can accomplish 

long system lifetime by adequately appropriating the traffic 

overhead over the system. 
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I. INTRODUCTION 

Wireless sensors had broadly been conveyed for choice of 

bundles or application, beginning from surroundings 

following to telemedicine and objects following, et cetera. 

For savvy sensor locating, the sensors are susceptible to 

specific attacks as they are not build with tamperproof 

scheme and are difficult to tracked and secured. As an 

instance, a falsified user may furthermore trade off a couple 

of sensors and gather their private information. At that point, 

it might duplicate the sensors and introduce clones in a 

wireless sensor networks to discharge a choice of attacks, 

which is alluded to as clone attack. As mirrored data, like the 

valid sensor, is maintained on clone sensors, they could easily 

take cooperation in arrange capacities and discharge attacks. 

In view of the minimal effort for sensor duplication and 

establishment, clone attacks have come to be a standout 

amongst the most fundamental assurance issues in WSNs. 

Thusly, it is imperative to adequately distinguish clone 

attacks while in transit to make certain healthy WSNs’s 

computations. 

In order of granting effective clone detection, 

normally selection of bundle of nodes is performed, these 

nodes called witnesses, provides certification of the authority 

for the nodes in the complete network. Secure data of the first 

node that is the ID and the positioned data are communicated 

between the witnesses at selection level of witness. Instance 

the nodes in network insist to forward the info, witnesses 

receives the request first, for verification of the legitimacy 

and attack is reported by witnesses that have been detected 

whenever a node is failed in the certification. 

The witnesses performs authentication of sensor 

prior to forwarding of data in network, and if the node failed 

to prove its authentication attack is raised by witnesses. 2 

requirements needs to be satisfied in order to attain the 

success of clone detection: a) deciding witnesses randomly 

and b) as a minimum, single witness can correctly collect 

entire validated message(s) to perform clone detection. 1st 

necessity desired is strongly prohibiting malicious customers 

snoop the conversation among contemporary origin node and 

its witnesses, as falsified users can't produce replica validated 

messages. 2nd necessity desires minimum of witnesses to be 

aware to take a look at the identification of the sensor to 

decide over the presence or absence of clone detection. To 

assure a high clone detection chance, i.e., the possibility that 

clone attacks may be correctly detected, it is vital and hard to 

satisfy those provisions in clone detection scheme layout. 

Unique in relation to wireless terminal frameworks, 

wireless sensors are regularly of littler length and lower cost, 

and have limited battery and memory capacity. Therefore, the 

structure criteria of clone location conventions for sensor 

systems couldn't just ensure the unnecessary execution of 

clone identification potential outcomes yet also consider the 

vitality and memory execution of sensors. 

II. LITERATURE SURVEY 

A. X. Shen and Z. Zheng [1] 

In this paper the authors proposes an energy profitable locale-

receptive act-alike protocol in densely spread out WSNs that 

can warranty triumphant clone attack apprehension and also 

conserve competent network endurance. Especially, there is 

an endeavor made to misuse the geo-area data of sensors and 

in whichever way select witnesses accessible in a ring 

territory which will check the authenticity of sensors and 

report distinguished clone attacks. Here the ring design 

permits vitality beneficial information advancing along the 

course towards the witnesses and the sink. It has been 

hypothetically demonstrated by creators that the current 

convention is equipped for accomplishing 100% clone 

recognition prospects with straightforward witnesses. In 

addition the work has been extended by doing more research 

about the clone detection execution with false witnesses and 

demonstrates that the clone identification possibility still 
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advances to 98% when 10% of witnesses are refereed. 

Nonetheless, in the greater part of the current clone location 

conventions with unpredictable witness gathering plan, the 

proper cradle storage of sensors essentially relies upon the 

hub volume, i.e., O(n), whereas for this situation, the fitting 

buffer stockpiling of sensors is self-ruling of n however a 

component of the jump length of the system sweep h, i.e., 

O(h). Unavoidable re-enactments features that this scheme is 

fully capable of achieving lengthy network life span by 

adequately administering traffic haul over system network.  

B. Y. Sankarasubramaniam et.al [2] 

Here the authors describe the idea of sensor networks which 

has been made feasible by the merging of wireless 

communications, micro-electro-mechanical systems 

technologies and the digital electronics. Firstly we analyse the 

sensing tasks and the possible sensor networks and analysis 

of the factors affecting the structure of sensor networks is 

given. Later the authors define the architecture of the 

communication of sensor networks, the methods and the 

protocols assigned for every layer in the literature are 

analysed. Here the issues regarding the open search for the 

realization of sensor networks are also described. 

C. T. Shu et.al [3] 

Two main attacks are recorded in WSNs, 1) Denial of service 

attach 2) Compromised node attacks. In this study, the 

authors collected the information about data delivery 

methods. These methods are of high probability to avoid 

black holes attacks. Black holes are formed by above 

mentioned attacks. They declare that classic multipath 

routing methods to avoid attacks are unsafe, mainly because 

of their acceptance nature. In multipath routing algorithm, 

multiple paths are computed and these routes are well-known 

to the source. Therefore, this makes total information 

forwarded over these routes are unsafe and hence this type of 

protocol are more likely to get attacked easily. In this paper, 

the authors developed the mechanisms that generate a set of 

multipath routes in a randomized fashion. Under this type of 

route designs, the routes adopted by the nodes on the network 

takes different paths to share the packets and these paths 

change over time.  

III. METHODOLOGY 

In this system, information or data is sent from data owner to 

sink (destination) by using ERCD protocol. First we need to 

select the file to be sent, the destination node has to be 

initialized by choosing an appropriate route in order to 

transfer the file between source and the destination nodes. 

Using the intermediate nodes the data is transferred to a sink 

node after collecting from the sensor nodes. 

Thus, sink node location in network plays a vital role 

on energy usage and life span of wireless sensor networks. 

Malicious nodes can attack the data, where in the clone 

detection manager can detect the files which are attacked, 

later an alternate route is selected to outsource data towards 

the respective destiny node. 

A. ERCD protocol 

In this study, we proposed a protocol named- energy-efficient 

ring based clone detection – ERCD. This etiquette helps to 

attain great probability of clone detection plus selection of 

witness randomly. 

There are 2 stages in ERCD protocol: 1. Legitimacy 

verification and selection of witness. 

In selection of witness stage, the secure data is 

forwarded to a number of witnesses by the sink node. A 

mapping function is used for selecting the number of 

witnesses. 

In the 2nd stage of legitimacy or dependability 

verification. In this stage a verification message has been 

forwarded to the witnesses along with the secure data by the 

sink node. If the message is received successfully by any of 

the witnesses, then the witness header receives the same 

message for future validation. 

When the witness header receives the messages 

from all the witnesses, it compares this aggregated 

verification messages with the records stored. Cloning attack 

is detected when the witness header receives a number of 

copies of verification messages or messages whose time has 

expired. Cancellation strategy is triggered when the detection 

of attack is confirmed. It is responsibility of witness header 

to node to determine the legitimacy of the source node. 

At the beginning, we virtually divide the region of 

the network into h end-to-end rings, the breadth of individual 

ring is r. The individual ring owns abundantly a good amount 

of sensors in them. These nodes are used to forward message 

along the ring. Since we take into account a densely deployed 

Wireless Sensor Networks, the distance between sensors is 

decided by the hop span in network. Distance of each hop 

specifies the sensor nodes transmission range. 

Simulation demonstrates that the probability of 

clone attack detection can be reached to 98% by using the 

ERCD Protocol in Wireless Sensor Networks, considering 

10% of cloned nodes. 

ERCD protocol help in detection of cloned attacks 

based on truthful witnesses. On comparing with existing 

clone detection protocols, this protocol balances the 

consumption of energy by the sensors in the WSNs. Let’s 

know how this is achieved with ERCD protocol. Energy 

consumption is balanced by distributing the energy among 

the sensor nodes having witness nodes and not for the sensor 

that doesn’t have witness nodes 

The buffer storage capacity in ERCD depends on the 

length of ring; this makes this scheme very scalable. The 

outcomes received from this simulation show how we can 

receive greater productivity in connection of clone detection 

possibility, with sensible data buffer capacity and lifetime of 

the network by applying the ERCD protocol. 

B. Algorithms 

The following algorithms based on the ERCD show the two 

stages 1) Witness Selection and 2) Legitimacy Verification 

1) Algorithm: ERCD 

 Modify the ring index of each sensor node 

 Exchange the relative data with neighbours 

 Stage 1: Witness Selection  

Ka ← Encrypt(IDa, la, Ta) 

Oa
w ← PseudoRand(IDa, la, Ta, ha); i ← Oa 

while i ≠ Oa
w do 

if i < Oa
w  

then 

a′ ←  Select random node on (i + 1)th ring 
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i ← i + 1 

else 

a′ ← Select random node on (i − 1)th ring 

i ← i − 1 

end if 

Forward Kato a′ 

end while 

b ← a Select random node on Oa
w th ring 

Let b record (IDa , la, Ta) from Ka; 
Wa ← b 

c ← a Select random node on Oa
w th ring 

while c ≠ b do 

Let c record IDa, la, Ta, from Ka; Wa ← c 

c ←  the farthest node from c on Oa
w-th ring 

end while 

 Stage 2: Legitimacy Verification 

Ka ← Encrypt(IDa, la) 

Oa
w ← PseudoRandom(IDa, la, ha)  

j ← Oa; j′ ← Oa 

while (j′ < Oa
w ∧ j ≠ Oa

w + 2) ∨ (j′ > Oa
w ∧ j ≠ Oa

w − 2) 

do 

if (j′ < Oa
w) ∧ (j < Oa

w + 2) 

 then 

a′′ ← next selected node in STAGE I on (j + 1)-th ring 

j ← j + 1 

else if (j′ > Oa
w) ∧ (j > Oa

w − 2)  

then 

a′′ ← next selected node in STAGE I on (j − 1)-th ring 

j ← j − 1;  
end if 

if (j = Oa
w − 1) ∨ (j = Oa

w) ∨ (j = Oa
w + 1)  

then  

Broadcast Ka 

end if  

end while 

for all wi ∈ Wa do 

if wi hears Ka  then 

Forward Ka to Sa {Sa  is b} 

end if   

end for 

if (IDa, la) of Sa ≠ (IDa, la)  in Ka ∨ multiple copies ∨ time 

> Ta; then 

Trigger the revocation procedure 

end if. 

C. System Architecture 

 
Fig. 1: System Architecture 

System architecture of the project is shown in figure 1; it 

contains the source, IDS manager or clone detection manager 

and attacker and receiver parts. 

In the first section that is source, the user has to 

select a file through upload option that has to be forwarded to 

the receiver. Before forwarding the file, the entire network’s 

nodes are initialized, after which the uploaded file can be 

forwarded. Once the packet is forwarded from the source the 

control over the file or packet is given to the router, where we 

set up all the nodes and selects an appropriate path to forward 

the packet. If the node is attacked, it is identified by the IDS 

manager, and then the packet that has been forwarded to the 

attacked node will now be forwarded from another 

appropriate path by the IDS manager by initializing the 

packet once again.  

IV. IMPLEMENTATION 

A. Modules 

In this project using modules those are the given below: 

 Data Owner Module 

 Router 

 Sink Node 

 Clone Detection Manager 

 Attacker 

B. Module Description 

1) Data Owner Module 

 In the first module, the data owner first browsing the files 

and initializing the nodes submit the data to the 

destination node when we submitting the file it will show 

node initialized successfully and by the choosing an 

appropriate router to transfer the data. It chooses the 

default path in order to send the data to destination. 

2) Router 

 In this module, the job of the router that forward data 

packets between the data owner and sink node. It 

normally sends the data to destination and when data is 

send to receiver or sink node is shown file received 

successfully.  

 In this module, it will show the view node information it 

containing node-name, bandwidth, digital sign, attacker-

Ip, data integrity and Ip-address. 

 In this module, we also refreshing the nodes once again 

it will perform the normally.  

3) Sink Node 

 In this module the entire data is aggregated through 

sensors and is transferred along the path of destiny node. 

This lead to the conclusion that the location of destiny 

node plays a significant role in energy utilization and 

lifespan of WSNs. 

 Sink node accepts the data sent by source. 

4) Clone Detection Manager 

 In this module, whenever an attack is done by 

mischievous user clone detection manager detects the 

cloned files and chooses an alternative random path to 

send the data to the destination or the sink node. 

 In this module, we have two types of attacks are used 

attacker1 and attacker2.Attacker1means it attack on the 

data and attacker2 means it attack on the bandwidth or 

energy.  

 In this module, it will show the filter details.  

5) Attacker 

 Attacker injects the malicious data to the node and 

corrupts the copy of the file. 



Efficiency and Awareness Active Duplicate Disclosure in Wireless Sensor Networks 

 (IJSRD/Vol. 5/Issue 06/2017/240) 

 

 All rights reserved by www.ijsrd.com 988 

V. RESULT ANALYSIS 

A. Screen Shots 

1) Data owner or Source 

The view of the source shown in above here we will select 

file need to send to destination and then click on Init button 

to initialize all nodes once all nodes are initialize we are able 

to send packet to receiver by clicking on submit button. 

 
Figure 2: Source 

2) Router 

In Router we will set all nodes which are used to send packet 

from source to destination. The packet sent from source then 

packet will come to router here that packet will be sent to 

receiver by using appropriate path. In Router on click Nodes 

Info button then nodes information will be displayed. 

 
Fig. 3: Router 

3) Receiver 

In Receiver we can see content of file sent at receiver. 

 
Fig. 4: Receiver 

4) Attacker 

In the Attacker we need to select the node from the drop down 

to which we are attacking and enter the data in the text area 

and then click on modify, that particular node will be 

attacked. 

 
Fig. 5: Attacker 

VI. CONCLUSION 

The project is based on the wireless sensor networks which 

propose a data security in wireless sensor networks using 

hash functions. In that the compression and encrypting 

techniques must keep the assurance that the application 

shouldn’t loose and provenance even it gets decoded. This 

results into smaller provenance length scheme than the 

previous one. Moreover the approach secures the packet and 

provenance and can protect from the most provenance 

attacks. 
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