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Abstract— Now a day, malicious activities are becoming 

more active and more frustrating for the internet users. There 

is a need for a solution which protects user by recommending 

them a blacklist of current threats. Existing recommendation 

algorithms i.e. content, collaborative, context based etc. do 

not provide the fast and efficient recommendations for the 

problem. This paper proposed a hybrid recommendation 

algorithm that generates fast and efficient threat’s black list 

recommendations. If we making a network and configuring 

security tool. So there is need to block malicious IP addresses 

and domain name which can affected to the network. We have 

a log of malicious IP addresses and domain name from central 

repository that log shared by victim, who is already suffered 

from this type of activity. Hybrid Recommendation 

Algorithm provides a list of most deadly attackers. After that 

we can get black list and block by firewall and other security 

tools. 
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I. INTRODUCTION 

Blacklists essentially attempt to forecast future malicious 

sources based on past logs. It is desirable that they are 

predictive, i.e., include many of the malicious sources that 

will appear in the future and as few false positives as possible. 

It is also desirable that the blacklist size is short, especially 

when the blacklist is used online for checking every flow on 

he fly. Predicting future malicious activity accurately and in 

a compact way is a difficult problem. Given the wide use of 

blacklists on one hand, and the inherent complexity of the 

problem on the other hand, it is surprising how little has 

actually been done so far to systematically treat this problem. 

Network operators routinely maintain and process 

security logs, e.g., produced by firewall and intrusion 

detection systems, in order to monitor and prevent malicious 

traffic from entering, or being generated inside, their 

networks. Such security logs provide a significant part of the 

digital evidence that is necessary to perform forensics 

analysis. 

First, we formulate the problem using a 

methodological framework inspired by recommendation 

systems [2]–[5]. More specifically, we frame the problem of 

predictive blacklisting (i.e., predicting which networks will 

be targeted by which attacker based on historical data) as an 

implicit recommendation system (i.e., which items will be 

chosen by a user given the history of past user’s actions). This 

novel formulation opens the possibility to apply powerful 

methodologies from machine learning to this problem. 

Second, within the recommendation system 

framework, we evaluate, compare, and combine several 

candidate techniques, namely: time-series analysis (to 

capture history and temporal trends in the logs), two 

neighborhood models (to capture similarity of attackers 

and/or victims) and singular value decomposition (to capture 

global spatial patterns). The end result is a combined method, 

which we call Blacklisting Recommendation System or BRS. 

BRS predicts the likelihood of a particular attack source 

attacking a particular victim network. A customized blacklist 

per victim network can then be constructed by selecting the 

most likely attack sources to attack that particular victim 

network. Third, we thoroughly analyze one month of logs 

from Dshield[1], and we reveal dominant spatio-temporal 

patterns of malicious traffic. Apart from being informative on 

their own merit, these patterns also guide the design of our 

blacklisting recommendation system. We evaluate BRS over 

the Dshield[1] dataset, and we demonstrate that it improves 

the productiveness of the blacklists. 

II. RELATED WORK 

A. Closely Related Blacklisting Techniques 

GWOL stands for “Global Worst Offender List” and refers to 

blacklists that include top attack sources that generate the 

highest number of attacks globally, as reported at universally 

reputable repositories, such as [1], [7]. A problem with this 

approach is that the globally most prolific attack sources 

might be irrelevant to some specific victim networks. Beyond 

the traditional approaches, Zhang et al. proposed “Highly 

Predictive Blacklisting” (HPB), [4]. The main idea of HPB is 

that a victim should predict future attackers based not only on 

her own logs but also on logs of a few other “similar” victims. 

In [6], similarity between two victims was defined as the 

number of their common attackers, based on empirical 

observations made earlier by Katti et al. [5]. A graph that 

captures the similarity of victims was considered, and an 

algorithm resembling Google’s Page Rank was run on this 

graph to determine the relevance of attackers for a victim. 

Predictive blacklisting was essentially posed as a link-

analysis problem. 

The two traditional approaches to generate blacklists 

are GWOL and LWOL, according to the terminology of [16]. 

LWOL stands for “Local Worst Offender List”: security 

devices deployed on a specific site log malicious activity, and 

a blacklist of the most prolific attack sources is compiled. 

This approach, however, fails to predict attack sources that 

have never previously attacked this site; in this sense, a local 

blacklist protects the network reactively rather than 

proactively. 

The Highly Predictive Blacklist scheme is 

implemented in Dshield[1] and is provided as a service to 

contributors: operators contribute daily logs from their 

network to Dshield[1] and get back in return a customized 

blacklist that helps them to better defend against future 

attacks to their networks. Compared to HPB [4], our work 

solves the same problem (predictive blacklisting based on 

shared logs), but we have several differences in methodology 

and intuition. More specifically, we make the following 

contributions compared to [4]. (1) We formulate the problem 

as an implicit recommendation system [16]; this opens the 
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possibility to apply a new set of powerful techniques from 

machine learning. Within the recommendation system 

framework, we combine a number of techniques that capture 

and predict different behaviors present in our dataset. (2) One 

set of techniques exploits local spatial correlation, i.e., 

identifies similar victims and/or attackers. HPB is a special 

case, where similarity is considered only among victims and 

is defined as the number of common attackers. (2a) We use a 

different notion of victim-to-victim similarity which focuses 

on simultaneous attacks from common sources (attacks 

performed by the same source at about the same time induce 

stronger similarity among victims.) (2b) Furthermore, we also 

define another notion of similarity that takes into account 

blocks of attackers and victims jointly, using a co-clustering 

algorithm called cross-association (CA) [6]. (3) We also 

investigate the use of singular value decomposition to 

identify global spatial patterns. (4) Another set of techniques 

use time series to exploit temporal trends for prediction; Fig. 

1. Analogy between Recommendation Systems (left) and 

Attack Prediction (right). we also incorporates the time aspect 

at various parts of the model. This includes LWOL as a 

special case, where the past consists of a single time period. 

 
Fig. 1: Analogy between Recommendation Systems (left) 

and Attack Prediction (right). 

B. Other Work on Blacklisting 

Blacklists are widely used to deal with several types of 

malicious activity. For example, IP and DNS blacklists help 

to block unwanted web content, spam producers, and 

phishing sites. Below we mention some examples. In the 

context of spam, Spamhaus is a project that tracks spammers 

on the Internet [9]. It provides dependable realtime anti-spam 

protection by publishing blacklists of spamming sources and 

works with law enforcement to identify and pursue 

spammers. 

One of the widely used blacklists compiled by 

Spamhaus is the Exploits Block List (XBL). XBL is a list of 

IP addresses of illegal 3rd party exploits, including open 

proxies (HTTP, socks, AnalogX, wingate, etc), worms and 

viruses with built-in spam engines, and other types of trojan-

horse exploits. XBL incorporates data from two highly 

trusted DNS blacklist sources, with tweaks by Spamhaus to 

maximize the data efficiency and minimize false positives. In 

the context of defense against phishing attacks, Prakash et al. 

[10] proposed PhishNet, a simple algorithm to predict future 

malicious URLs. 

In this work, based on the observation that attackers 

often make only slight modifications to old phishing URLs to 

generate new ones, the authors enumerate combinations and 

variations of known phishing sites to create new ones. In [12], 

the authors proposed the use of online learning to extract 

features of known phishing URLs, build a classification 

model for phishing URLs, and use this model to predict new 

malicious URLs. Several researchers have looked at the 

effectiveness of various types of blacklists. In [14], Jung and 

Sit study spam traffic going to an institution network and find 

that 80% of the spam sources appear in at least one of seven 

popular blacklists at the time. In [14], Ramachandran et al. 

propose counter-intelligence techniques to detect botmasters 

based on DNS blacklists. In particular, the authors exploit the 

fact that botmasters themselves perform DNS blacklist 

lookups to determine whether their spamming bots are 

blacklisted to identify potential bots. In [15], Sinha et al. 

evaluate four popular reputation-based blacklists on an 

academic network with 7,000 hosts. The authors find that the 

false negative rates are high: ranging from 35% to 98%, and 

that the false positive rates are lower but some rates are still 

significant: ranging from 0.2% to 9.5%. 

III. THE DSHIELD DATASET 

A. Overview and Key Characteristics 

In this study, we used logs from Dshield to understand the 

patterns existing in real data and to evaluate our prediction 

methods in practice. In this section, we briefly describe the 

dataset and mention some key properties that influenced the 

design of our prediction methods. 

B. The dataset 

Dshield [1] is a repository of firewall and intrusion detection 

logs collected at hundreds of different networks all over the 

Internet. The participating networks contribute their logs, 

which are then converted into a common format that includes 

the following fields: time stamp, contributor ID, source IP 

address, destination IP address, source port number, 

destination port number, and protocol number. 

In this paper, we work with the first three fields. One 

challenge when dealing with large-scale security log sharing 

systems is the amount of noise and errors in the data. For this 

reason, we preprocessed our dataset to reduce noise and 

erroneous log entries, such as, those belonging to invalid, 

non-routable or unassigned IP addresses. Data from Dshield 

have been studied and used by several researchers over the 

years, such as [6], [8], [20], [21], to name a few examples, 

and the main findings (e.g. clustering of malicious sources 

and short-lived IP addresses in the logs) were consistent over 

time and with our own analysis. We analyzed 6 months of 

Dshield logs, from May to October 2008. In this paper, we 

present results for 1-month only (October 2008); the results 

were quite similar for the other months. 

C. Observations 

Fig. 1 showcases some observations from the data that 

motivated design choices in our prediction. It shows the 

number of logs generated by a portion of the IP space over 

time. One can visually observe that there are several different 

activities taking place. Some sources attack consistently and 

by an order of magnitude higher than other sources (heavy 

hitters); some attack with moderate-high intensity but only 

for a few days (spikes); some attack continuously in a certain 

period and do not appear again; finally, most other sources 

appear to be stealthy and generate limited activity. The wide 

variety of dynamics in the same dataset poses a fundamental 

challenge for any prediction mechanism. Methods, such as 
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GWOL, focusing on heavy hitters will generally fail to detect 

stealthy activity. Methods focusing on continuous activity 

will not predict sudden spikes in activity. This motivated us 

to develop and combine several complementary prediction 

techniques that capture different behaviors. Secondly, in Fig. 

1(b), we show some information about the temporal behavior. 

In particular, we consider attack sources that appear at least 

twice in the logs and study the inter-arrival time between logs 

for the same attack source. We plot the cumulative 

distribution function (CDF) of inter-arrival time at three 

different levels of granularity: IP address, /24 prefix, and 

source subnet. We observe that for /24 prefixes, 90% of 

attacks from the same source happen within a time window 

of 5 days while the remaining 10% are widely spread over the 

entire month. Similar trends are true for the other levels. This 

implies that attacks have a short memory: if an attacker 

attacks more than once, then with high probability it will 

attack again soon. 

This motivated the moving average time series 

approach we use for temporal prediction. Another important 

aspect influencing the design of our prediction methods is the 

correlation among attacks seen by different victim networks. 

Let us call two victim networks “neighbors” if they share at 

least a certain number of common attackers. 

Most victims share only a few attackers because 

there are a few source IPs (heavy hitters) that constantly 

attack most victim networks. However, if we consider a strict 

definition of neighbors, i.e., sharing a large number of 

attackers, each victim has a smaller number of neighbors, 

which is likely to capture a more meaningful type of 

interaction. This motivated us to consider small 

neighborhoods in our spatial prediction methods. Finally, we 

focused on mining persistent coordinated enemies from the 

Dshield logs and provide sufficient accompanying evidence 

showing that the flow-level patterns we identify are not a 

coincidence. To this end, we take the following three steps. 

First, we view the activities from source hosts to victim hosts 

as a binary matrix. 

We use this matrix as input to the cross-association 

(CA) algorithm [6] for every day of the month. From results 

of the CA algorithm, we identify several dense clusters of 

coordinated attackers: attackers in the same cluster attack the 

same set of victim hosts (Sec. V. B2). Second, we analyzed 

the temporal persistence of each dense cluster by measuring 

how similar it is to another dense cluster in a different day 

throughout the whole month. Third, we examined attack 

activities, as indicated by ports, protocols, and time, to find 

additional evidence of coordination among attack sources in 

the same group. Fig. 3 plots the accuracy, Fig. 4 Plots 

Precision, Fig. 5. Plots Recall, Fig. 6. Plots F-Measure among 

Content, Context, Collaborative and Hybrid Algorithm. Port 

445 is a well-known port (Windows Directory Service port), 

and received the most number of attacks throughout the 

month. The plot shows the number of distinct source IPs, 

source subnets, as well as victim networks over time. In total, 

there are 158 source subnets, distributed across 32 different 

countries, which attack 263 victim networks. 

Although both the attackers and victims are 

distributed across different time zones, there is a clear diurnal 

pattern of their attack activities: the number of attackers starts 

out small at the beginning of the day, grows to a peak around 

the midday, and decreases by the end of the day during the 

whole month. Similar diurnal patterns also appear in our 

analysis of activities associated with other active well-known 

ports, such as, ports 139 and 1433. Fig. 2. Represent the 

flowchart for Hybrid Algorithm. There is a large number of 

well-spread attackers associated with this attack: 179 source 

subnets, from 35 different countries; moreover, they attack a 

very small number of victim networks: 6 networks, from 3 

different countries of 3 different continents: US, Europe, and 

Asia, in a very short amount of time. We also notice that there 

is a short 10-minute interval of day 27 during which this 

undocumented port of two different victims networks are 

exploited at the same time. In summary, we analyze attack 

activities associated with both well-known and 

undocumented ports using ports, protocols, and time. We find 

strong evidence of persistent coordination of the candidate 

attack clusters, which are identified earlier by CA algorithm. 

This further supports our findings of coordinated attackers. 

IV. PROPOSE TECHNIQUE 

 
Fig. 2. Flowchart of Hybrid Algorithm 

Our propose work contain the unique idea that recommends 

blacklist using hybrid algorithm. 

1) Start. 

2) Get user name from session variable.  

3) Get the user information according to user login, which 

represents the content recommendation algorithm part. 

4) Extract the user country information, which represents 

the context recommendation algorithm part. 

5) On the basis of above information, we have sorted the 

attacker’s information on the basis of rating in 

descending order from database. 
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6) Now, extract the top most attacker’s information and 

recommend them to user. 

7) Two temporary variables have been incremented to 

certain value to generate new recommendation, every 

time user logins.   

8) Now, every time user either refreshes the page or login 

to webpage, he would get new recommendations. 

9) End. 

V. RESULT ANALYSIS 

Content Based Recommendation Technique 

No. of 

Inputs 
Accuracy Precision Recall F-Measure 

60 0.44 0.41 0.28 0.33971429 

80 0.41 0.38 0.28 0.30875 

100 0.37 0.34 0.25 0.26714286 

120 0.36 0.32 0.2 0.24615385 

140 0.33 0.3 0.18 0.225 

160 0.32 0.28 0.16 0.20363636 

180 0.28 0.25 0.13 0.17105263 

200 0.24 0.21 0.09 0.126 

220 0.24 0.2 0.08 0.11428571 

250 0.22 0.19 0.07 0.10230769 

Table 1: Comparisons Parameter for Content Based 

Recommendation System. 

Context Based Recommendation Technique 

No. of 

Inputs 
Accuracy Precision Recall 

F-

Measure 

60 0.5 0.45 0.45 0.4452174 

80 0.5 0.42 0.37 0.4426279 

100 0.47 0.42 0.34 0.3958974 

120 0.47 0.41 0.32 0.3556757 

140 0.41 0.39 0.32 0.3354286 

160 0.41 0.37 0.29 0.3251515 

180 0.35 0.34 0.26 0.2946667 

200 0.3 0.35 0.22 0.2538462 

220 0.31 0.3 0.21 0.2538462 

250 0.31 0.31 0.2 0.2333333 

Table 2: Comparisons Parameter for Context Based 

Recommendation System. 

Collaborative Based Recommendation Technique 

No. of 

Inputs 
Accuracy Precision Recall 

F-

Measure 

60 0.63 0.66 0.65 0.6740741 

80 0.64 0.65 0.62 0.644031 

100 0.65 0.64 0.59 0.6039669 

120 0.62 0.61 0.59 0.5839316 

140 0.59 0.58 0.52 0.5638938 

160 0.6 0.57 0.51 0.5438532 

180 0.58 0.54 0.48 0.5137864 

200 0.52 0.5 0.44 0.4736842 

220 0.52 0.49 0.44 0.4736842 

250 0.5 0.49 0.43 0.4536264 

Table 3: Comparisons Parameter for Collaborative Based 

Recommendation System. 

Hybrid  Recommendation Technique 

No. of 

Inputs 
Accuracy Precision Recall 

F-

Measure 

60 0.86 0.81 0.8 0.8147239 

80 0.83 0.8 0.77 0.7847134 

100 0.79 0.75 0.77 0.744698 

120 0.77 0.74 0.73 0.7246897 

140 0.75 0.72 0.69 0.7046809 

160 0.73 0.7 0.69 0.6846715 

180 0.7 0.65 0.64 0.6546565 

200 0.65 0.63 0.61 0.6146341 

220 0.65 0.62 0.62 0.6046281 

250 0.64 0.62 0.62 0.5946218 

Table 4: Comparisons Parameter for Hybrid Based 

Recommendation System. 

 
Fig. 3: Accuracy among Algorithm 

 
Fig. 4: Precision for Among Algorithm. 

 
Fig. 5: Recall for Among Algorithm. 

 
Fig. 6: Recall for Among Algorithm. 
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VI. CONCLUSION AND FUTURE WORK  

In this paper, is study of malicious activity given past 

observations. As part of this study, paper analysed a real 

dataset of 1-month logs from Dshield, available through a 

shared repository of logs from different victims/contributors. 

We also propose Hybrid Algorithm, which is apply on the 

repository of attackers and victim logs and gives the blacklist 

to future attacks. It brings improvement of degree of 

prediction rate. Alternatively, the network administrators of 

these hosts could be contacted and warned so that they can 

take action and fix their systems. 

Hybrid recommendation system computes user 

information, user country, victim country, attacker’s domain 

names, IP addresses, no. of attackers (rating), whose element 

indicates the probability that an attacker will target a specific 

victim in the near future. In this paper, this matrix was used 

to create per-victim customized blacklists, which consist of 

attack sources associated with the highest ratings for that 

particular victim.  

There are several directions for future work: (a) 

incorporate the effect of other fields of the dataset (such as 

destination port ID) into our prediction model; (b) add new 

algorithms in our combination that capture different effects 

(e.g., latent factor models could capture global behavior); (c) 

build a prototype. 
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