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Abstract— Vehicular Ad Hoc Networks uses the unique 

Public Key Infrastructure and also the Certificate Revocation 

Lists (CRLs) for their system security. The PKI system, 

authentication of any type of the received message has been 

performed by individually checking, in case if, certificate of 

the sender has been included the current systems CRL, by 

verifying the system authenticity the certificate or any of the 

signature of sender. A Expedite Message Authentication 

Protocol (EMAP). Which has replaced the time constraint 

consuming CRL by checking the process by all efficient 

possible revocation checking. 
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I. INTRODUCTION 

Vehicular ad-hoc networks (VANETs) attracted the extensive 

attentions which has recently been promising technology to 

the revolutionizing tin the transportation systems and also 

providing the broadband communication system based 

services to the in network vehicles. Revocation of the process 

in used protocol use a keyed structured Hash Messaging 

Authentication Code (HMAC), in which key has been used in 

calculating HMAC which is shared only in between non-

revoked and also On-Board Units (OBUs). In addition to the 

EMAP we have used a novel structure for the probabilistic 

key distribution system, which has been enabled non-revoked 

OBUs for securely share and update a secret key. EMAP can 

decrease the message loss ratio and increases the message 

verification processing delay compared to conventional 

system based authentication methods by employing CRL. By 

the process of executing the security analysis by the 

performance of evaluation, EMAP has demonstrated for the 

secure and efficient communication. 

 
Fig. 1: Model of communication 

VANETs includes the two different entities like On-

Board Units (OBUs) and also the infrastructure Road-Side 

Units (RSUs). 

Two basic communication modes of vanet are; 

 Vehicle-to-Vehicle (V2V) communication system 

 Vehicle-to-Infrastructure (V2I) communication system. 

II. LITERATURE SURVEY 

[1] Author in this paper has presented the WAVE system for 

the scheme including the cross layering and also the 

conditional privacy aware scheme for the verification of the 

vehicular safety for transferring the application messages. 

Author has developed the type of the ECDSA scheme by the 

combination of the identity based user authentication scheme. 

User have to use the origin of the other user / signer also each 

of the user for the message signature generation and also for 

the verification of the message. 

[2] In this author has proposed the novel 

authentication method in which all group of the virtual 

scheme are described.  In this process every vehicle is 

composed of the signature which is unique in the system. The 

generated key will be used for the generation of the group 

signature for every other vehicle in the system. 

[3] In this paper author has presented a user 

authentication scheme for Vehicular network which based on 

the Group of based signature and the user identity signature. 

Authors has expressed the two type of class’s public vehicles 

and the road side system unit. Data stored in the public system 

vehicles also in the RSU has to be authenticated by using the 

id based signature system, the messages has to be verified. It 

will be done through the batching system verification. Users 

Private vehicles used in the group of the signature for the 

identification of system messages for the safety purpose. 

[4] In this work Author proposed the Authentication 

system based scheme in the related, weakens the encryption 

based concept for authenticating the mobile based vehicles 

for the use of the users in the vehicles. Author had applied by 

the weak method of encryption in the plain data for the 

authenticating of a mobile based vehicle. The Permutation 

system has to verify the possible keys for the distribution over 

the multiple user. 

[5] The present Group system based security system 

for Source based model system for the network. It is a source 

based authentication system scheme, which is based on the 

system known as TESLA the multiple based combination of 

general system attribute. Group system based secure system 

authenticating protocol has to generate the dynamic grouping 

secured key by the delivering of the safety message. The 

system Dynamic group key has been created by set of 

attributes. TESLA has a way has chaining system, the length 

of the system has related to the multiple security level. The 

safety system information has trunked the secured 

transmission. 

III. METHODOLOGY 

The proposed Expedite message authentication protocol for 

the VANET consist of a special authentication system which 

is used for the secure authentication based message exchange 

protocol in and between the network regions. In vanet each 

OBU has to broadcast a message every 300ms about its 
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location, velocity, telemetric information. Each OBU receive 

a large number of messages over every 300ms and it has to 

check the current certificates so there is long authentication 

delay which depends on CRL size and number of received 

certificate. The amount of gained authentication information 

is to be increased in a timely manner. Here we using EMAP , 

where Expedite message authentication protocol which 

replaces the CRL checking process by an efficient revocation 

checking process using fast and secure HMAC function. 

EMAP enables OBU s to securely share and update a secrete 

key .EMAP decreases message loss ratio due to the message 

verification delay compared with the CRL. The messages that 

can be verified using EMAP within 300ms.EMAP is secure 

and efficient. The proposed EMAP uses a fast HMAC 

function and novel key sharing scheme employing 

probabilistic random key distribution. 

A. System Architecture 

As shown in Figure, the system model under consideration 

consists of the following: A Trusted Authority, which is 

responsible for providing anonymous certificates and 

distributing secret keys to all OBUs in the network. Roadside 

units (RSUs), which are fixed units distributed all over the 

network. The RSUs can communicate securely with the 

TA.OBUs, which are embedded in vehicles. OBUs can 

communicate either with other OBUs through V2V 

communications or with RSUs through V2I communications 

 
Fig. 2: System Model 

IV. IMPLEMENTATION 

A. Modules and their description 

1) VANET Network Initialization 

The initial phase of the proposed system is the initialization 

of the system based on the requirement. The system will be 

initialized in the sequence of the action needed to perform the 

tasks. The work has been divide according to the requirement. 

2) Communication Establishment 

In this phase the system has to provide the communication 

from on system to another system. It can be performed by the 

COM port, System BOARD connection, and IPV4/IPV6 

protocol. 

3) Public key based Infrastructure 

It is a general but yet effective type of data encryption for the 

purpose of the key based user identification. In this model 

system uses every type of possible entity in the system 

network holds a basic authenticated certificates also a 

message in the system should have been used digitally signed 

before the transmission. 

4) Data Transmission 

After the establishment of the communication the user has to 

transit and the data on the receiver from the source end. The 

user Is allowed to transmit files of the different types like doc, 

xt, img, video, audio etc based on the system performance the 

size has to be choose by the user. 

5) Authentication system 

The data transmitted from the source to the destination the 

message has begins, transmission will be from source to 

destination through the intermediate regions. 

6) Efficient authentication 

The proposed type of efficient authentication and also the 

message revocation scheme known as TACK. 

7) Message Authentication 

We adopted the PKI system, TA sign the certificate also the 

OBU signature in a message which are discussed for the 

system generality. 

8) End system to system Delay 

It is the total time taken from connection establishment to 

data transmission successfully over the entire period of time. 

9) Message Loss Ratio 

It is the ratio between the data transmitted to the data lost 

during the transmission from the source to destination. 

B. System Architecture 

As shown in Figure, the system model under consideration 

consists of the following: A Trusted Authority, which is 

responsible for providing anonymous certificates and 

distributing secret keys to all OBUs in the network. Roadside 

units (RSUs), which are fixed units distributed all over the 

network. The RSUs can communicate securely with the 

TA.OBUs, which are embedded in vehicles. OBUs can 

communicate either with other OBUs through V2V 

communications or with RSUs through V2I communications. 

V. RESULTS ANALYSIS 

A. Screenshot 

In the figure 3 the initialization of the simulation in the router 

is shown. The timer starts when the simulation of the system 

begins. 

 
Fig. 3: Beginning of router simulation, 
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Fig. 4: Grid movement from G1 to G2 

As shown in the figure 4 once the data is transmitted 

form one grid to another the time keep track for the next grid. 

It transmit the data in between the vehicles in as shown in 

figure 

 
Fig. 5: 6 Data movement in Grid 3 

As shown in the above figure 5 data is transmitted in 

G3, the time keep track for transmission of the data to 

exchange n the vehicles. 
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