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Abstract— A virtual host computer system that enables 

enterprises to buy, lease, sell, or distribute software and other 

digital resources over the internet as an on-demand service is 

cloud computing. Though the new paradigm of cloud 

computing provides great advantages, there are meanwhile 

also concerns about security and privacy for web based cloud 

services. A multi-factor authentication and access control 

system for web-based cloud computing services is developed. 

In the proposed authenticated access control system, an 

attribute-based access control mechanism is implemented 

with the necessity of both user secret key and a trusted 

security key response. The login of the user is secured by one 

time key password system (OTP) and each login is secured 

with session keys i.e. The user is allowed to work only for a 

permitted time period. A user cannot access the system if she 

/he does not hold all the three factors: the OTP, secret key, 

secret key response, the mechanism enhances the security of 

the system, especially in those cases where many users share 

the same computer for web-based cloud services. In addition, 

attribute-based control in the system also enables the cloud 

server to restrict the access to those users with the same set of 

attributes while preserving user privacy, the user .The cloud 

server only knows that the user fulfills the required predicate, 

but has no idea on the exact identity of the user the cloud 

holds the user with attributes and the polices. The cloud 

servers cant access the files of the user i.e. the files stored are 

in an encrypted format the encryption key is given by only 

the user. 
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I. INTRODUCTION 

Cloud computing completely virtual system, i.e. it doesn't 

exist in real. It no longer depends on a server or a number of 

machines that physically exist User authentication and 

identity has become a critical component for any cloud 

system. A user has to login before using the sensitive data 

stored in cloud storage. There are two problems here, the 

traditional account with simple username and password is not 

privacy preserving. Second is its common to share the same 

computers among different people. In this paper we propose 

multi factor authentication and access control system for web 

based cloud computing services. In the process the login of 

the user is secured by both session keys and the OTP login. 

The user requests the trustee key response and the authority 

secret key for accessing the file, even after logging in the user 

cannot access the files from cloud storage if he/she didn't 

possess both the trustee key response and the authority secret 

key which enhances the security of the system. 

In this paper, it is intended to develop a high end 

security system for providing authentication and access 

control mechanism which is very fast and accurate in 

computation as well as limited usage of storage server. 

II. PROPOSED WORK 

Multi factor access control 

A. Login 

1) Session Keys 

Session keys are sometimes called symmetric keys, because 

the same key is used for both encryption and decryption. A 

session key may be derived from a hash value, using the 

CryptDeriveKey function (this method is called a session-key 

derivation scheme). Throughout each session, the key is 

transmitted along with each message and is encrypted with 

the recipient's public key. Because much of their security 

relies upon the brevity of their use, session keys are changed 

frequently. A different session key may be used for each 

message .every session key is unique and assigns an session 

ID for each login and logs out automatically when the time 

period is complete . 

2) OTP 

A one-time password (OTP) is an automatically randomly 

generated numeric or alphanumeric string of characters that 

authenticates the user for a single transaction or session. The 

OTP is sent to users personal cell phone number. It is valid 

for a very short time and can be used only once by the user. 

 
Fig. 1: One Time Password (OTP) 

B. Generation of user key 

It consists of the three 1) requests 2) trustee response 3) 

issuing authority secret key. 

 Requests: The user has to request the trustee for the 

trustee key response, the trustee verifies the user about 

his registration and the login for that particular time and 

issues the response from the user which is valid for a 

certain period of time for the logged in user. Next step, 

the user has to request the authority for the secret key, 
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the authority verifies the user twice here once though the 

trustee and other by logged in time. 

 Trustee response: The trustee has the user request who 

verifies him and issues the response key for a particular 

file he has requested for ,the same file request has to be 

done for the secret key  

 Authority secret key: The authority has the user request 

who sends the secret key to the user which is randomly 

generated, user can access his files on logging in with 

both the secret key and the trustee response, if the user 

misses any of the key he couldn't access the file and the 

login is valid for a particular session if the user couldn't 

complete his work within this time, he must login again 

with the same mechanisms. 

 
Fig. 2: Generation of User Key 

C. Access Authentication Process 

 
Fig. 3: Access Authentication Process 

At the second phase user has the both trustee key response 

and the authority secret key, the user can’t miss any one of 

those keys, user can access his files by both the keys stored 

in cloud. The clouds server has no exact knowledge of the 

identity of the user .the server knows the user only through 

the attributes and the policies in the process .the files stored 

in the cloud are encrypted files and the encryption key is 

known only by the user which makes the mechanism temper 

resistance i. e, even if in the rare cases the cloud server were 

hacked the third party cant access the file or read them as they 

are encrypted. 

III. IMPLEMENTATION 

The usage of this work is executed in the most extreme 

famous apparatus of java that is Eclipse Luna by interfacing 

it to MySQL Workbench 5.2 CE. Obscure Luna is a joined 

progression condition (IDE) for making applications utilizing 

institutionalized java programming dialect. 

We create a web based dynamic project using 

eclipse, the CSP used in work is DriveHQ which is It cloud 

service provider and some unique feature like DriveHQ file 

manager, DriveHQ online backup, and cloud sharing facility. 

The files uploaded are saved in DriveHQ in an encrypted 

format, making it more secure. 

We make an electronic dynamic venture utilizing 

shroud, the CSP utilized as a part of work is DriveHQ which 

is It cloud specialist organization and some one of a kind 

element like DriveHQ document administrator, DriveHQ 

online backup, and cloud sharing facility. The records 

transferred are spared in DriveHQ in an encoded design, 

making it more secure. The exploratory outcomes figure that 

this work accomplishes high proficiency by giving security 

thrice i.e., login by utilizing session keys, by trustee security 

reaction and the authority secret key. the work additionally 

shows the cloud server knows the clients just by the 

properties yet not the correct character of the client .the 

records put away in the cloud server are in scrambled 

arrangement .the encryption key is known just by  the client. 

Moreover, the outsider assault is counteracted by the 

utilization of the encryption to records transferred in the cloud 

server 

IV. CONCLUSION AND FUTURE WORK 

A. Conclusion 

A multi factor authentication and  access control system for 

web based cloud computing has been introduced , in the 

proposed multi factor access control system has been 

identified to not only enable the cloud server to restrict the 

access to those users with the same set of attributes but also 

is privacy preserving. The detailed security analysis is as 

follows: 

The mechanism uses OTP services and session keys 

for login of the user. 

Accessing of files by the user is secured twice in the 

system by trustee response and the secret key. 

Files stored in cloud server are encrypted making it 

more secure and non-accessible by the third party authorities. 

The encryption key is known only by the user.  

V. FUTURE WORK  

This paper has a vast future scope of work. It is highly 

extensible. The security issues are increasing day by day. 

Since the technologies and its secure use is an important 

concern we use different and secure access control and 

authentication mechanism. The major concern is more user 

friendly and highly secure measures must be developed and 

implemented. So the future work has a scope on this area 

where more user friendly security measures has to be 

concentrated. 
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