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Abstract— There are two reasons for packet loss in multi-hop 

wireless ad-hoc network. Link error and malicious packet 

dropping are two different reasons. While discovering 

continuous packet loss in the network, it is difficult to identify 

whether the loss is because of link error or malicious drop. 

We are going focusing on insider attack case i.e. malicious 

packet dropping where malicious nodes that are part of the 

route that will drop a small amount of packet which will affect 

the network performance. The packet dropping rate in this 

case which is based on traditional algorithm is comparable to 

the channel error rate and it does not achieve the satisfactory 

detection accuracy. The correlation between lost packets is 

identified by using the bitmap obtained from individual node, 

to improve the detection accuracy. To allow the detector to 

find the truthful information about packet loss, a 

homomorphic linear authenticator based on public auditing 

architecture is applied. The proposed technique is collusion 

proof and causes low communication and storage overheads 

at intermediate nodes and it is also privacy preserving. The 

auditor will collect the information reported by individual 

nodes and will determine the reason for packet loss by to 

determine correlation between packet loss. The malicious 

node is eliminated from route once it is identified. 

Key words: Secure Routing, Packet Dropping, Auditing, 

Attack Detection, Link Error 

I. INTRODUCTION 

WANET is a decentralized type of wireless network. It is 

used in a network infrastructure and It demands a dynamic 

network configuration. Since all the nodes in WANET are 

portable .it is mobile and so topology is dynamic in nature. 

The nodes dynamically establish a connection between 

source node and destination node. In multi hop wireless ad-

hoc network nodes relay on other nodes to forward and route 

data packet to the destination. Malicious nodes can exploit 

this situation and disorganize ad-hoc network operation by 

dropping data packets and not delivering them to the next 

hop, completely disrupting the path between the source and 

destination. At the end such an extreme Denial-of-service 

(DOS) attack can enervate the system by apportioning its 

topology. In contravention of that diligent packet dropping 

can practically debase the system execution, from the 

attackers point of view such a dependably on attack has its 

weakness. There are two sources for packet losses, Link error 

and malicious packet dropping. Link errors are nothing but 

the harsh channel conditions (e.g. fading, noise and 

interference).In malicious node that is part of route can 

explore its knowledge about network protocol and 

communication reference to launch an insider attack. Such 

insider attacks can achieve performance degradation effect as 

a persistent attack as much lower risk detecting frequently. A 

malicious node simply stops forwarding every packet 

received from upstream node, or may be drop little amount of 

data which are highly critical to operation of network or 

evaluate the importance of packet and interchange some 

amount of data due to which the risk o network performance. 

These types of intermittent insider attack may cause 

considerable damage for network. To avoid such attacks in 

this paper we are interested in the problem of nodes which are 

responsible for these drops. In this paper we can develop an 

accurate algorithm based on public auditing architecture 

which can improve the selective packet drop detection 

accuracy. Our algorithm also provides a privacy preserving 

and truthful decision statistics as a proof to support the 

detection resolution. 

A. Problem Statement 

The problem of identifying the nodes of Packet on Source and 

Destination that drop the packets maliciously. We require the 

detection, which is performed by a public auditor that does 

not have knowledge of the secrets, held by the nodes on PSD. 

When a malicious node is identified then auditor should be 

able to construct a publicly verifiable proof of the 

misbehavior of that node.  

B. Objective 

 To ensure truthful calculation of these correlations, we 

develop a homomorphic linear authenticator (HLA) 

based public auditing architecture that allows the 

detector to verify the truthfulness of the packet loss 

information reported by nodes.  

 To reduce the calculation, a packet-block-based 

mechanism is also proposed. Which allows one to trade 

detection accuracy for lower computation complexity.  

II. RELATED WORK 

[1] In the year 2000 Xiaobing Zhang, Zhi fu,S. Felix Wu 

proposed paper titled “TCP Packet Dropping Attacks and 

Intrusion Detection” which contain three dropping patterns 

and can be classified, which demonstrate attacker can choose 

different dropping patterns to degrade TCP service to 

different level and selectively dropping a very small no. of  

packets, can result in to serve damage to TCP performance.  

Second, it shows that hacker can utilize a DDOS attack tool 

to control a “uncompromised” router to emulate dropping 

attack. Third, it presents a statistics analysis module for 

detection of TCP packet dropping attack. 

[2] After that in the year 2005 Wenyuam XU, 

Yanyoung  Zhang, Timothy Wood proposed a paper “ The 

feasibility of launching and detecting jamming attacks in 

wireless network” which inspect radio obstacle attacks from 

both sides of the issue. To study the issue of directing radio 

impedance attacks on remote systems, and analyze the basic 

issue of diagnosing the nearness of sticking attacks. Here, 

proposes four different sticking attack models that can be 
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utilized by an enemy to cripple the operation of a remote 

system and access their adequacy regarding how every 

strategy influence the capacity of a remote hub to send and 

get parcels. 

[3] In the year 2009 W.Kozma, and L. Lozos 

proposed a paper “REAct : Resource  efficient accountability 

for node misbehavior in ad hoc network based on random 

audits,” which investigate the problem of uniquely 

identifying the set of misbehaving nodes who refuse to 

forward packets. In this paper proposes a misbehavior 

identification scheme called REAct which provide resource 

efficient accountability for node misbehavior. REAct 

identification of misbehaving node can be done based on 

series of random audits triggered upon a performance drop. 

Which show the source destination pair using REAct can 

identify any number of independently misbehaving nodes 

based on behavioral proofs provided by nodes. This proofs 

are constructed using bloom filters which are storage –

efficient structure. 

[4] In the year 2012 A. proano an L.Lazos,” packet 

hiding method for preventing selective jamming attacks,” 

which investigate problem of the adversary or jammer 

exploits his internal information for having launching 

selective jamming attack in which specific massage of high 

importance are targeted. To prevent these attacks in this paper 

proposes schemes that prevent real-time packet classification 

by combing cryptographic primitives with physical layer 

attributes. Which provides a solution to the selective jamming 

attack in wireless network would be the encryption of packet 

that going to sent. First symmetric encryption is applied to the 

packet data except destination. That means hide the data from 

adversary. Now MAC header and this permuted data can be 

again encrypted by using this method. When multi hop 

communication is applied then intermediate node only 

required one symmetric decryption to get destination address. 

Packet loss = number of packet sent – number of 

packets received. 

In this way better security against selective jamming 

attack. Here used the packet hiding method for preventing 

selective jamming attack. 

III. EXISTING SYSTEM 

By assuming that malicious dropping is the only source of 

packet loss The most of the related works preclude the 

ambiguity of the environment, so that there is no need to 

account for the impact of link errors. On the other hand, in 

order to achieve an acceptable detection accuracy for the 

small number of works that differentiate between link errors 

and malicious packet drops, their detection algorithms 

usually require the number of maliciously-dropped packets to 

be significantly higher than link errors. The related work can 

be classified into the following two categories, depending on 

how much weight a detection algorithm gives to link errors 

relative to malicious packet drops. The first category aims at 

high malicious dropping rates, where most (or all) lost 

packets are caused by malicious dropping and the second 

category targets the scenario where the number of 

maliciously dropped packets is significantly higher than that 

caused by link errors, but the impact of link errors is non-

negligible. 

A. Disadvantages of Existing System 

In an open wireless environment, link errors are quite 

significant, and may not be significantly smaller than the 

packet dropping rate of the insider attacker. So, the insider 

attacker can camouflage under the background of harsh 

channel conditions. In this case, just by observing the packet 

loss rate is not enough to accurately identify the exact cause 

of a packet loss. This problem has not been well addressed in 

the existing system. 

 In the existing system first category case, the impact of 

link errors is ignored. 

 In the second Category, Certain knowledge of the 

wireless channel is necessary in this case. 

IV. PROPOSED SYSTEM 

Our algorithm for detecting selective packet drops made by 

insider attackers also provides a truthful and publicly 

verifiable decision statistics as a proof to support the 

detection decision. By exploiting the correlations between the 

positions of lost packets the high detection accuracy is 

achieved, as calculated from the auto-correlation function 

(ACF) of the packet-loss bitmap—a bitmap describing the 

lost/received status of each packet in a sequence of 

consecutive packet transmissions. Even though malicious 

dropping may result in a packet loss rate that is comparable 

to normal channel losses, the stochastic processes that 

characterize the two phenomena exhibit different correlation 

structures. Therefore, by detecting the correlations between 

lost packets, one can decide whether the packet loss is purely 

due to regular link errors, or is a combined effect of link error 

and malicious drop. The cross-statistics between lost packets 

to make a more informative decision, and thus is in sharp 

contrast to the conventional methods that rely only on the 

distribution of the number of lost packets. 

A. Advantages of Proposed System  

 The proposed system with new HLA construction is 

collusion-proof. 

 The proposed system gives the advantage of privacy-

preserving. 

 Our construction incurs low communication and storage 

overheads at intermediate nodes.  

 It makes our mechanism applicable to a wide range of 

wireless devices, including low-cost wireless sensors 

that have very limited bandwidth and memory capacities 

 Significantly reduce the computation overhead of the 

baseline constructions so that they can be used in 

computation-constrained mobile devices 

 The packet-block-based algorithm is proposed to 

achieves scalable signature generation and detection. 

This mechanism allows one to trade detection accuracy 

for lower computation complexity. 
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B. System Architecture of proposed system  

 
Fig. 1: Proposed System Architecture. 

C. Modules 

1) Setup phage 

In this phase node configuration can be takes place. In this 

establish the route PSD but before any data packet are 

transmitted over the route, the source S decides on symmetric 

key cryptosystem with the help of  RSA encryption can be 

done using public key.S also declare hash function to all 

nodes in PSD used for authentication purpose. 

2) Packet transmission phase 

After completing the setup phase, the transmission phase 

starts. The source S enters in the packet transmission phase 

before transmitting the packet the Pi where, i is a sequence 

number that uniquely identifies Pi ,S computes ri = H1( Pi) 

and generates the HLA signature of ri for node nj, as follows: 

Sij=[ H2( i||j) uri] x, for j=1,…k where || denotes 

concatenation. These signature are then sent together with Pi 

to the route, by using one way chained encryption which 

prevents the upstream node from deciphering the signature 

intended to downstream node. 

3) Independent auditor and detection phase 

The auditor Ad is an independent because it does not 

associated with any node and also it will not associated with 

any node and also it will not be having any information 

regarding the packet content. When the auditor Ad receives 

the ADR message from S, The ADR message contains the id 

of the nodes on PSD, ordered in downstream direction, i.e. 

n1,…nk. Which having information sent S’s HLA public key 

information pk = (v,g,u) the sequence number of most recent 

packets ‘M’ sent by S . and the sequence number of the subset 

of these M packets that were received by D. we assumes that 

information sent by S and D is truthful because detecting 

attacks is in their interest. Auditor Ad enters the detection 

phase after receiving the ADR request the auditor starts 

auditing the reply to its challenge from all nodes on PSD. The 

main task of Ad is detecting any overstatement of packet loss 

at each node, constructing a packet loss bit map for each hop, 

here ‘1’indicate packet has been received successfully and 

‘0’indicates there has been a packet drop. By using these bits 

calculating the auto correlation function ACF. For the packet 

loss on each hop and deciding whether malicious behavior is 

present. Once malicious node is detected it will be eliminate 

from the route and reset the path.  

D. Mathematical model 

The detection and prevention of selected packet dropping 

attacks is widely challenging in a highly dynamic 

environment. These packets dropping attack is specifically 

due to the open environment of wireless network. We need 

not only to detect the place of packet drop but also find the 

cause of packet drop. The packet drop in the WANET could 

be caused by rough channel conditions i.e. link error or by the 

insider attacker. The detection could be done by independent 

auditor. Who doesn’t know any information held by the node 

on route? When any misbehaving node is identified auditor 

should provide a publicly verifiable proof which should be 

privacy preserving with low communication and storage 

overheads.  

The conventional method, malicious-node detection 

is modeled as a binary hypothesis test, where H0 is the 

hypothesis that there is no malicious node in a given link (all 

packet losses are due to link errors) and H1 denotes there is a 

malicious node in the given link (packet losses are due to both 

link errors and malicious drops). Let z be the observed 

number of lost packets on the link during some interval t. 

Then, 

z   ={
𝑥, 𝑢𝑛𝑑𝑒𝑟 𝐻0(𝑛𝑜 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠 𝑛𝑜𝑑𝑒𝑠)

𝑥 + 𝑦, 𝑢𝑛𝑑𝑒𝑟 𝐻1(𝑡ℎ𝑒𝑟𝑒 𝑖𝑠 𝑎 𝑚𝑎𝑙𝑖𝑐𝑖𝑜𝑢𝑠 𝑛𝑜𝑑𝑒)
    (1) 

Where x and y are the numbers of lost packets 

caused by link errors and by malicious drops, respectively. 

Both x and y are random variables. Let the probability density 

functions of z conditioned on H0 and on H1 be h0(z)and 

h1(z), respectively. 

{
𝑖𝑓 𝑧 ≤ 𝑧𝑡ℎ, 𝑎𝑐𝑐𝑒𝑝𝑡 𝐻0,
𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒, 𝑎𝑐𝑐𝑒𝑝𝑡 𝐻1,

             (2) 

Where the threshold zth is the solution to the 

equation h0(zth)=h1(zth). 

E. Proposed DSR Algorithms  

1) Step 1: Find packet dropped node. 

For example, N2. 

Fetch N2 X and Y Coordinate. 

2) Step 2: Calculate distance N2 to all Nodes. 

Using D=√(x2−x1)2+(y2−y1)2 

3) Step 3: Find Lowest distance of all nodes. 

4) Step 4: Find Nearest Node. 

5) Step 5: Shift path N2 to Nearest Node. 

6) Step 6: Send data source node to destination node 

successfully. 
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V. RESULTS 

A. Start Window 

 
Fig. 2: User Login 

This is start window of our project.  In left side numbers of 

nodes for communications, and right side operation buttons. 

Registration, Deploy, Data Transmission, DSR, 

Auditing, Detection, Report 

B. Selecting File 

 
Fig. 3: Selecting File 

In 1st step select sending data process button from data 

transmission block for sending a file.  Then new windows is 

open for selecting source node, destination node and file 

which is to be transmitted. 

C. Selecting Source and Destination node 

 

 
Fig. 4: Selecting Source and Destination node 

Select source node and Destination node. Browse the file 

which is to be send from computer and click on send button. 

Then file is send on network. 

D. Selecting DSR 

 
Fig. 5: Selecting DSR 

We send file on network, now we have to select path for that 

file so select Dynamic Source Routing (DSR) button.  After 

selecting DSR it pop up every node in that path.  If path select 

properly then it give message like “DSR execute 

successfully”. 

VI. CONCLUSION  

It is compared with conventional detecting algorithm. Which 

uses the distribution of the number of lost packets, the 

correlation between lost packets meaningfully improves 

accuracy in detecting malicious packets drops. Such 

improvement is especially visible if the number of 

maliciously dropped packets is comparable with those of 

caused by link errors. To exact calculation of the correlation 

among lost packets, it is difficult to acquire truthful packet-

loss information at every individual node. To ensure the 

truthful packet loss information of individual nodes created 

an HLA based public auditing architecture. This architecture 

is proven collusion proof, which requires high computational 

capacity at source node, which incurs low communication 

and storage overheads in the route. 
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