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Abstract— The drawbacks of wireless sensor networks 

(WSNs) are from the energy and bandwidth, where the data 

provenance is critical for such kind of networks. The 

dimension of the provenance grows with the number of nodes 

traversed by the network packets even after using lossless 

compression methods that are used for encrypting provenance 

data. A dictionary based provenance approach is used to in 

order to address such problems. The size is independent of 

the number of nodes present in the packet. This approach 

exceeds other compact provenance mechanisms with respect 

to provenance size, robust, and energy consumption. 
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I. INTRODUCTION 

Technology used in enormous application fields like military 

operations, home security, medical monitoring, and 

surveillance, environmental monitoring, industrial machine 

monitoring, and so on required being simple and robust, one 

such technology fulfilling this is sensor networks. In such 

types of system area, sensors can be placed from tiny, internal 

to exterior sensors like in positioning devices or video 

recording cameras. Variety of these network infrastructures 

needed to adopt mechanisms which make sure that the 

truthfulness of data over network. Considering the 

provenance stores both acquisition and transmission of data 

that has occurred in the past which is mainly considered as an 

efficient method for evaluating the truthfulness of provenance 

data. The information regarding the operations that are 

performed on the provenance data is also provided. After all 

minimizing the length of the provenance data is critical in 

such networks. Due to the constraints of data storage and 

computational resources sensor hubs lacks the ability to store 

and change massive provenance information. Furthermore, 

the huge provenance data cannot be transmitted through the 

transmission channels as they do not have acceptable 

transmission capacity. 

The compression and encrypting techniques must 

assure to avoid the loss and modification of provenance later 

to its decoding. A dictionary based technique is proposed in 

order to encrypt the sensor data provenance plus solve the 

limitations of lossy compression mechanisms. 

Hence this technique stores the length of compacted 

path with minimum cost over the system entropy of external 

dictionaries storage additionally. Thus a more effective and 

accurate algorithm is used for encrypting and decrypting the 

provenance data in a centralized method. 

II. LITERATURE SURVEY 

Substantial scale sensor systems are being sent in various 

application areas, and frequently the information they gather 

are utilized as a part of basic leadership for basic frameworks 

[1]. Information is gushed from various sources through 

middle of the road preparing hubs that combines the data. A 

malevolent foe may mess with the information by presenting 

extra hubs in the system, or by bargaining existing ones. 

Along these lines, guaranteeing high information 

dependability in such a setting is urgent for amend basic 

leadership. Information provenance speaks to a key factor in 

assessing the dependability of sensor information. 

Provenance administration for sensor systems presents a few 

testing necessities, for example, low vitality in addition with 

transmission capacity utilization, productive capacity and 

safe outsourcing. Thus a proficient light plan to safely 

transmit provenance for sensor information has been 

proposed. The current work procedure depends on in-parcel 

Bloom channels to encode origination of the packet. 

Furthermore, proficient components for provenance measure 

and reproduction at the base station are presented. 

Evaluating the reliability of sensor information and 

the proprietors of this information is basic for quality 

confirmation of basic leadership in these frameworks [2]. 

Trust assessment structures utilize information provenance 

alongside the detected information esteems to Fig. the 

dependability of every information thing. In any case, in a 

measured multi-bounce sensor arrange, provenance data 

requires a vast and variable amount of bits in every parcel this 

results in bringing about high vitality scattering with 

broadened time of radio correspondence, making trust 

frameworks unusable. A vitality productive provenance 

transmission and development plot, which we allude to as 

PPF is presented. A bit-effective correlative provenance 

encoding and development techniques is presented, and 

consolidate them to deal with representational changes in the 

system. 

The prevalence of sensor systems and their many 

uses in basic areas make them more delicate against 

pernicious assaults. In such settings, dependability of sensor 

information and their provenance is pivotal for basic 

leadership. An effective and secure approach is presented for 

transmitting provenance data about sensor information [3]. 

The provenance approach utilizes wispy in-bundle Bloom 

channels that are encoded as sensor information goes through 

middle of the road sensor hubs, and are decoded and checked 

at the base station. The provenance procedure is likewise 

ready to safeguard against malevolent assaults like packet 

loosing and enables one to recognize the dependable hub for 

packet loss. Accordingly it makes conceivable to change the 

transmission course to dodge hubs that could be traded off or 

failing. Our procedure is intended to make a dependable 

domain for sensor hubs where as it were trusted information 

is handled. 

III. METHODOLOGY 

The information or data file send from Data-Owner module 

to the aggregate node (destination). In that first is browsing 

the file, encrypting the data and initializing the nodes for 

routing then submit the data to the destination node  by using 

shortest path algorithm and DSR protocol. The data is 
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transferred from source node to the destination node via the 

forward nodes. In that include the IDS Manager for recovered 

the data which can be done by the attacker. The main purpose 

of this project is to store all the data into the router. 

A. SHA-1: Secure Hash Algorithms 

 Security Hash Algorithm (SHA) was implemented in the 

year 1993 through the NSA and NIST. 

 The model was implemented in form of algorithm that 

will be utilized to provide safe hashing in United States 

Digital Signature consortium. 

 Hash methods serves as crucial function when 

considering the encryption phenomenon. Hash is an 

important mathematical function which conducts one-

way encryption. 

 The revised version of SHA is SHA-1 which was 

developed by NIST. 

 Like MD5, SHA-l operates on input information in 512-

bit blocks. 

 512-bit message is passed as input to algorithm for its 

operation 

 It creates a 20 byte message digest. While other generates 

a message digest of 128 bits. 

 Hash method is provided to forward a public rather 

digitally signed message from the source to the receiver. 

To achieve this certain steps needs to be trailed, those 

are: 

1) The source sender outsources the message data as input 

to the algorithm. The algorithm produces the output in 

form of 20 byte SHA-1 hash. 

2) This hash is now digitally signed by sender by his RSA 

secret key, and the normal text as well as the signed hash 

is sent along the way to receiver. 

3) Once obtaining the message, the receiver its own SHA-1 

hash and apply the public key of the sender on the hash 

signed to obtain the original hash. 

 
Fig. 1: Working of SHA-1 

B. System Architecture 

End User performs a user login consists of login, register, and 

cancels. First accessing users have to register in this to make 

an account here the user select the receiver through the End 

User then login. After login user have to run the data owner 

in that browsing the file, encrypt the uploaded file, initializing 

the nodes for MAC confirmation and send to the destination 

node (target node). Router shows that the data transfer in the 

form of the node where the router stores all the information 

about time delay, attacker, nodes, distance and  router itself 

where the router gives the information that data received 

successfully, find the path based on the distance and check 

attackers, if attacker found then send to the ids manager, 

apply localization techniques to avoid attackers, finally verify 

whether the user is registered or not, find the time delay or 

energy, capture the attacker ip address. After transferring the 

data a message has been received that data send successfully. 

This is called normal flow of data transfer. In attacker module 

first select the node and packet for the attack where the attack 

is done then this attack is visible in router where the data 

transfer in router then directly this information goes to the 

IDS manager then IDS manager recover this attack and then 

again normally flow the data transfer it means that receiver 

didn’t get the error file. In attacker and router stored this 

attacker information. IDS manager only stored the recovered 

attack information. 

 
Fig. 2: System Architecture 

IV. IMPLEMENTATION 

A. Modules 

In this project using modules those are the given below: 

 End user login 

 Data Owner 

 Router 

 Attacker 

 IDS Manger 

 Receivers 

B. Module description 

1) End-User login 

 End user login is the first module, where the network 

users have to register into the network.  

 Here the user has to select the End-user from the 

network. 

 In that after login user has to select the receiver one or 

more than one or two or three. 

2) Data Owner 

 Data owner is the second module in the implementation, 

where the data owner has to first login in order to send 

any data packets to the receiver. 

 After login the data owner can browse the respective file, 

after selection the sender can encrypt the uploaded file. 

http://ecomputernotes.com/images/Secure-Hash-Algorithm-l-SHA-1.jpg
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 Initializes the MAC address where all nodes are 

initialized which is used for path forwarding the 

encrypted data packets. 

 After initialization of all nodes the receiver node has to 

select where receivers IP address has to be mentioned 

later the data packet can be forwarded which uses a 

shortest path algorithm. 

3) Router 

 Router stores the information about Attackers, Time 

delay, Router itself, network information, and End users. 

 It looks up for the smallest distance to the destiny node 

and forwards the packet along that route. If it identifies 

any unfamiliar event or traffic around node during 

forwarding then the router outsourced to IDS manager. 

Router performing the following operations such as Find 

Path based on the distance and check attackers, If 

attacker found and send to ids manager, apply 

localization technique to avoid attackers, Finally verify 

whether the user is registered in the data owner or not, if 

user is not authorized then inform to data owner, Find 

time delay and energy, Capture the attacker ip address, 

View attackers, nodes, distance.   

The router consist of following sub modules, 

 Router  Filename, Mac address, destination 

(receivers: A, B, C), date and time. 

 Attacker  Node, packet, Mac, date and time. 

 Time delays  Filename, destination, date, delay time, 

node path. 

 Networks  Node, distance, filename, MAC, attacked. 

 Registered users  Username, password, email-id, 

phone no, address, user. 

4) Attacker 

 Attacker  Select the node, select the packet, malicious 

data, attack. 

 In attacker can select more than one attack  after selecting 

the node and packet  then attack can be done which 

shows an message that “successful attacked routing 

path” then that attack can be visible in the router after 

that attack can recovered by the IDS Manager. This 

attacker information adds to the attacker profile in router. 

 The adulterated center point or the activity center subtle 

elements can be recognized by an edge based classifier 

is utilized in the Attack Detection module to recognize 

DOS assaults from true blue movement. The Attcker can 

infuse the fake message and creates the mark to a specific 

hub in the switch with the assistance of edge based 

classifier in testing stage and afterward adds to the 

aggressor profile. 

5) IDS Manager 

 The IDS manager abbreviated as Intrusion Detection 

System manager accountable to bifurcate the malignant 

information and movement information. It resolves the 

phase’s accordance to the Router station and agrees on 

type of attackers. 

 If the router identifies any malicious attack or a traffic 

node during forwarding then the router forwards to the 

IDS manager apply localization technique to avoid 

attackers. After sending to the ids manager gives a one 

message that “malicious data found in the respective 

packet” and ask ” if you want to localize the respective 

node?” if says yes then again data send normally to the 

destination. 

 IDS Manager stores the information of recovered attack 

nodes and packets and mention the date and time. 

6) Receiver 

 Service provider sends the data to the end user by means 

of router. In receiver side there is one option is decrypt 

for encrypt the data. 

 Receiver can receive the data in the form of code then 

receivers itself decrypt the data in the form of text. 

 Receivers send the acknowledgement that data sent 

successfully. 

V. RESULT ANALYSIS 

A. Screen Shots 

1) User Login 

Here the users can be login and select the receiver from the 

End-User. 

 
Fig. 3: User Login 

2) Data-Owner 

Here first browsing the files, content of the file is encrypted, 

initializing the nodes and sending the data to the receiver. 

Then content of the files can be encrypted before sending the 

data after that the nodes can be initialized successfully and 

select the receiver. 

 
Fig. 4: Data-Owner 

3) Router 

Router shows the data transmission and store all the 

informations. 

 
Fig. 5: Router 
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4) Receiver 

Receiver can receive the encrypted files and the data can be 

decrypted by the Decrypt option then shows the original file 

contents. 

 
Fig. 6:  Decrypted data in Receiver A 

VI. CONCLUSION 

The project is based on the wireless sensor networks which 

propose a data security in wireless sensor networks using 

hash functions. In that the compression and encrypting 

techniques must keep the assurance that the application 

shouldn’t loose and provenance even it gets decoded. This 

results into smaller provenance length scheme than the 

previous one. Moreover the approach secures the packet and 

provenance and can protect from the most provenance 

attacks. 
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