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Abstract— In today’s world the important factor to be 

consider in cloud is security of the data, where user store the 

data on a cloud. For providing the protection to the data on 

cloud the cloud service providers take the charges from the 

different users. In this paper it is most important to improve 

security guarantees. Authentication is also a must as well as 

when you upload or download files in cloud using various 

methodology. It is important to identify a user who is taking 

the benefit of using cloud at each time when we provide them 

a file to a user. This proposed paper focuses on the 

mechanisms like two fish Algorithm for encryption and 

Decryption purpose, Time based onetime-password 

Algorithm is using for user authentication and file 

authentication can AES algorithm with the concept of key 

management which is quantum key generation. Encryption 

and decryption can be done by using the algorithm like Two 

Fish. Authentication of user can be done by using TOTP- a 

time based onetime-password algorithm. IP restriction also 

provide over the network, file access user log, data leakage 

and security alarm to the user for data security, one time 

password also provide at the time of login and downloading. 
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I. INTRODUCTION 

A. Cloud Computing 

The storing of data, application on remote servers and 

accessing them via the internet rather than saving or installing 

them on your personal or office computer has they become 

vital. Software as service ability to leverage an application 

across the public internet be able to get a web browser be able 

to use the application on demand. Some of an application for 

free and support by an ads, some of more on pay per use 

model, pay per year model. Cloud computing is become large 

set of buzz an industry people look at an next evaluation of 

computing. What cloud computing does for an IT 

organization or for a technology company looking to be a 

business and try providing services? It does couple of things 

first thing it does as well applications. Applications could be 

an older application or rewritten a application. Infrastructure 

on need supports this. This Infrastructure is going to be 

storage, services and networks. Infrastructure to support these 

applications. A self-service, infrastructure is a dynamic 

resources. Cloud computing is an Evolution of the technology 

paradigms of what happens last 20, 30 and 40 years. It is an 

opening up of opportunities for end user to be more soft 

sufficient leverage the devices they want leverage any types 

of application. They are more familiar with more use to allow 

developers of application develop delivering there services as 

a service or developing for business to giving them more 

flexibility. 

1) Cloud Computing Types 

Cloud types also known as cloud deployment models. These 

cloud types are defined by those who use cloud, not defined 

by technology, cost or location of hardware for Example: 

Storing data and/or computing power or processing power. 

a) Public clouds  

Public clouds are used by anyone and everyone. It could be 

for individuals and it could be for companies anyone who 

wants to use it, it can. Public cloud providers offer free and 

paid modes. They provide storage, they might provide 

computing/processing. For Example a DropBox-Dropbox 

offers both free and paid service where you can store data. 

The biggest concern is security. 

b) Community Clouds 

Community clouds are for exclusive use by group of users. 

This could be group of users. This could be a group of users 

that share a common mission or handle specific regular 

compliant need to follow. For example healthcare, financial, 

education, energy, gaming, technology. Any time you have a 

group of users who have that common mission or common 

goal they have an opportunity to take part in a community 

cloud. 

c) Private Clouds 

With private clouds we have private or dedicated resources 

Private clouds don’t have to be in same location: Example I 

could have a dedicated servers in a state that still a private 

cloud because no one else is able to access those servers. Top 

concerns for private clouds would be reliability and 

management. Reliability we thing about uptime is this private 

cloud is on someone less premises I’m concern about having 

that uptime. Do they have proper power in place? 

Management of private cloud requires a different skill set to 

be a greater skill set because they need to be able to 

understand how they server a configured, setup, working 

together. 

d) Hybrid cloud 

In a hybrid cloud we are combining different types of cloud 

typically private cloud and public cloud both within the same 

company. They offend leverage multiple providers but they 

don’t have to for Example: we could have a single cloud 

provider who offers shared storage in public cloud but they 

also provide another service that has an dedicated computing 

in be a private cloud. 

B. Cloud Computing Services Delivery Model 

1) Infrastructure as a service (laas) 

2) Platform as a service (paas) and  

3) Software as a service (saas) 

Infrastructure as a service (laas) provides for example AWS 

which provide the virtual server storage as well as instance, 

application program interface (APLs) which is used to move 

the workload among the users to the virtual machines. User 
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can start the process or stop, store, access because use 

contains an allocated capacity of storage. 

Platform as a service (Paas) provides a developing 

tools. These tools are provided on their infrastructures. The 

user can access these tools using an internet. paas is also used 

for developing a software. User can use these tools by using 

the application program interface. 

Software as a service (Saas) is used as a spreading 

model that is used to deliver the various applications on 

internet. These all applications act as services on web. 

C. Proposed System Contributions 

In the proposed system the aim is to provide maximum 

security to the user data stored and uploaded on cloud 

network. In this proposed system we have implemented the 

three layer encryption technique, that is file/data Security and 

for authentic and random key generation factor. This 

Proposed work focuses on the mechanism of two fish 

Algorithm for encryption as well as for Decryption, for 

authentication of user can be done by using Time based 

onetime-password Algorithm and file authentication can be 

done using a AES algorithm embedding the concept of key 

management entitled quantum key distribution.The aim of 

this work is to provide file access permission to the user basis 

on their roles and allowed by Administrator. We have 

provided a data security to the user without any cost. We also 

maintain file access user log and provide Hash map technique 

to store the data on a server and Data leakages and security 

alarm has been provide to user to specify more data 

security[6]. 

In this proposed system we implemented the three 

layer encryption technique, that is file/data Security and for 

authentication 

1) GPS Location Based 

2) IP Restriction over the Network (Fixed IP address) 

3) TOTP-At the time of user Login and Downloading 

4) Log maintain- we also maintain file access user log 

5) Data leakage 

6) Security alarm has been provide to user to specify more 

data Security 

II. RELATED WORK 

In today’s world [1] user are able to generate large amount of 

data, because of this they get motivated to outsource that data 

to public cloud. Every user wants there data must be safe in 

cloud because now a day the cloud server are not trusted one. 

To maintain the privacy of data, the data must be first 

encrypted before it is outsourced to the cloud. There are 

various algorithms are there which is used to safe the data 

privacy from an unauthorized access. Encryption algorithm 

must have the speed and security .in this given paper they 

have focused on speed of an encryption algorithm i.e. they 

have studied the two important algorithm two fish and 

blowfish. They analyzed the encryption speed by encrypting 

the different sized data and in terms of throughput the 

performance has been calculated. 

In today’s [2] computing system it is difficult to 

compute the secret key. They have introduced the quantum 

key distribution which uses to distribute the quantum key 

between the three parties and there is a trusted center as will 

which help the clients the important secret information to 

safely communicate. 

In this paper [3] they have primarily given most 

attention to data traffic in the United States of America and 

the European Union. Technologies in cloud are gaining 

important attention in both academies as well as in practice. 

This paper mostly [4] deals with data leakage 

detection by use of cloud computing. Now a day’s data is 

transferred from one person to another which is called as 

distributary system. The data which is transferred is 

confidential so for that the data must be transfer between the 

distributor and the trusted third parties, data must secure. But 

in some cases the data is copied by the agents them they miss 

use and damage the large amount of data which is called data 

leakage. This paper deals with the idea of protecting the data 

by using special inscription to that data. 

Now a day’s [5] data security is one of the most 

important concerns. This paper mainly focuses on the 

different cryptographic technologies it may be symmetric and 

asymmetric, the comparative analysis is done on 

cryptographic algorithms.  

Division and Replication of Data in the Cloud for 

Optimal Performance and Security (DROPS)[6]is one of the 

most important concept in cloud computing ,which is 

basically approaches the performance as well as security 

issues. They have deal with file which is divided into number 

of various fragments by using the threshold value. The 

fragments are stored in by using node; after fragment has 

done then it is mandatory to replicate each and every 

fragment. 

In today’s world [7] cryptography is necessary to 

secure and hide the data from an unauthorized person. In this 

they have focused on the different cryptography types mainly 

twofish, AES and blowfish. The comparison is based on the 

performance of the algorithms when the various data are 

used. They used block size, speed as well as key size as 

parameters for comparisons purpose. 

III. METHODOLOGY 

A. Proposed System Architecture 

The Architecture of the system consists of blocks that follow 

the procedural steps given below for the sender side: 

1) Register and Enter Login Information. 

2) Generate the OPT and send it to the mobile and email 

then verify OTP. 

3) Check allowed IP Details and verify. 

4) Select a file which wants to upload. 

5) Generate random key by using Quantum key 

Generation. 

6) Apply AES on key which will generate Encrypted key. 

7) Apply AES and Two-Fish on file. 

 
Fig. 1: Sender System Architecture(Encryption Process) 
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Fig. 2: Receiver’s System Architecture(Decryption Process) 

The Architecture of the system consist of  blocks 

that follow the procedural steps given below for the receiver 

end: 

1) User First Login with valid information 

2) Generate the OTP and we have to chose that file we 

want to downlode from the cloud. 

3) Fetch the file from the Location where it is Hide. 

4) The original file will be stored in Hashmap and on 

cloud the file will be searched which is the Encrypted 

File. 

5) On Encrypted File the Two-fish and AES algo is 

applied and File will be Decrypted File. 

6) The file will be ready to download from cloud. 

B. Algorithms 

We have implemented following algorithms: 

1) Algorithm for Uploading of File 

In this system when user wants to upload a file on a cloud 

then he/she must go through the User Restrictions first. If that 

user is authenticated then it gets the permission to upload that 

file. Then the User’s file table is generated and the details 

about the file are stored in user’s file table. The Hash map 

technique is used to store the unique fileld in different 

databases. Then that fileld is stored as a reference in User’s 

File Table, generate the random key by using quantum key 

distribution. Apply AES 128-Rijndol algorithm to generate 

the Encrypted key. After that apply AES and Two-fish on file 

to produce the Encrypted file. Store the file into the User’s 

folder. 

2) Algorithm for Downloading of File 

When the user wants to download a file, first the all 

restrictions have been checked, after that on the button click 

the key and initialization vector will be fetched. The file path 

will be get. On the key and IV is given and on encrypted file 

the AES and two-fish algorithm is applied and the file will be 

decrypted .authentication mode is checked that is read or 

download. If u chose the read mode then google dox API 

using that the file will be opened in read mode. 

IV. EXPERIMENTAL SETUP AND RESULT 

This proposed system consists of many Modules. The front 

end shows Home, about us, contact us, login, sign-out, New 

Organization Registration. Fig. 1 shows the new Organization 

Registration. After successfully registration the user must 

login. When the user Login the OTP is generated and sends 

to its mobile number for that we used time based onetime 

password i.e. TOTP which is shown in the fig.3 and 4.The 

main important module is uploading of a file which is shown 

in fig.6. For Encryption and Decryption purpose the AES and 

Two-fish Algorithms are used to implement the proposed 

system, for this we used the technology PHP, mysql, Amazon 

cloud. after that IP restriction are checked in fig.7 and 

fig.8.the GPS Location based Restriction is also checked 

which is shows in the fig.9,10,11 and fig 12.the fig.13 shows 

after  all successfully Restrictions checked the file is allowed 

for  Downloading from cloud. fig.14 If any unauthorized 

person try to access these files then he will be not allowed to 

access for that security alarms is send to the Authorized 

Person’s mail ID which Prevents data Leakages. That’s why 

this proposed system provides better security than previous 

Authors. 

 
Fig. 3: New Organization Registration 

 
Fig. 4: After Successfully Register User must Login 

 
Fig. 5: OTP which is sending to your mobile phones 

 
Fig. 6: you have to enter the OTP which is send to your 

mobiles 
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Fig. 7: After certain time period i.e. time based one time 

password (TOTP) the OTP will expire so you have to re-

login. 

 
Fig. 8: uploading a .png file with Hybrid algorithm (AES & 

Two-Fish) and the quantum key is generated (QKD). 

A. IP Restriction Screen Shots 

 
Fig. 9: the Sub Organization Hike is connected to the 

Network with the IP address 1.186.37.99 

 
Fig. 10: If the Sub Organization is connected to different 

network with the IP address 49.35.13.26 then download will 

not be possible which provides more security. 

B. GPS Location Screen Shots 

 
Fig. 11: Shows Organization ID in Table 

 
Fig. 12: Shows Sub Organization GPS Location while 

Registration 

 

 
Fig. 13: Shows the current GPS Location. 

 
Fig. 14: Does not show File List If GPS is Different. 
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Fig. 15: Files on cloud which are available for download and 

when you click on download button it will download 

successfully. 

 
Fig. 16: If any unauthorized person try to access these files 

then he will be not allowed to access for that security alarms 

is send to the Authorized Person’s mail ID which Prevents 

data Leakages 

 
Fig. 17: shows the Mail sends to the Authorized Person. 

C. Performance Analysis 

In This System the Performance analysis is measued  based 

on the time required for uploading of the file with respect to 

the blowfish and twofish algorithms and the downloading the 

file  which takes different file types like .png, .jpg, .pdf , .docx  

etc. the Encryption time is also measued for this two 

algorithms.for the Performance anlysis we have used the 

Amazon cloud S3. 

1) Encryption time of a File 

Fig.18 shows that Performace analysis of Encryption time of 

a file.the performance is done based on the algorithms.it 

shows how much time the blowfish and twofish algorithms 

are taken to encrypte that file,as a result it’s clearly showing 

that are prposed system gives less time for encrypting that 

file.the comparison table also shown in this fig. 

 
Fig. 18: Performance Analysis of the Encryption time of 

files in milliseconds 

2) Upload Time of file: 

 
Fig. 19: Performance Analysis of the Uploading time of files 

in milliseconds 

Fig.19 shows that the Performance analysis of Uploading 

time of different types of files.from this result it’s clearly 

showing that the uploading time required for the proposed 

system is less.  

3) Download Time of file 

 
Fig. 20: Performance Analysis of the Downloading time of 

files in milliseconds 

Fig.20 shows that the downloading time of files. from this 

result it’s clearly showing that the downloading time required 

for the proposed system is less.  

V. CONCLUSION 

In this system we proposed system we implemented 

Maximum Security provided to the user data stored or 

uploaded on cloud network. Secured file Authentication with 

hybrid of AES algorithm embedding the concept of key 

management entitled quantum key distribution and Two Fish 
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algorithm for Encryption and Decryption has potential impact 

not only Authentication but also on files over the cloud. User 

Authentication can be done by TOTP a time based onetime-

password algorithm. We have also provide IP restriction over 

the Network i.e. Fixed IP address OTP at time of login and 

downloading, Encrypted Email, Log is maintained. We have 

also maintained a file access user log, Data leakage and a 

Security alarm to a user to specify more data Security. 
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