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Abstract— Communication Networks forms the backbone of 

Information Technology era. With the advancements in 

technology, several types of networks are designed and 

implemented ranging from Satellite Communication 

networks to Household Personal Area Networks. A mobile 

ad-hoc network is a collection of mobile devices (laptops, 

smartphones, sensors, etc.) that communicate with each other 

over wireless links and cooperate in a distributed manner in 

order to provide the necessary network functionality in the 

absence of a fixed infrastructure. This type of network, 

operating as a stand-alone network or with one or multiple 

points of attachment to cellular networks or the Internet, 

paves the way for numerous new and exciting applications. 

Due to the ad-hoc architecture of MANETS, these are 

susceptible to attack by an intruder. Generally, the nodes are 

battery powered and run on low-cost hardware, thus starts 

malfunction with aging. In both the cases, the network gets 

compromised and does not perform as desired. Therefore, 

Anomaly Detection Systems (ADS) and Intrusion Detection 

Systems (IDS) are a critical aspect for almost all kinds of 

MANETs. In this Paper, an approach is developed to tabulate 

the network data on a regular basis. This tabulated data is 

examined through an automated procedure to ensure that the 

network is functioning in the normal way and is unaffected. 

This is done by designing a Support Vector Machine based 

Classifier. Initially, the data is manually classified into two 

classes, the first corresponding to the normal operation of the 

network and the second corresponding to the malicious 

operation of the network. The proposed work extends the 

work of T. Poongothai et. al [1]. By extending the feature set 

that forms the input to support vector machine. The feature 

set used previously involves the use data forwarding behavior 

at the network layer. However, the approach presented in this 

Paper extends the feature set by including, in addition to the 

packet forwarding features of the network layer, the node 

credit score based on the trust measure of the node. The attack 

/ anomaly profile is created by simulation and it turns out that 

the proposed scheme outperforms the existing approach for 

anomaly / intrusion detection.    

Key words: MANETs, SVM, ADS, IDS, Node Behavior, 

Routing 

I. INTRODUCTION 

A. Introduction to MANETS 

MANETS [2] are the network of computing devices that 

communicates with each other without any centralized 

control for network management. The communicating 

devices can be of varying computational capabilities and can 

be mobile. Also, the devices can act both as End Systems for 

data and as router to forward the data to the next hop in the 

path to the desired node. Also, new nodes can join the 

network and any of the node can leave the network at any 

time without affecting the overall behavior of the network. 

This route determination and dynamic configuration makes 

the design of ad-hoc networks, a challenging task. The 

physical and MAC layer specifications for mobile ad-hoc 

networks are specified in IEEE specifications 802.11 [3]. The 

specifications and protocols for upper layers can be specified 

by device manufacturers [4]. 

In the upcoming era of wireless communication 

systems and internet of things, there will be a need for the 

rapid deployment of independent mobile users. Significant 

examples include establishing survivable, efficient, dynamic 

communication for emergency/rescue operations, disaster 

relief efforts, and military networks. Such a network cannot 

be based upon centralized and organized connectivity, and 

can only be implemented with entire functionality inculcated 

in the nodes themselves that can establish a dynamic network 

for communication. Such a network is an autonomous 

collection of mobile devices that communicate over relatively 

small bandwidth constrained through wireless links [4]. Since 

the nodes are mobile, the network topology may change 

rapidly and unpredictably over time. The network is 

decentralized, where all network activity including 

discovering the topology and delivering messages must be 

executed by the nodes themselves, i.e., routing functionality 

will be incorporated into mobile nodes. 

There are vast applications for MANETS ranging 

from small size networks spanning few meters to large 

geographical areas. Also, the bandwidth of data 

communication ranges from few kilobits per second to Mbps 

and Gbps links. The design of protocols for such networks is 

a critical issue. 

The issues of major concern in all kind of MANETs 

are the need efficient distributed algorithms to determine 

network organization, link scheduling, and routing [5].  

However, determining viable routing paths and 

delivering messages in a decentralized environment where 

network topology fluctuates is a critical problem. While the 

shortest path, based on a given cost function, from a source 

to a destination in a static network is usually the optimal 

route, this idea is not easily extended to MANETs. Basic 

network parameters such as variable wireless link quality, 

propagation path loss, fading, multiuser interference, power 

expended, and topological changes, become relevant issues 

[6]. The network should be able to adaptively alter the routing 

paths to alleviate any of these effects. Moreover, in a military 

environment, preservation of security, latency, reliability, 

intentional jamming, and recovery from failure are significant 

concerns. Networks for military applications [7] are designed 

to maintain a low probability of intercept and/or a low 

probability of detection. Hence, nodes prefer to radiate as 

little power as necessary and transmit as infrequently as 

possible, thus decreasing the probability of detection or 



SVM Based Anomaly and Intrusion Detection System in Mobile Ad Hoc Networks 

 (IJSRD/Vol. 5/Issue 06/2017/289) 

 

 All rights reserved by www.ijsrd.com 2000 

interception. A lapse in any of these requirements may 

degrade the performance and capability of the network. 

The following are the general characteristics of MANETs: 

1) All nodes are almost identical, forming a peer-to-peer 

network, without dedicated servers or routers. 

2) All nodes are mobile, thus the net’s topology is changing 

over time. 

3) The net is too big for direct communication between 

every pair of nodes, thus multi-hop communication is 

required. 

4) The net is dynamic (nodes may join or leave the net at 

any time) and self-organizing. 

5) The net is publicly accessible, thus participating nodes 

may not have to be pre-authorized and unknown clients 

may be allowed to join the net. 

6) Nodes may consist of a wide range of devices with 

different resources (including PCs, laptops, PDAs, cell 

phones, etc.) 

7) In addition a hybrid MANET is sometimes referred to as 

meaning a MANET with one or more fixed base stations 

which might provide additional services or act as a 

gateway into other nets. 

B. Mobile Ad Hoc Network Applications 

There are several application of a network which is ad hoc in 

which no central control exists and devices can join or left the 

network in any manner. Applications of mobile ad-hoc 

networks at present could broadly be classified as: 

1) Commercial application which are third generation 

mobile ad-hoc networks. 

2) Military applications which primarily involve second 

and the third generation mobile ad-hoc networks. 

 
Fig. 1.1: (a) Typical Mobile Ad Hoc Network (b) Vehicular 

Ad Hoc Network [8] 

C. Problem Statement 

In this Paper, an Anomaly Detection System (ADS) [9] is 

proposed for a generic mobile ad hoc network comprising of 

the identical nodes. An ADS identifies the anomalies 

generated in the normal functioning of the network due to 

wear and tear of the network components (due to aging) or 

the anomalies generated due to a compromised node. Thus a 

full functional ADS comprises of an Intrusion Detection 

System (IDS) [10] as well as an anomaly detector for 

anomalies that may arise due to any reason other than attack 

on the network. This detection system is based on machine 

learning technique. A classifier based on Support Vector 

Machine is proposed which takes as input, the data related to 

the packet forwarding for each of the node when it acts as 

router. This data is then subjected to the machine to find 

whether it corresponds to the normal operation or the 

malicious operation of the node. The machine is first 

subjected to the labeled data for the purpose of training and 

then tested for data logs to be classified. Accuracy and 

precision values of the machine are obtained and compared 

with those of the benchmark techniques.  

D. Motivation 

The wireless networks are become increasingly important in 

our day-to-day life. We are using these networks in one or 

other form in our life. These networks ranges from Personal 

area networks used for communication between domestic 

appliances to vehicular networks that are used to avoid 

accidents, traffic jam and to make journey safe. An increasing 

number of devices such as laptops, personal digital assistants 

(PDAs), pocket PCs, tablet PCs, smart phones, MP3 players, 

digital cameras, etc. are provided with short-range wireless 

interfaces. In addition, these devices are getting smaller, 

cheaper, more user friendly and more powerful. This 

evolution is driving a new alternative way for mobile 

communication, in which mobile devices form a self-

creating, self-organizing and self-administering wireless 

network, called a mobile ad hoc network. Recently, an 

increasing number of wireless local area network (LAN) hot 

spots [11] is emerging, allowing travelers with portable 

computers to surf the Internet from airports, railways, hotels 

and other public locations. Broadband Internet access is 

driving wireless LAN solutions in the home for sharing 

access between computers. However, as a result of dynamic 

topology, these networks are prone to attacks and thus 

designing of an Anomaly Detection System for such 

networks is the need of time. 

II. RESEARCH APPROACH 

The network behavior can monitored in terms of several 

parameters. One of the most important parameter that can be 

monitored to analyze the network behavior is the packet 

forwarding behaviors of the individual node.  In this Paper, a 

mobile ad hoc network is simulated using MATLAB 

simulink tool. The packets that are destined for a particular 

node are routed through an optimal path comprising of a 

number of nodes which forwards the packet to the next hop 

node which acts as router [12]. This forwarding behavior is 

tabulated corresponding to both the normal operation of the 

network and the malicious operation of the network. A 

support vector machine [13] is trained on this data. Finally, 

when the machine analyses any data pattern corresponding to 

the network data, it comes out with the result whether the 

network is performing normally or it is under attack or 

performing some anomalous behavior. 

The rest of this paper is organized as follows. 

Section 1 presents an overview of the subject matter and gives 

the problem statement and the approach for the research. 

Section 2 provides the detailed overview of various research 

papers that contributed to the subject. It also makes a 

background for the concepts and techniques presented in 

subsequent Sections. Section 3 presents the proposed model 

for SVM based classifier based on the network data. Section 

4 gives the simulation results and the plots for accuracy and 

precision of the proposed SVM. Section 5 concludes the 

Paper and provides an insight for future prospective of the 

work. 
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III. PROPOSED WORK- SVM BASED ANOMALY AND 

INTRUSION DETECTION SYSTEM 

A. Proposed Model 

The proposed system takes as input, the network data during 

a certain interval, and comes up with the result as weather the 

data is corresponding to the normal operation of the network 

or corresponding to the malicious operation of the network. 

The node behavior pattern plays an important role in 

performance analysis of mobile and wireless networks. In 

mobile networks, for example, a node may change its 

behavior from normal to misbehave node which directly 

affects the connectivity and availability of the network. The 

impact of misbehave node is quite challenging due to multiple 

failures caused by node mobility, energy depletion and Denial 

of Services (DoS) attacks. In addition, node behavior has 

major effect on route discovery, packets forwarding, and 

network control message. However, nodes in the network not 

only affect individual node, but it may affect multiple nodes 

which has a direct or indirect correlation between nodes. The 

block diagram of the proposed ADS is shown in figure 3.1. 

It is evident from the proposed model that the proposed 

classifier takes as input, the data generated from the node and 

outputs the result whether the input data corresponds to the 

normal functioning of the network or corresponding to the 

compromised network. 

Consider a simple network of N nodes in a 

geographical region of dimension MXM. New nodes can join 

the network and existing nodes can leave the network. For 

simplicity, it can be assumed that both these rates are identical 

and thus, at any point of time, it can be deduced without loss 

of generality that the number of nodes in the network is equal 

to N. Also, each of the node has a transmission range r  (r « 

M). In this network, communication between nodes that are 

on the two extremes of the network boundary can only be 

performed in Hop-by-hop manner with the help of 

intermediate nodes working as routers. These intermediate 

nodes forwards the packets to the appropriate next hop nodes 

based on the optimal path that is computed at the forwarding 

node itself. A packet forwarding table at individual node is 

maintained as shown in table 3.1. 

 
Fig. 3.1: Proposed Model of SVM Based Classifier 

In the proposed model, Ad hoc On Demand Distance 

Vector Routing (AODV) is used as the routing protocol. This 

is because it is widely used in a large class of implementation 

of mobile ad-hoc networks, comprising of hand-held devices. 

As compared to traditional routing protocols, AODV does not 

tabulate all the routes in advance, rather, it is purely reactive 

protocol in which the route discovery is made just prior to the 

packet forwarding. If the designation node exists in the table, 

then the packet is forwarded directly to the next hop node, if 

not, then a route discovery process is initiated. The following 

service primitives are used in AODV routing. 

B. Node Behavior Definitions 

In MANETS, the nodes are dynamically and arbitrarily 

change its behavior from cooperative to misbehave node. The 

node behaviors in MANETS can be broadly classified into 

four types of behaviors. These are: 

1) Cooperative Nodes; these are active in route discovery 

and packet forwarding, but not in launching attacks. 

2) Failed Nodes; these are not active in route discovery. 

3) Malicious Nodes; these are active both in route discovery 

and launching attacks. 

4) Selfish Nodes; these are active in route discovery, but not 

in packet forwarding. They tend to drop data packets of 

others to save their energy so that they could transmit 

more of their own packets and also to reduce the latency 

of their packets. 

C. Node Behavior in MANETS 

Whenever node joints the network, it is assumed as normal or 

cooperative. It may change its behavior to misbehave node 

due to various reasons. In proposed model, the rules for a 

node transition are specified. Figure 1 shows the transition of 

node behavior in MANETS. 

1) Cooperative node (C) may change its state either to 

selfish, malicious or failure node. At cooperative state, it 

is exposed to become failed due to energy exhaustion, 

misconfiguration, and so on. 

2) It is also possible to convert a selfish (S) node to be 

cooperative again by means of proper configurations. A 

selfish or cooperative node can become malicious due to 

being compromised or failed due to power depletion.  

3) A malicious (M) node can become a failed node (F), but 

it will not be considered to be cooperative or selfish any 

more even if its disruptive behaviors are intermittent 

only. 

4) A failed node (F) can become cooperative again if it is 

recovered and responds to routing operations. 

The behavior of the node can be illustrated by the figure 3.1.  

 
Fig. 3.1: Transition Diagram for Node Behavior 
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D. Simulation Data 

Bluetooth encounters between 98 short range and long range 

nodes from the Cambridge university labs [25] is used for the 

simulation model as input for SVM. The main characteristics 

of the connectivity trace can be summarized as follows. 

1) Number of Nodes: 98 

2) Number of Contacts: 170601 

3) Duration: 337418 seconds, or about 3.91 days 

Each line of this file describes a connection event and has the 

following five fields: 

[time] [action] [first_node] [second_node] [type] 

A sample tabulation of this data is shown in table 3.1 

Time Action First Node Second Node Type 

0 CONN 16 12 up 

126 CONN 12 16 up 

375 CONN 2 13 up 

463 CONN 15 52 up 

513 CONN 13 2 up 

526 CONN 4 3 up 

710 CONN 21 24 up 

1142 CONN 55 24 up 

1305 CONN 84 90 up 

1351 CONN 3 4 up 

1353 CONN 4 0 up 

1403 CONN 0 39 up 

1418 CONN 84 95 up 

1445 CONN 86 50 up 

1528 CONN 15 16 up 

1535 CONN 45 82 up 

1536 CONN 84 67 up 

1538 CONN 66 94 up 

1538 CONN 69 40 up 

1548 CONN 21 55 up 

1631 CONN 0 51 up 

1649 CONN 85 70 up 

1655 CONN 92 63 up 

1659 CONN 89 92 up 

Table 3.1: Sample Dataset for MANET Operation - Positive 

Examples 

This dataset consists of a total of 341202 

interactions of a total number of 98 nodes that is analyzed and 

tabulated for about 4 days continuous operation. This dataset 

constitute the positive examples in data inputs for SVM. The 

packet forwarding behavior data trace for negative example, 

related to the scenario in which the network is compromised 

can be obtained from random values of the node ids and 

packet forwarding behavior. The random samples are easy to 

obtain using random functions can a sample corresponding to 

the negative examples is tabulated as shown in table 3.2. 

Time Action First Node Second Node Type 

0 CONN 31 64 up 

126 CONN 12 64 up 

375 CONN 34 11 down 

463 CONN 3 35 down 

513 CONN 39 49 down 

526 CONN 12 5 down 

710 CONN 75 98 down 

1142 CONN 8 27 down 

1305 CONN 33 54 up 

1351 CONN 15 26 up 

1353 CONN 95 17 up 

1403 CONN 62 73 up 

1418 CONN 78 44 down 

1445 CONN 87 50 up 

1528 CONN 81 84 up 

1535 CONN 88 68 up 

1536 CONN 60 72 up 

1538 CONN 22 66 down 

1538 CONN 45 88 down 

1548 CONN 67 50 up 

1631 CONN 66 68 up 

1649 CONN 58 42 down 

1655 CONN 98 94 up 

1659 CONN 54 42 down 

Table 3.2: Sample Dataset for MANET Operation - 

Negative Examples 

These complete sets of databases corresponding to 

positive and negative examples is provided as training set to 

the support vector machine based classifier. The machine is 

then provided with a sample comprising of packet forwarding 

interaction between nodes in a multi-hop data transmission 

environment. The machine then comes up with the result of 

whether or not, the network is compromised. The results are 

then compared to the manually classified sets and precision 

and accuracy of the machine is measured. 

E. Performance Parameters 

The accuracy of the results retrieved above can be made on 

the basis of Precision and Recall. These two terms in context 

of network security can be described in the following way: 

Given a total of N readings corresponding to the packet 

forwarding provided as input to a Binary Classifier trained on 

a particular network model, let the number of readings 

classified by the classifier as of class A (normal functioning) 

be NA, and those of set be NB (under attack/Compromised 

functioning). Clearly 

N = NA + NB 

Also, let the total number of readings which actually 

belongs to class B, among those of NB is Nb. 

The precision of the machine is described as follows: 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

=
Actual number of Readings which correspond to attack 

Total Number of such readings identified by machine

=
Nb

NB

 

The Recall is the fraction of total number of such 

readings that actually corresponds to the compromised 

network to the number of such readings identified by the 

machine. Thus 
𝑅𝑒𝑐𝑎𝑙𝑙

=
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑅𝑒𝑎𝑑𝑖𝑛𝑔𝑠 𝑖𝑑𝑒𝑛𝑡𝑖𝑓𝑖𝑒𝑑 𝑤ℎ𝑖𝑐ℎ 𝑐𝑜𝑟𝑟𝑒𝑠𝑝𝑜𝑛𝑑 𝑡𝑜 𝑎𝑡𝑡𝑎𝑐𝑘

𝐴𝑐𝑡𝑢𝑎𝑙 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑠𝑢𝑐ℎ 𝑟𝑒𝑎𝑑𝑖𝑛𝑔𝑠
 

=
𝑁𝑏

𝐴𝑐𝑡𝑢𝑎𝑙 𝐶𝑜𝑢𝑛𝑡
 

There is another measure for accuracy of the 

machine known as K measure, or kappa measure which can 

be expressed in terms of Expected Accuracy and Observed 

Accuracy the details of which follows in subsequent Section. 

Section 4 tabulates the results and corresponding graphs and 

gives an insight into the comparison of the results with those 

of the benchmark techniques. 
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IV. ANALYSIS OF PROPOSED WORK 

The analysis of the proposed node behavior model is 

investigated in this Section. Results obtained are then 

compared with those of the benchmark techniques for 

intrusion classification using machine learning. The 

conversion of the dataset into positive and negative examples 

is illustrated in the table 4.1 
Tim

e 

Actio

n 

First 

Node 

Second 

Node 
Type 

Example 

Type 

0 
CON

N 
16 12 up→5 

positive

→1 

126 
CON

N 
12 16 up→5 

positive

→1 

375 
CON

N 
2 13 up→5 

positive

→1 

463 
CON

N 
15 52 up→5 

positive

→1 

513 
CON

N 
13 2 up→5 

positive

→1 

526 
CON

N 
4 3 up→5 

positive

→1 

710 
CON

N 
21 24 up→5 

positive

→1 

114

2 

CON

N 
55 24 up→5 

positive

→1 

130

5 

CON

N 
84 90 up→5 

positive

→1 

135

1 

CON

N 
3 4 up→5 

positive

→1 

0 
CON

N 
31 64 up→5 

negative

→-1 

126 
CON

N 
12 64 up→5 

negative

→-1 

375 
CON

N 
34 11 

down→

10 

negative

→-1 

463 
CON

N 
3 35 

down→

10 

negative

→-1 

513 
CON

N 
39 49 

down→

10 

negative

→-1 

526 
CON

N 
12 5 

down→

10 

negative

→-1 

710 
CON

N 
75 98 

down→

10 

negative

→-1 

114

2 

CON

N 
8 27 

down→

10 

negative

→-1 

130

5 

CON

N 
33 54 up→5 

negative

→-1 

135

1 

CON

N 
15 26 up→5 

negative

→-1 

Table 4.1: Positive and Negative Examples 

These complete sets of training data is provided as 

input to the SVM classifier and constitutes supervised 

learning for the proposed model. The proposed SVM is 

implemented in R tool with the following specifications. 

The set of data that is provided as input to the SVM 

classifier consists of 341202 entries of the data packet transfer 

between the nodes. Out of these entries, 10000 interactions 

are considered for SVM classifier simulation. Out of these 

10000 interactions, eighty percent, i.e. 8000 interactions are 

used as training set for the classifier and the rest 2000 are used 

as test interactions. After the machine being trained on the 

training data, the machine is subjected to the test data and the 

accuracy and precision of the machine is tabulated. The 

following specifications are used for SVM function in R. 

ksvm(xtrain,ytrain,type="C-

svc",kernel='rbf',kpar=list(sigma=1),C=1) 

The parameters "xtrain" and "ytrain" are the training 

sets that are provided to train the classifier. The "type= C-svc" 

refers to the C-Support Vector Classification of Type 1. The 

kernel is a function that provides a similarity measure to the 

SVM. It is a function that is provided to a machine learning 

algorithm, which takes two inputs and spits out how similar 

they are. These are usually used to map the input feature 

vectors to higher dimensional space for a more precise hyper-

plane construction. The parameter "kpar" refers to kernal 

parameters which are used to explicitly define the parameter 

for the chosen kernel function. The parameter C refers to cost 

of constraints violation. 

A. IDS System Based on the raw data of the Node Packet 

Transfers 

The dataset available consists of the following data structure 

per record: 

[time][connection][node 1][node 2][up/down] 

The entire five element record structure appended with class 

type can be provided as input data to the SVM. The following 

method is used for the two class classification: 

ksvm(xtrain,ytrain,type="C-

svc",kernel='rbf',kpar=list(sigma=1),C=1) 

The summery of the SVM model for the given simulation is: 

Support Vector Machine object of class "ksvm"  

SV type: C-svc  (classification)  

parameter: cost C = 1  

Gaussian Radial Basis kernel function.  

Hyperparameter : sigma =  1  

Number of Support Vectors: 10843  

Objective Function Value: -10500.19  

Training error: 0.313813 

The prediction of the SVM for the classes 

           ypred → 

 ytest 

    ↓ 

-1 1 

           -1 11245 8835 

1 3784 16136 

Table 4.1: Confusion Matrix for SVM-Raw Data Inputs 

It is evident from the table that for the test data, 

which consists of a total of 20,000 records, there are 8835 

records which are actually negative but classified as positive 

by the machine. Also, there are 3784 records which are 

positive but classified as negative by the machine. It is 

evident that the machine exhibits a small accuracy. 

The efficiency of the machine as indicated in the 

table 4.1 in shown in the graph 4.1. 

 
Fig. 4.1: Actual and Predicted Values of the positive and 

negative records. 
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The percentage of error from this prediction is shown in 

figure 4.2. 

 
Fig. 4.2: Classification Error Percentage (Raw Data Input) 

B. IDS System Based on the Selective data of the Node 

Packet Transfers 

As indicated above, the entire set of five element record set 

can be made as input to the SVM classifier. However, to 

improve the efficiency the "[time]" or "[connection]" or both 

elements can be skipped as these appear equivalently in both 

the positive and negative records.  

Removing the time and connection variable from the records 

and providing the entire set as input to the classifier, the 

following prediction table is obtained. 

                     Ypred → 

ytest 

   ↓ 

-1 1 

-1 17909 2171 

1 990 18930 

Table 4.2: Confusion Matrix for SVM-Selective Data Inputs 

The efficiency of the machine as indicated in the 

table 4.2 in shown in the graph 4.3. 

 
Fig. 4.3: Actual and Predicted Values of the positive and 

negative records (Selective Data Record). 

The percentage of error from this prediction is shown in 

figure 4.4. 

 
Fig. 4.4: Classification Error Percentage (Selective Data 

Input) 

It is evident from figure 4.2 and 4.4 that eliminating 

redundant data gives much more precise results in the 

classification as compared to the input set which consists of 

all the data records in positive and negative examples in the 

SVM classifier. 

C. IDS System based on the Selective data of the Node 

Packet Transfers and the Trust Measurement 

In this variant the entire set of five element record together 

with the trust measurement is provided as input to the SVM 

classifier. The trust measure parameter is appended in the 

record set to extend the feature set to be provided as input to 

the SVM classifier. The extended feature set consists of total 

341202 positive and equivalent number of negative records 

of the following form: 

[time][connection][node 1][node 2][node pair credit 

score][up/down] 

The computation of the node pair credit score can be 

made in a straightforward way as in the case of trust and 

reputation based measures of intrusion detection system. For 

each pair of nodes involved in a positive example, for each of 

the up and down movement, an initial credit score of ∆ (delta) 

is given. If such a pair appears again in the record set, the 

credit is incremented by a value ∆ (delta). Similarly, in 

negative examples, the initial credit score is assigned, which 

is a value much less than that of positive example, and will 

be lowered for each such pair appearing again, by the same 

value ∆. 

As the input to the Support Vector Machine must be 

all numeric and positive real numbers for the data set in the 

proposed classifier model under rbf kernel function, the initial 

credit score and the ∆ is chosen in a range so as to optimize 

the precision of the classifier. As the node labels ranges from 

1 to 98, the value chosen as the initial credit score of the node 

is 49. As the total number of node transactions is 170610 and 

same is the count of negative examples, a total of 341220, the 

value of ∆ is suitable chosen as 0.000141 (=49/341220) so as 

to ensure no negative values in the record set in the negative 

examples. Considering this scheme, the prediction results 

obtained is shown in the table 4.3. 

                     ypred → 

  ytest 

       ↓ 

-1 1 

-1 18205 1875 

1 813 19107 

Table 4.3: Confusion Matrix for SVM-Selective Data Inputs 

with Node Credit Score 

The efficiency of the machine as indicated in the 

table 4.3 in shown in the graph 4.5 

 
Fig. 4.5: Actual and Predicted Values of the positive and 

negative records (Selective Data Record with the Trust 

Score) 
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The percentage of error from this prediction is shown in 

figure 4.6. 

 
Fig. 4.6: Classification Error Percentage (Selective Data 

Input with Trust Score) 

It is clearly evident from the error statistics that the 

classification using trust measure as input the SVM classifier 

gives much more precise results as compare to that using raw 

and selective data. This is because of the property of most of 

the routing protocols in all the variants of MANETS to 

persistently maintain the connection to a given node as long 

as the given nodes belongs to the proximity of transmission 

range. 

D. Comparison of Results 

The SVM classifier proposed by T. Poongothai et. al [1] uses 

the training set consisting of selective data records without 

including the Trust/Reputation score of the node pair. The 

comparison of the simulation results of the proposed SVM 

classifier with the without the trust score is given in table 4.4.  

 
# SAMPLE 

(-1) 

# SAMPLE 

(1) 

Total Records 20080 19920 

Prediction Score 

[Proposed] 
18205 19107 

Prediction Score [T. 

Poongothai et. al [1]] 
17909 18930 

Table 4.4: Comparison of Results 

The results of table 4.4 are summarized in the figure 4.7 as 

shown. 

 
Fig. 4.7: Comparison with the Benchmark technique for 

SVM based IDS 

It is clearly evident from the results that the 

proposed classification based on the reputation and trust 

based mechanisms gives much more accurate and precise 

results as compared to a classifier based on raw network data 

consisting only of the transactions of the send-receive pairs. 

Section 5 concludes the results and proposes outline for future 

work. 

V. CONCLUSION AND FUTURE SCOPE 

In this Paper, focus has been given on modeling and 

formulation of Intrusion Detection System in MANETS. The 

sample data is obtain from real time Bluetooth interactions 

between mobile devices. This data constitute Bluetooth 

encounters between 98 short range and long range nodes from 

the cambridge/haggle/imote/infocom2006 trace (v. 2009‑05

‑29) and have been converted data frame format for use in 

the R simulator. The first field corresponds to the simulation 

time at which the event occurred. The second field is always 

equal to "CONN" since all the events in the connectivity trace 

are either connection-up or connection-down events. The 

values of the third and fourth fields correspond to the IDs of 

two nodes. The fifth field is either "up" when two nodes 

connect with each other or "down" when two nodes 

disconnect with each other. The data records are further 

augmented with the trust and the credit score of the nodes so 

as the compute the possibility of that node being 

compromised. 

The future scope of this work comprises of 

designing the SVM based classifier on the basis of data 

samples of all the trust and reputation based mechanism that 

are used in modern computer network. These includes 

Bayesian Watchdogs, Credit Score Measurement and Trust 

Based Techniques. The future work also aims to compute the 

accuracy and precision of the machine as a function of the 

length of the input set so that the IDS system can be used in 

Real Time Attack counter-measures. 
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