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Abstract— IoT is a booming technology which can be used to 

build a variety of applications making life simpler. Using 

newly available IoT devices like ESP8266, Raspberry Pi and 

RFID technology a smart access control system can be built. 

In this paper we have discussed about various sectors where 

such a system can be incorporated such as smart libraries, 

smart parking management system, Medical sector, smart 

post boxes, hotel management system, attendance and payroll 

generation. 
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I. INTRODUCTION 

IoT is network connectivity enabling the objects to collect 

and exchange data. The process starts with devices which 

securely communicate with IoT platform, later the platform 

integrates the data and apply analytics to share the most 

valuable data with application. These applications attract 

industry specific needs. The “things” in IOT are expected to 

communicate over the network without any human to 

machine interaction or with or without direct human 

intervention. 

According to a survey by 2020, about 50 billion 

things will be connected to internet due to increasing demand 

and easy availability of Internet access. The devices collect 

data with the use of technologies used to design these devices, 

processes the data obtained, transfer the data among the other 

devices within a system providing an overall functionality to 

enhance the present day's technologies. 

A. Raspberry PI 

It is a system on chip computer. It is a open source electronics. 

It consists of 700 MHz speed of processor, 500 MHz GPU 

and 1.2 GHz clock speed. It has 1GB RAM. It consists of 

many ports like Ethernet port, four USB ports, GPIO pins, 

HDMI Port and Jack audio of 3.5mm. It has 2 slots touch 

screen panel and camera. It has entire Linux software stack 

available within it, it is very easy to connect to internet and 

can be programmed using variety of programming languages. 

 
Fig. 1: Raspberry PI 

B. RFID Technology 

Radio Frequency Identification is a wireless technology 

which can be used to develop the access control system. The 

Radio Frequency identification system consists tags or labels 

attached to the object to be identified and verified. The RFID 

readers/interrogators which is a two-way radio transmitter-

receiver, sends a signal to the tag and reads it's response. 

1) RFID Tags 

The tags contain unique tag serial number or product related 

information. They  consists of two parts: an integrated circuit, 

which is to be used for storing and processing information 

that modulates or demodulates Radio Frequency (RF) signals 

which is a means of collecting DC power from the incident 

reader signals; and an antenna for receiving and transmitting 

the signal. A non-volatile memory is used to store tag 

information. 

The RFID tags are classified as either active or 

passive tags. The active tags use a battery powered circuit on 

the tag and transmits the tag information upon RFID reader's 

request. The passive tags on the other hand get energy from 

the reader for powering their circuit. 

2) RFID Readers 

RFID readers are devices that perceive, interrogate the RFID 

tags which have assigned a unique identity to physical 

objects. The exchange of information between these two 

devices happen by the use of short-range Radio Frequency 

signals. It uses electromagnetic fields to automatically 

identify and track tags attached to objects. The RFID reader 

interrogates the tags using an encoded radio signal, whenever 

the RFID reader senses a tag within its detection range. The 

RFID tags upon receiving the request message, responds with 

its identification and other information. 

There are two types of reader’s active and passive 

readers. The active readers are those that remain active 

throughout from the time of deployment irrespective of 

whether a tag is present in its detection range or not. It turns 

off only due to power off. While the passive readers are those 

which goes to sleep in absence of a tag within its detection 

range. These are power saving. 

Based on the types of readers and tags the RFID 

system is classified into various types. The first is Passive 

Reader Active Tag (PRAT) where the passive readers makes 

the system energy efficient and active tag are self-sufficient 

to generate it's power for response. PRAT allows flexibility 

in application such as assets protection and supervision. 

Second kind is Active Reader Passive Tag (ARPT) the 

passive tag receives interrogating signal from the active 

reader and gets energy to power the circuit for response. 

Similarly in Active Reader Active Tag (ARAT) the active 

tags are awoken by interrogator signal from the active reader. 

Another kind is Battery Assisted Passive (BAP) RFID tag is 

a type of passive tag which slightly incorporates a feature of 

active tag i.e., it is provided with a small battery integrated on 

the chip to power the return reporting signal of tag. 
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Fig. 2: RFID readers 

3) ESP8266 

ESP8266 is a low-cost microcontroller with Wi-Fi chip and 

TCP/IP stack. The ESP8266 module configure in such a way 

to provide high performance, high integration performance 

since it has General Purpose Input/output(GPIO) pins which 

enables the module to be integrated with sensors or any other 

application devices. Some of the features of ESP8266 include 

32-bit RISC CPU, 64KiB (KiboByte) of instruction RAM, 

96KiB of data RAM, 802.11b/g/n Wi-Fi. It consists of two 

buttons one is Flash button which is used for cleaning up of 

the data and the other is Reset button which is used for 

switching on and off of ESP8266.The operating or working 

voltage is 3.3V. 

 
Fig. 3: ESP8266 microcontroller 

II. SURVEY 

The corporate building need some kind of access control so 

that only authorized personnel’s can enter the office/buildings 

and access the assets of the company for this there exist many 

access control system but most of them are sophisticated i.e., 

they use complex hardware and making it too expensive and 

within the system the communication between the one 

machine to other machine is slow. There is no backup of data 

in case of server crash and there is no global access to the 

information i.e., the access card used in company can’t be 

accessed in any other branches of that company. Hence to 

make access control system simple and extremely cost 

effective, newly available IoT devices can be used. 

RFID technology provides unique identification for 

each user/client globally.ESP8266 a new microcontroller, can 

be used to control the doors at entry/exit after verification, it 

has inbuilt Wi-Fi module and TCP/IP stack to communicate 

with the central processing unit wirelessly. 

Raspberry Pi a system on chip can be used as a 

server for all the computation and communicating with other 

devices through its Wi-Fi module making communication 

faster. A Raspberrian Linux OS is most compatible for its use. 

A. RFID Based Automatic Vehicle Parking System 

In this application, the RFID readers are kept at both entry 

and exit. When a car wants to enter through the entry gate, the 

driver has to show the RFID tag near the reader and the reader 

recognizes the tag and opens the gate. Reader also increments 

the parking count. The tag will have the amount deducted. 

The same happens at exit and the parking count decrements 

[1]. 

B. RFID Based Library Management System 

In this application, the RFID tags are put on books that 

contain all the required information about the books. The 

users are given with smart cards that will hold all details of 

user and the history of books issued and returned. When a 

user wants to issue a book he links the RFID tag with his 

smart card through RFID reader and when the book is 

returned, the money is calculated and reduced [2]. 

C. RFID Based Attendance Management System 

In this application, all the staffs and students will be given a 

RFID tag as ID cards where everyone will have to swipe the 

RFID tag at reader where the attendance will be marked and 

time of entry of the staff it will be stored. While exiting from 

schools, swiping the tag will help us generate the payroll for 

staff using the entry and exit time that is stored [3]. 

D. Smart Post Boxes 

Each flat in an apartment is assigned with a pigeon hole that 

is integrated with RFID technology whenever a courier is to 

be delivered in absence of the customer at home, it can be 

delivered to the watchman and he places it in the pigeon hole 

using specific RFID tag. 

E. RFID Based Hotel Management System 

When a customer checks in a hotel, he will be given a RFID 

tag that is used to open and close his room door as well as it 

can be used wherever he visits in the hotel like gym area, food 

and games. All these bills will be linked with this tag and the 

customer will have to clear all the bills at once while checking 

out. 

III. CONCLUSION 

Using various IoT devices such as RFID readers, ESP8266, 

Raspberry Pi can be incorporated into IoT based an access 

control system that has applications. 

Such systems are highly cost effective, easy to 

implement and provides fast communication between 

machines, having given each client/user a given a unique 

identification. 
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