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Abstract— What are ADHOC networks? MANET means 

Mobile Ad hoc Network - the Collection of mobile nodes that 

dynamically form a temporary network for communication 

within the nodes. This network has the capability to configure 

itself every time when a mobile node changes its location.  

This type of network has attractive features such as its low 

transmission power to conserve energy, increase throughput, 

and reduce delay. However, it suffers from many constraints, 

including limited resources, and the use of insecure wireless 

communication channels. Hence any type of intruders can 

attack the communication at any time, especially the routing 

mechanism between the nodes. Unattended installation of 

sensor nodes in the environment causes many security threats 

in the Ad-hoc networks. The security of the DSR and AODV 

protocol is vulnerable to different types of attacks. The base 

research by Dubey et.al [3] developed an intrusion detection 

and prevention system on AODV protocol. This research had 

a major drawback that it allowed a packet loss of minimum 5 

to 6% which is quite high and also the methodology increased 

the energy consumption in network thereby reducing the 

lifetime. 
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I. INTRODUCTION 

Traditional wired networks are relatively more secure 

compared to wireless networks. Wireless ad hoc network 

integrates with multiple wireless systems such as wireless 

local area network (WLAN), wireless personal area network 

(WPAN), and wireless metropolitan area network (MAN), in 

order to improve its performance. It also provides 

communication between various devices (nodes) using a 

shared wireless channel. However, unlike more conventional 

wireless networks, nodes in ad-hoc networks communicate 

without the assistance of a fixed network infrastructure. It 

uses collaborative store-and-forward strategy to provide 

connectivity beyond transmit/receive range. Nodes within 

one another's radio range can communicate through wireless 

links, and, often these nodes are mobile, they dynamically 

change their locations. This type of networks is suited for 

situations where rapid network coverage is required or it is 

highly costly to deploy and manage a network infrastructure. 

Wireless ad-hoc networks are vulnerable to threats 

because the wireless medium is insecure, and, the domain of 

attacks is transient in nature as are the wireless networks. 

Thus, it needs efficient routing protocol and design particular 

detection and strategies prevention techniques in order to 

secure this network. For the importance of securing such a 

network, there has been much work in intrusion detection 

system for traditional wired networks, but, it is a bit different 

for Ad hoc networks. The key reason is the differences of 

architectural features, most notably the lack of a fixed 

infrastructure. The lack of certified or trusted nodes and lack 

of centralized audit points, such as routers, switches, and 

gateways, makes it difficult to collect audit data for the entire 

network. Intrusion detection system, which monitors system 

activities and detects intrusions, must work with localized 

partial information. An IDS is generally used to complement 

other security mechanisms, and, it is a complex and difficult 

task due to Ad-hoc network's features. The rest of the paper 

is organized as follows: In Section II, an introduction of IDSs 

is reviewed. Section III includes a brief discussion of 

classifications, followed by the IDSs proposed for MANETs 

in Section IV. 

Then, a detailed literature review on MANETs IDSs 

is provided along with comments on their prominent and 

lacking features. Finally, this paper is concluded by 

comparing existing approaches. 

II. INTRUSION DETECTION AND PREVENTION SYSTEMS 

A. Definition 

Intrusion detection is the process of monitoring the events 

occurring in a computer system or network and analysing 

them for signs of possible incidents, which are violations or 

imminent threats of violation of computer security policies, 

acceptable use policies, or standard security practices [14]. 

An intrusion prevention system (IPS) is software that has all 

the capabilities of an intrusion detection system and can also 

attempt to stop possible incidents. 

IDPS are primarily focused on identifying possible 

incidents, logging information about them, attempting to stop 

them, and reporting them to security administrators. In 

addition, organizations use IDPSs for other purposes, such as 

identifying problems with security policies, documenting 

existing threats, and deterring individuals from violating 

security policies. 

Wireless mobile network configuration depends on 

its application. The IDS architecture for a wireless mobile 

network should be designed based on the network 

infrastructure itself which can be a flat or multi-layered where 

nodes may be separated into different clusters each having a 

cluster head to allow communication process. 

At any point of time audit data available to a node 

for making decision on intrusive activity is only the 

communication happening within its radio range so Intrusion 

Detection System should be able to use this information and 

correlate it with data from other nodes. 

B. Decision making in the IDS 

There are two types of decision making mechanisms for 

IDSs: 

 Collaborative decision making: All (or some) of the 

members of the network collaborate in making the 

decision regarding an event. For instance, in the case of 

majority voting, the final decision is made in favor of the 

majority of the members ending up with either of two 

decisions: “the event is an intrusion” or “the event is not 

an intrusion” 
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 Independent decision making: Each member concludes a 

decision regarding the events surrounding them. 

III. CLASSIFICATION OF IDS 

 
Fig. 1: Classification Techniques for IDS 

IV. EXISTING INTRUSION DETECTION SYSTEMS FOR MANETS 

As discussed in the prevention section, we find that we have 

a large no. of different systems defined on basis of different 

classification criteria. The survey conducted on different 

research works brings us to conclude that it is very difficult 

to build a secure MANET system despite of employing the 

secure routing protocols. So, here we present a few of them, 

which have successfully prevented the black-hole attacks on 

Manets. 

Abdelshafy, et al.[1] proposed a new solution 

against the Black Hole attack. This paper demonstrated a 

timer based detection approach for identifying black hole 

node. In network layer the author proposed a Timer based 

method to overhear the next node action. The simulation 

results using Exata-Cyber showed that in a dynamic network 

most of the malicious nodes can be detected and that resulted 

in an improved packet delivery ratio. Yi-Ning Liu et al.[2] 

explained that password-authenticated group key exchange 

protocols enable communication parties to establish a 

common secret key (a session key) by only using short secret 

passwords. This paper shows some security weaknesses in 

some recently proposed password-authenticated group key 

exchange protocols. Furthermore, a secure and efficient 

password-authenticated group key exchange protocol in 

mobile ad hoc networks is proposed. It only requires constant 

round to generate a group session key under the dynamic 

scenario. In other words, the overhead of key generation is 

independent of the size of a total group. Further, the proposed 

protocol is also efficient for real-world applications in 

enhancing the security over wireless communications. 

Dubey et al. [3] developed a prevailing security 

solution i.e. IDPS (Intrusion Detection & Prevention System) 

that achieved both extensive protection and desirable network 

performance. MANETs were unprotected against 

collaborative effect of Blackhole attack. One of these attacks 

was the packet dropping Attack against network integrity 

absorbing all data packets in the network. Since the data 

packets did not reach the destination by that due to this attack, 

data loss will occur. The damage was serious if malicious 

node in a network working as an attacker node absorbs all 

data packets delivered through them. In this paper, the author 

proposed a simple IDPS Algorithm against dropping attack 

and measured the network performance after applying IDS. 

The proposed approach provided zero attacker infection and 

also improved the routing performance of network. The 

simulation of blackhole attack was done in free ware 

simulator network simulator 2 (ns-2) and measured the packet 

loss in the presence of attacker and in presence of Intrusion 

Detection System against malicious attack. The proposed 

solution improved network performance and provided better 

performance than normal due to presence of reliable paths 

that was not available in normal AODV routing. N. Arya et. 

al [4] proposed a trusted AODV based mechanism for 

prevention and detection of wormhole and collaborative 

blackhole attacks in MANETs. The author used a NS2 

simulation to conclude that the energy of Worm Hole Attack 

and Collaborative Black hole attack AODV was more as 

compare to Trusted AODV, when the author increased the 

time the and energy level of both decreased. Throughput of 

Trusted AODV was better compare to Worm Hole Attack and 

Collaborative Black hole attack AODV, by increasing the 

time a little bit effect in throughput in both the case. Packet 

delivery ration was better compared to Worm Hole Attack 

and Collaborative Black hole attack AODV, with increase in 

the time the packet deliver ratio of both increased.The author 

concluded that more packet delivery ratio and less energy it 

was better to use Trusted AODV. 

Kanika et. al [5] proposed in their work to design 

and implement Mobile Ad-hoc Networks using GA and BFO 

algorithm with Black hole attack and prevented the system 

from threat using these optimization algorithms.The authors 

analysed the effect of black hole attack in the performance of 

GA and BFO protocol. The simulation was done using 

MATLAB. The results of simulation showed that when the 

black hole node existed in the network, it could affect and 

decrease the performance of network and the problem could 

be optimized by using BFO and Genetic optimization 

algorithm. The hypothetical network was constructed and 

then monitored for a number of parameters. The author 

simulatedthe model for various distinct nodes. Initial position 

for the node was specified in a movement scenario file created 

for the simulation using a MATLAB simulation. The nodes 

moved in random manner among the simulation area. Vimal 

et. al [6] presented a more efficient solution for detecting a 

black hole attack with less communication cost in the 

MANET, which was particularly vulnerable compared to 

infrastructure-based networks due to its mobility and shared 

broadcast nature. As an adversary, the authors successfully 

deployed black hole attack in the network. It was seen that 

proposed work was more secure than the existing solutions. 

It was observed that Packet Delivery Ratio and Throughput 

of standard AODV protocol decreased due to the presence of 

black hole node in the network. However, the overall 

performance of standard AODV protocol varied dramatically 

when the network conditions changed. The authors also 

compared its performance to standard AODV routing 

protocol. The experimental results showed that the proposed 

approach was better than standard AODV. 

V. PROBLEM DEFINED 

The present research is aimed to develop an intrusion 

detection and prevention system to protect the MANET 

against blackhole (single and collaborative) attacks. The base 

research by Dubey et. al [3] developed a simple IDPS 

Algorithm against dropping attack and measure the network 

performance after applying IDS. The proposed approach 
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provided zero attacker infection and also improved the 

routing performance of network. But the performance 

analysis of  base research showed that it allowed a packet 

drop of minimum 5 to 6% which is high by any standards. So 

our research is aimed at reducing this packet loss and 

additionally reduce the energy consumption in the network to 

increase the network lifetime. 

VI. PROPOSED METHODOLOGY 

The base research had a major drawback in the high 

percentage of packet drops. So our present research will be 

aimed at improving the base research and developing a 

system which is robust and less vulnerable to black-hole 

attacks and that too improving on the aspect of packet loss 

still improving the overall security of the network. Another 

important aspect in every wireless network is node energy 

since the nodes have a limited amount of energy. So we must 

compare the energy consumption of our proposed 

methodology against the base research thereby developing a 

better intrusion detection and prevention system. The 

research will be done on a MANET environment running on 

AODV protocol. The key considerations in proposed 

methodology are listed as under: 

VII. CONCLUSION 

Since mobile ad-hoc networks have become widely used, the 

importance of securing these networks has increased. Due to 

prevention techniques alone are not sufficient and new 

intrusions continually attack such a network, an IDS is a 

necessary component of a security system. IDS are basically 

used to detect possible violations of a security policy by 

monitoring system activities. The IDS perform some tasks 

which are monitoring the network, analyzing collected data, 

identifying intruders, generating alarms, and tracking 

intruders to prevent such attacks in the future. All these 

functionalities are in order to identify either an outside 

intrusion or an inside intrusion. Designing powerful IDS that 

supports the network performance is in fact a complicated 

task because of the MANETs Features. In this survey paper, 

we present brief details of various available intrusion 

detection techniques. The basic idea behind all of the above 

discussed IDSs is comparing their techniques in order to cope 

up with the limitations of IDSs. It is noticed that almost all 

intrusion detection systems are distributed and have a 

cooperative architecture. And, the specification detection is 

more powerful among the various detection methods used. 

However, IDS itself may be attacked and the study of the 

defense to such attacks should also be explored. 
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