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Abstract— The Vehicle Theft Detection, Locking and
Tracking system would be able to efficiently able to locate
the vehicle that is stolen. It is equipped with modules that
would give the exact current location of the stolen vehicle so
that the owner can track it. It will also be able to stop the
stolen vehicle from going far away by immobilizing the
engine remotely.
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I. INTRODUCTION

The paper proposes a GPS based vehicle-tracking system that
tracks the vehicle and sends the tracking data over through an
SMS. The microcontroller acts as the controlling head of the
system. When the system goes in Theft mode, the authorized
user gets the alert message and user will Able to stop the
vehicle engine immediately via sending SMS to system with
‘s’ Keyword. The system includes a GPS modem that tracks
the vehicle location in the form of latitude and longitude. This
location can be accessed via SMS that is being sent to the
user. With the help latitude and longitude information SMS
user will able to locate vehicle with Google map. This system
proves very beneficial for transport and travel companies as
they can now keep track of their vehicles. We have also come
up with an app to ease the user experience. The app has tabs
performing the same functions as the SMS communications.

Il. BACKGROUND

In today’s fast moving world, people need to reach from one
place to the other in the shortest time possible. Thus, there has
been a considerable increase in the purchase of automotive
vehicles such as cars and bikes. They provided the desired
comfort required by the people and also help them attain the
goal of reaching their desired place in time. But all this comes
at a cost too. No matter which car a person buys, they have to
pay a hefty amount. As a result, the security of the car
becomes a major concern. With the increase in number of cars
on streets, the number of cars stolen has also simultaneously
increased. Even with the current anti-theft technology present
in the cars, the thieves are not kept at bay as they have now
devised new ways to bypass the current system. Hence, we
have tried to put together a system that would act as backup
to the current anti-theft system.

With the growing population, the need for vehicles
has also been growing proportionally. As a result, there is an
alarming increase in the number of these vehicles being
stolen. Even though the automobile companies are trying
their best to prevent theft by enhancing their security features,
there are still thieves who have been successful to break
through them. This is where our system can prove to be
useful.

A car is a very important and valuable commodity.
It is usually very dear to the owner and also quite expensive.
Most of the times, the owner has to save a lot of money or

take a hefty loan amount to buy a car. Therefore, the safety
and security of the car is very essential. Loss of a car could
cost a lot to the owner. Just relying on one theft detection
system can be a wrong decision. Thus, our proposed system
can act as a backup for the existing systems.

I1l. CHALLENGES AND ASSUMPTIONS

The major challenge in building any system such as this one
is that it should be full-proof. This means that in no way can
a thief intrude the car without the user being notified about it.
The current system is not full-proof. This can be said because
the anti-theft system currently installed in the cars can be
bypassed which a few easy steps. Also, whatever new system
is constructed, the thieves will ultimately find out a suitable
way to break through that. Thus, the only way to minimize
the cases of stolen vehicles is by improvising the present
system and by adding various modules and different aspects
to it and making it more and more complex for the thieves to
bypass it.

The proposed system works best when as a backup
to the anti-theft system that is already installed in the cars
these days. Also, the proposed system will only work when
there is a proper signal, which the GSM module can receive,
and the GPS antenna can align itself with the satellite (works
mostly in outdoor conditions). Thus, in the case of very bad
weather, the proposed system might not work as expected.
Another very important aspect is that the owner of the car
should carry his cell phone at all times when he is out of his
car. Only then can he receive the text messages when
someone else is trying to switch on his car.

IV. ALGORITHMS AND FLOWCHARTS

A. Algorithm for initialization

1) Select a SIM which has got Good Network coverage.

2) Place the SIM into GSM modem, Ensure the SIM has got
enough money to send SMS.

3) Kindly Ensure You Don’t Need Any OF The SMS
Stored In The SIM Card As They Will Be Deleted

4) Check power led (red color) glowing, See for Network
LED (mostly Green color) blinking faster.

5) Wait for 2 minutes and one can observe Network LED
blinking a bit slower...Indicates SIM has got network
coverage.

6) Now Press the RESET button at the device, and one can
see the “Testing GSM Modem” on LCD.

7) If not then Check Modem connection And RESET The
Microcontroller

8) Then the Display should show “Kindly Call”, it is the
process to save the number to which SMS should receive.

9) Then give a call from the number (to which SMS should
receive) to the Number present in the GSM modem and
observe the LCD, The call will disconnect automatically.

10) You can observe the mobile number on the LCD.
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11) If it not able to display the number then RESET the
device and follow the Steps from 6 until the number
displays.

12) This ends the process of initializing GSM modem and
feeding the phone number.

B. Algorithm for theft detection. Locking and tracking
vehicle

1) Leave the vehicle in “THEFT MODE".
2) If an unauthorized person starts the engine, the owner

gets an SMS displaying ‘Alert..!! Vehicle Theft
Detected’.

3) Owner has to reply with keyword ‘s’ to stop the vehicle’s
engines.

4) The location of the vehicle is received as a link to Google
Maps to make tracking easier.
5) Sending the keyword ‘track’ will again send back the
location link.
To resume the vehicle’s engine, send SMS with
keyword ‘r’.

C. Flowchart for Initialization

Fig. 1: Initialization Flowchart

D. Flowchart for the working

SME to Owner:

Detected

Fig. 2: System Flowchart

V. DESIGN AND IMPLEMENTATION

A. Hardware Implementations

The hardware implementation has three major components.
1) The GSM modem

Fig. 3: GSM modem

GSM (Global System for Mobile Communications) is the
most popular standard for mobile telephony systems in the
world. GSM is used by over 1.5 billion people across more
than 212 countries and territories. Its ubiquity enables
international roaming arrangements between mobile network
operators, providing subscribers the use of their phones in
many parts of the world. GSM differs from its predecessor
technologies in that both signaling and speech channels are
digital, and thus GSM is considered a second generation (2G)
mobile phone system.

This also facilitates the wide-spread implementation
of data communication applications into the system. GSM
also pioneered low-cost implementation of the short message
service (SMS), also called text messaging, which has since
been supported on other mobile phone standards as well. The
standard includes a worldwide emergency telephone humber
feature. GSM is a cellular network, which means that mobile
phones connect to it by searching for cells in the immediate
vicinity.

2) The GPS module

Fig. 4: GPS module

The SkyNav SKG11B is a complete GPS engine module that
features super sensitivity, ultra-low power and small form
factor. The GPS signal is applied to the antenna input of
module, and a complete serial data message with position,
velocity and time information is presented at the serial
interface with NMEA protocol or custom protocol. It is based
on the high performance features of the Media Tek 3329
single-chip architecture, Media Tek newest chipset
technology. Its —163dBm tracking sensitivity extends
positioning coverage into place like urban canyons and dense
foliage environment where the GPS was not possible before.
The small form factor and low power consumption make the
module easy to integrate into portable device like PNDs,
mobile phones, cameras and vehicle navigation systems.
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3) The PCB (Printed Circuit Board)
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Fig. 5: The PCB
We designed a circuit on a PCB for this system. The main
controlling head of the circuit was an Atmel Atmega 328
microcontroller. There are other components attached to the
circuit. They are:-
— TRANSFORMER (230-12V AC)
— VOLTAGE REGULATOR (LM 7805)
— FILTER
— RECTIFIER
- LCD
-  MAX232
— DB9 CONNECTOR
— 1N4007
- LED
— RESISTORS
— CAPACITORS

B. Software Implementations

We created an Android Application to control this system. It
is a simple to use application with a clean interface which can
be easily used by all. Alternatively, users can also control the
system through text messages. They can send particular
keywords to perform the different tasks.
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Fig. 6: Android App Screenshots
The above figure shows some screenshots from the
application and demonstrates how to use the app to perform
certain functions.

VI. RESULTS AND DISCUSSION

A. Output/Result

Once the system is powered on, it waits for the user to call the
system number from his personal number. Once that is done,
the system terminates the call automatically after a single
ring. This means that the number of the car owner is not
successfully associated with the system. The confirmation is
sent from the system. The application displays the text “Your
number has been configured”. Thus, now the user will be able
to control the system using his cell phone.

Now we see on the LCD that the system is currently
in the “User Mode”. Thus, it means the owner is now present
inside the car.

Then, the owner switches on the engine of the car
using the switch present. So right now the owner of the car is
driving.

After this, while leaving the car, the owner stops the
car by switching off the engine using the same switch he used
earlier to switch on the car.

Now, the user is about to leave the car at a parking
lot or by the side of the road. So he puts the system on the
“Theft Mode” by switching on the other switch present on the
system. The message on the LCD reads “Theft Mode” now.
The owner now leaves the car.

After this, we assume that a thief breaks into the car.

Now, he tries to start the engine with the fake key
that he has managed to forge. The car starts but the owner of
the car immediately gets a text message on his cellphone on
the application, which reads “Alert!! Vehicle Theft
Detected”.

Now it is confirmed that someone else has started
the car. The owner can stop the car remotely by pressing the
STOP button on the application. So he does that. We see that
the engine stops as soon as the system receives the text from
the owner.

Now the LCD displays the message “Engine Stop”.
The owner gets the tracking link on the app. The owner clicks
the link and the location of the car is obtained on the Google
Maps application.

All rights reserved by www.ijsrd.com 1479




Vehicle Theft Detection, Locking and Tracking
(1JSRD/Vol. 5/1ssue 05/2017/356)

This is the first and the most important scenario.
There can be another scenario.

In this case, the owner has mistakenly stopped the
car using the app. In such a case, the owner presses the
RESUME button on the app. The stopped engine of the car
again starts to run. In the third scenario, the owner wants to
just track the location of the car. So he presses the TRACK
button on the application and the tracking link of the car is
obtained on the app.

B. Result Analysis

From the about scenarios, we can say that the system is
worked as desired.

In the first scenario, when there is an actual
intrusion, we would like to stop the vehicle as soon as
possible. Also, we would like to know where the vehicle is at
the present moment. Out system successfully manages to do
that.

The second scenario can also happen a lot of times
when you mistakenly stop the car maybe due to
miscommunication. For example, you have lent your car to
someone else but forgot that. Thus, you would receive the
message when he tries to start your car. You might stop the
car from your cell phone and later realize that it was that other
person. Thus, you require a mechanism to undo that. In such
cases, the resume functionality comes handy. This feature
also works as expected.

The third scenario also works in the desired fashion
where we would just like to locate our car. This can become
useful in cases where we have parked our car in a huge
parking lot and have forgotten where exactly we parked the
car.

VII. CONCLUSIONS

We have developed a system which provides adequate
amount of protection against theft. If all the modules work as
desired, the chances of vehicle theft are negligible. Even in
case of theft, the vehicle can be retrieved easily by tracking
it.

However, there are a few drawbacks and loopholes
of this system as well. The major aspect of this system is the
GSM and GPS communication. Without these, the system is
paralyzed. Thus, it is very important that the location of the
vehicle is such that it can receive and transmit GSM and GPS
signals. If the vehicle is placed in a location where there is no
mobile network, this system fails.

It is also important to use a minimal antenna in this
system. If we put a conventional antenna and the thief figures
it out, he can damage it and stop the signals. Mobile phones
these days have a body antenna. We need to use such an
antenna so that it can be subtly placed on the body of the
vehicle.

We would also have to place the entire system in a
secure location where the thief will not be able to damage or
destroy it. The most suitable location would be somewhere in
the interior of the vehicle, near the engine.

To enhance this system, we can also add a lot of
other modules to this existing system. For one, we can add a
module to detect if the system is being damaged by the thief
or not. The next thing that we can do is attach a small camera
somewhere in the car and allow if to record a video as soon
as a theft is detected. We can also place pressure sensors on

the windows of the vehicle so that if a thief breaks through
the window that can also be detected.

The current system is one which is efficient enough
to tracle the basic theft attempts. It is also very reasonable.
The entire system was made at a budget of less than $50. In
case of mass production, the cost might come down as well.
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