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Abstract— Botnet is one of cyber threat in the world. Our 

proposed revealing mechanism reveals the botnet in 

collaborative network of peers. The collaborative network 

peers is flexible & hence it’s the main hurdle to reveal. This 

mechanism uses self-similarity and information synthesis 

(SSIS) to reveal the botnet into different network regardless 

of its topological structure. 
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I. INTRODUCTION 

The botnet is network of bots. The bot is the infected host or 

compromised host in a network. The bot may be 

contaminated by different methods such as Trojans, worms 

and spyware. In botnet, the botmaster is act as the server and 

which controls the botnet. The botmaster communicate the 

bots in a network by using Command and Control (C & C) 

mechanism to control the bots. The botnet can use various 

protocols such as IRC and HTTP. The botnet which uses 

collaborative network of peers has no central server. In this 

botnet, every bot acts as client and server and if one bot go 

down it will not affect the botnet. Storm is example of such 

botnet which uses Overnet /eDonkey network for attacks [1]. 

This type of botnet very hard to reveal therefore become the 

main research area in the network security.  

II. BOTNET TOPOLOGY 

Botnet Topology can be classified into  

 Star  

 Multi Server 

 Hierarchical 

 Random  

A. Star Topology 

The Star topology relies upon a single centralized C&C 

resource to communicate with all bot agents. Each bot agent 

is issued new instructions directly from the central C&C 

point. When a bot agent successfully breaches a victim 

computer, it is normally preconfigured to “phone home” to 

this central C&C, whereupon it registers itself as a botnet 

member and awaits new instructions. 

B. Multi Server 

Multi -Server C&C topology is a logical extension of the Star 

topology, in which multiple servers are used to provide C&C 

instructions to bot agents. These multiple command systems 

communicate amongst each other as they manage the botnet. 

Should an individual sever fail or be permanently removed, 

commands from the remaining servers maintain control of the 

botnet. It takes more planning and effort on the part of the 

botnet’s operator to construct a Multi-Server C&C. However 

the same bot agents can be used for both Star and Multi-

Server topologies.  

C. Hierarchical 

A Hierarchical topology reflects the dynamics of the methods 

used in the compromise and subsequent propagation of the 

bot agents themselves. Bot agents have the ability to proxy 

new C&C instructions to previously propagated progeny 

agents. However, updated command instructions typically 

suffer latency issues making it difficult for a botnet operator 

to use the botnet for real-time activities. A Hierarchical botnet 

means that no single bot agent is aware of the location of the 

entire botnet. This configuration makes it difficult for security 

researchers to estimate the overall size of the botnet.  

D. Random 

Botnets with a Random topology (i.e., a dynamic master-

slave or peer – to - peer relationship) have no centralized 

C&C infrastructure. Instead, commands are injected in to the 

botnet via any bot agent. These commands are often “signed” 

as authoritative, which tells the agent to automatically 

propagate the commands to all other agents. Random botnets 

are highly resilient to shut down and hijacking because they 

lack centralized C&C and employ multiple communication 

paths between bot agents. However, it is often easy to identify 

members of the botnet by monitoring a single infected host 

and observing the external hosts it communicates with. 

Command latency is a problem for Random topology botnets. 

However, the multiple communication links between bots 

agents make latency less of a problem than with Hierarchical 

topologies. 

III. THE SSIS MECHANISM 

The proposed SSIS mechanism put light on general and 

distinctive abnormalities of the botnet in collaborative 

network of peers. This mechanism can be tested on any type 

of network under different time scales. The SSIS does not 

require information about the network logs or history of 

attacks. It can be tested on real time network traffic. 

Therefore, it is useful to reveal the any new born botnet in 

collaborative network of peers. Following Fig.1 shows the 

architecture diagram of proposed revealing mechanism.  We 

can consider the network traffic as signal & hence it can be 

analyzed using various time scales though the fractal theory. 

Information synthesis helps to better understand features of 

network traffics and then the outcome then fused with the 

CUSUM algorithm for recognizing real time abnormalities in 

the network traffic. Finally, the botnet is revealed by using 

the information fusion method.  

A. Self-Similarity 

Different research has proved that features of any network 

can be explained by using the self-similarity nature of 

network traffic. Self-similarity means that the network has 

some type of correlation between home composition and 

overall composition of network.  
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We can denote the network traffics as X = (Xt; t=1, 

2, 3 …..n). where, t is the network traffic at different time 

scale. Here the Hurst exponent is used for the evaluation of 

the result. 

 
Fig. 1: Architecture of SSIS 

1) Information Synthesis 

This process helps to put more light on characteristics of 

network traffic. Self-similarity some time gives different 

result under small time scale. We require extracting more 

features of network traffic at any time scale for reveal the 

botnet in collaborative network of peers. This can be achieved 

using the multi-fractal phenomenon. This focuses on small 

time scale of network traffic which is related to the self-

similarity behavior of network. 

2) CUSUM Algorithm 

CUSUM stands for Cumulative Sum. Here we have used the 

non-parametric CUSUM algorithm for revealing the botnet. 

The output of the self-similarity and information synthesis is 

given to the CUSUM to reveal the botnet. The output is given 

as: 

f (X) = 1, if X is abnormal (X is network traffic) 

f (X) = 0, if X is not abnormal  

B. Process of SSIS 

1) Collect the network traffic and count the total number of 

packets. 

2) Select the source and destination nodes. 

3) Drop the packets for specified time scale. 

4) Reveal the abnormalities using the self-similarity and 

information synthesis. 

5) Get the output of step 4) as input to CUSUM algorithm. 

6) Reveal the Botnet. 

C. Experiment Setup 

We have used the NS-2 simulator for simulating the botnet in 

collaborative network of peers under different time scale. NS-

2 is an open source event driven simulator for simulating the 

different network topology structure. Following fig.2 shows 

the simulation of dropping packets in ns-2. 

 
Fig. 2: Dropping the packets in NS-2 

IV. CONCLUSION 

The reveal of botnet in collaborative network of peers is a 

tough task for researcher. We propose the revealing 

mechanism based on similar-pattern and information 

synthesis. This mechanism is useful for any type of topology. 

It considered the all the features of network which may vary 

with botnet and protocols in collaborative network of peers. 

Therefore, SSIS can reveal the any new born botnet in 

collaborative network of peers. 
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