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Abstract— City Command and Control Centre (C-4) platform 

uses a combination of Operational Technology (OT) 

&Information Technology (IT), Various systems produces 

Electrical, WATER & Waste Collection uses various PLC 

systems. All these inputs can be taken to City Command and 

Control centre platform (C-4) for providing Citizen Services. 

The interfacing of PLC with various utilities is necessary. 

There will be interfacing of sensors and switches with PLC. 

The protocol for different utilities gets converted, compatible 

and understand by city command and control platform. This 

is applicable for all the utilities. 

Key words: PLC, Operational Technology 

I. INTRODUCTION 

Being a Smart City, GIFT City  authorities are  expected to 

proactively monitor and manage City’s Infrastructure using 

Information and communication technology advances for 

ensuring better services to the citizens .The infrastructure 

which need to be monitored  consists of multiple utilities 

which are Water management system, Electrical 

infrastructure, automatic waste collection and recycling 

system, District cooling system, City occupier’s safety , 

security and surveillance , Traffic management   etc. Till now 

there is no readily available single hardware or software 

platform which can monitor and manages entire city 

infrastructure on a single technology platform and from a 

single place in the city. The newly coined term IoT or Internet 

of Things is the promising technology which can help GIFT 

City to become a truly Smart City in all aspects. GIFT City is 

planning to carry out city infrastructure monitoring and 

maintenance by integration of all these utilities on a single 

platform which is called “City Command and Control centre 

(C-4) “, City Command & Control Centre (C-4) is a collection 

of various technologies and engineering functions. The C-4 

takes inputs from various systems which are electrical, 

mechanical &Hydraulics by using industry protocol like 

Modbus and Bacnet & Information technology involved in 

various utilities. The evolution of GIFT City Command & 

Control center (C-4) will provide an integrated and smart 

platform for City management. Because of the availability of 

(C-4), the occupiers of the City will have access to always up 

and running infrastructure & utilities. ThisC-4 also helps City 

authorities to manage the city in very efficient and smart way. 

By deploying a fully operational “Centralized City Command 

and Control Centre”, GIFT authorities will able to see the 

status of various services of the GIFT city in a holistic manner 

and manage them on real time basis. Practically speaking, this 

City Command and control centre will integrate the Internet 

of Things implemented across various infrastructures within 

GIFT city. 

II. METHODOLOGY 

City command and control centre platform uses a 

combination of Operational Technology (OT) & Information 

Technology (IT), various systems produces Electrical & 

Water uses various PLC systems. All these inputs can be 

taken to City Command and Control centre platform (C-4) for 

providing Citizen Services  

A. Block Diagram 

 
Fig. 1: General Block Diagram 

There are two parts of GIFT City Command and 

Control Center (C-4). The first part (platform) will connect & 

host all the Utilities and provide a complete view of the City 

Infrastructure, the second part will host CCTV Surveillance 

Integration of IBMS of various building and tracking critical 

parameters like fire and safety, intelligent traffic management 

system for handling law and order in the City. By integrating 

various infrastructure and Utilities and connecting them on a 

single fiber optic based ICT network spread across the city. 

B. Hardware Details 

 
Fig. 2: Hardware Details of Full System 
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It is a software platform designed for monitoring and 

management of public utility infrastructure. This platform has 

a client which opens on any web browser using URL to 

display alarms and critical tag values. This critical tags are 

actually the critical parameter of public utilities which need 

to perform within standard operating values. 

All public utilities contained the critical parameter 

which need to monitor for smooth functioning of utilities. In 

this proposed work will be defined this critical parameter and 

there threshold values. This application of city command and 

control platform enables the Integration of operational 

technology and information technology. This platform also 

has capability of multi-touch interface. C-4 takes utilities 

information from SCADA (Supervisory Control and Data 

Acquisition system) which is a software platform reads Plant 

data and Information from PLC System. This data is basically 

various parameters like flow, pressure, level. Etc. and also 

status of various devices, components like Pump, motors, 

Media filters etc. This data is made available to C-4 in 

compatible form or protocol on basis of which a Standard 

Operating Procedure is defined by C4 and accordingly 

executed.  

III. LITERATURE REVIEW 

The main reasons behind this interest are the capabilities that 

the IoT will offer. It promises to create a world where all the 

objects (also called smart objects around us are connected to 

the Internet and communicate with each other with minimum 

human intervention. The ultimate goal is to create a better 

world for human beings, where objects around us know what 

we like, what we want, and what we need and act accordingly 

without explicit instructions. As we are moving towards the 

Internet of Things (IoT), the number of sensors deployed 

around the world is growing at a rapid pace. Market research 

has shown a significant growth of sensor deployments over 

the past decade and has predicted a significant increment of 

the growth rate in the future. These sensors continuously 

generate enormous amounts of data. However, in order to add 

value to raw sensor data we need to understand it. Collection, 

modelling, reasoning, and distribution of context in relation 

to sensor data plays critical role in this challenge ([cs.SE] 

5May 2013). 

They have suggested that the IoT is a recent 

technology paradigm that envisions a near future in which the 

objects of everyday life will be equipped with micro-

controllers, Sensors, transceivers for digital communication 

and suitable protocol stacks that will enable them to 

communicate with one another and with the users, and will 

be an integral part of the Internet. The IoT concept, hence, 

aims at making the Internet even more immersive and 

pervasive. Furthermore, by enabling easy access and 

interaction with a wide variety of devices such as, for 

instance, home appliances, surveillance cameras, monitoring 

sensors, actuators, displays, vehicles, and so on, the IoT will 

faster the development of a number of applications that make 

use of the potentially enormous amount and variety of data. 

(Internet Of Things Journal, vol. 1, no. 1, Feb. 2014.DOI: 

10.1109/JIOT.2014.2306328). 

They have provided a growing number of physical 

objects are being connected to the Internet at an 

unprecedented rate realizing the idea of the Internet of Things 

(IoT).A basic example of such objects includes thermostats 

and HVAC (Heating, Ventilation, and Air Conditioning) 

monitoring and control systems that enable smart homes. 

There are also other domains and environments in which the 

IoT can play a remarkable role and improve the quality of our 

lives. These applications include transportation, healthcare, 

industrial automation, and emergency response to natural and 

man-made disasters where human decision making is 

difficult. The IoT enables physical objects to see, hear, think 

and perform jobs by having them “talk” together, to share 

information and to coordinate decisions. The IoT transforms 

these objects from being traditional to smart by exploiting its 

underlying technologies such as ubiquitous and pervasive 

computing, embedded devices, communication technologies, 

sensor networks, Internet protocols and applications.(IEEE 

Communication Survey & Tutorials VOL. 17, NO. 4, Forth 

Quarter 2015) 
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