IJSRD - International Journal for Scientific Research & Development| Vol. 5, Issue 05, 2017 | ISSN (online): 2321-0613

Security Issues in E-Healthcare loT

Aashmeen Jammu! Dr.Harjinder Singh?
L2pepartment of Electronics & Communication Engineering
L2pynjabi University, Patiala, India

Abstract— From the last few years, the field of internet of
things (1oT) is transforming the concept of e-healthcare. The
patients can be easily monitored wirelessly and the record of
the patients is available as well as communicated online. But
along with every new opportunity, new problems arise. In
case of 10T, the major problem is limited security as loT
mostly deals with resource constraint devices. Security is the
major concern in the 10T based electronic health (e-health)
system. Wireless attacks like eavesdropping, masquerade
attacks, replay attack, snooping attack poses a threat to the
network security. In this paper, various privacy as well as
security issues in e-healthcare 10T are analyzed in tabular
form.
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I. INTRODUCTION

With the advancement of technology, almost everything can
collect and exchange data. Internet of things (IoT) is a
platform that connects any person, any place, anything or
even any service to the internet. 10T is a wide application
area. The applications of 10T range from industrial and
agricultural field to smart cities and healthcare. The following
figure 1 illustrates various loT application areas:
Healthcare applications

Smart grids Smart homes

Smart cities Smart roads

‘Wearables Smart cars

IoT in poultry Smart farming

Industrial applications

Fig. 1: 10T application areas

In case of e-healthcare, the record of the patient is
electronically stored and is made available on internet for
future access. So, with this the doctors can remotely access
the health conditions of the patient and may alter them. But,
these systems are prone to various wireless attacks and
therefore, the security of patient is at huge risk. Let us
consider an example of a patient, who is connected with a
temperature sensor and ECG. The data recorded by these
sensors is instantly uploaded to a web-page and the doctor can
access the data by logging into the web-page. The doctor can
also automatically turn on or off the sensors remotely
according to the requirement. In this case, if an attacker is
successful to eavesdrop the information of the patient then the
privacy of the patient is violated and the attacker may upset
the functioning of the sensors. So, due this the privacy of
patient is at risk. Moreover, if the patient is suffering from an
embarrassing disease then the attacker may upload the data
on a social networking site to humiliate the patient [7].

Further, if the attacker is successful in achieving the
insurance details for the patient, then he/she may attempt to
kill the patient. So, securing the information of sensors in
wireless sensor network is desirable.

In e-healthcare, the data of the patients is recorded
digitally and is stored in databases. An attacker can make
unauthorized access to the database and may modify the data
[3]. The following figure 2 illustrates the general block
diagram [2, 3] of wireless network in e-healthcare.
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Fig. 2: General Block Diagram of Wireless Network in E-
healthcare
The rest of the paper is organized as follows: Section
11 describes the various security issues in e-healthcare 10T in
tabular form and Section |11 presents literature survey for the
review. Conclusion is done in section V.

Il. SECURITY ISSUES

E-healthcare is prone to various attacks and threats that
adversely affect the privacy and security of the patients. The
following table depicts the various security issues [2, 3]
prevailing in a wireless network in e-healthcare 10T:
Attack Description
In this, the attacker secretly
acquires access to the secret
information between two parties
by eavesdropping. The attacker
uses this information as a proof
to its identity and gain access to
the same network
In this, the hacker/attacker can

1. | Replay Attack

Activity track the activity of the patient
2. Tracking easily. He/she can easily check
Threats and track every move of the
patient at any instant of time.
This is similar to the activity
tracking threats. The attacker has
access to the location of the
associated individual or patient.
3 Location If the attacker holds some sort of
' Threats grudge against the patient then

he/she can easily access the
location of the patient and may
use this information to kill the
patient.
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Eavesdropping

Eavesdropping is the
unauthorized way to spy on a
private communication. The

word eavesdrop means to
actually stand and listen to a
private conversation. So in this,
the attacker secretly gains access
to the private messages.

11.

Operating
System
Vulnerabilities

In operating system
vulnerabilities, the attacker takes
advantage of the vulnerabilities
in operating system to attain
unauthorized access to the
information.

Message
Tampering

In this, the attacker makes
unauthorized attempts to access
the network and extract the data.

Threats of
Cyber Attacks
on Privacy

In 10T, cyberattacks can cause
censorious damage to the system.
Along with this, it may add
erroneous data/information to the
system. Due to resource
constraint nature of 10T, desired
and efficient security solutions
cannot be implemented in it. The
risks of cyber-attacks are
increasing spontaneously.

12.

Snooping
Attack

In snooping attack, the attacker
uses fake identity i.e. the attacker
pretends to be someone else to
access the data. It is quite similar
to eavesdropping. But, the
difference is that it is not limited
to accessing of data at the time
transmission.

13.

Black hole
Attack

In this, the data is dropped
without the source node being
aware about the communication.

Masquerade
Attack

Masquerade means to pretend to
be someone else. So in this, the
attacker uses fake identity to
access the network. The attacker
may also use illegal nodes to
access the network. The network
will assume the illegal nodes to
be real ones and the attacker may
alter the information. If attacker
changes value of the biological
information of the patient then
this may lead to false treatment
and may prove to be fatal.

14.

Denial of
Service Attack

In this, the network loses its
ability to execute further requests
and the services provided by the

network are denied due to the
attack. This attack may also
increase the network traffic.

Privilege
Abuse

The privilege abuse occurs when
the users accessing the database
are provided with more
privileges than desired. In such
cases, the user may easily exploit
the privileges for unfair purposes
and may exploit the network by
accessing secret data. So, it is
termed as privilege abuse.

15.

Grey hole
Attack

The grey hole attack resembles
with the black hole attack in
terms of behavior [13]. The

dissimilarity is that in this, the

entire packet of data is not
dropped. The false node that is,
the attacker node drops some part
of data packets. This can be
really dangerous for a patient as
if some part of the vital
information of the patient is lost
then this may result in his/her
false treatment.

Legitimate
Privilege
Abuse

Legitimate stands for authorized.
In this, the attacker is provided
with legitimate privilege that is,

authorized access to the database.
Due to this, the user/attacker can

use the information attained from

the database for malevolent
purposes.

16.

Worm hole
attack

In this attack, traffic is recorded
from a particular region of
network and then replayed in
some different region. This
means that packets are captured
by a compromised node from one
location and then are released at
some other far away location.
This attack can easily commence
without any information of the
network. This attack is very acute
as it is very difficult to perceive.

10.

Privilege
Promotion

In privilege promotion, the
software is more prone to attack
due to some errors and fragility.

Attacker can easily access the
critical information by elevating
his/her clearance level. In this,
clearance determines that
whether a person should be
authorized to access secret
information or not.

17.

Routing
Threats in
WSN

A malicious user may attack the
network [7] and may purloin or
alter the data. The routing attacks
in a multi-hop network are
selective forwarding, sink hole
threat and sybil attack.

18.

Selective
Forwarding
threat

In selective forwarding threat, the
information (like temperature,
ECG) or some part of
information/message is not
forwarded by malevolent nodes.
The nodes may simply drop the
message to block its
broadcasting. This threat can
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acutely affect the system if the
attacker is also included in the
routing path.

In sink hole threat, in order to
initiate routes through a
malevolent node, the attacker
attempts to attract the existing
nodes. The major drawback of
this attack is that after its
commencement, the network
becomes vulnerable to attacks
like eavesdropping, message
tempering etc.

In sybil attack, a malicious node
uses a number of fake identities
to communicate with the existing
nodes. In multipath routing
protocols, the compromised node
may exist in various locations.
This results in severe damage to
the network. The code blue
system is prone to this attack.

Table 1: Various security issues

Sink hole

19. Threat

20. | Sybil Attack

I1l. LITERATURE SURVEY

Kalsoom Shabana, et al. [1], discussed wireless sensor
network and security issues associated to it. Further, security
attacks like performance oriented attacks, goal oriented
attacks and layer oriented attacks were discussed.

Pathan, et al. [4], discussed various security threats
and proposed security mechanisms for WSN. It also included
feasibility of some common security schemes like
cryptography, steganography in WSN.

Anwar, et al. [5], reviewed various security issues
and attacks in WSN. The paper concentrated on physical
attacks in WSN. So, security issues and physical attacks are
analyzed.

Kahina Celli [6], discussed major aspects of WSN
security. The common security attacks and their classification
mechanisms were discussed. Further, the paper included the
proposed schemes in WSN.

Pardeep Kumar and Hoon-Jae Lee [7], discussed
various security issues and some security techniques in e-
healthcare. The paper also analyzed various e-healthcare
projects on the basis of security.

Harshavardhan Kayarkar and Sugata Sanyal [8],
reviewed various security vulnerabilities and attacks in WSN.
The paper also included comparative analysis of various
security techniques in tabular form.

IVV. CONCLUSION

Security in e-healthcare is a vital requirement. A single attack
by a malevolent user may pose a threat to the life of a patient.
Moreover, the provision of security is desirable for secure as
well as reliable communication. This paper provides an
overview of various security threats and attacks in e-
healthcare 1oT. The main focus of the paper is on the analysis
of existing attacks on the wireless sensor network based e-
healthcare systems. Based on survey, it can be concluded that
the security in e-healthcare 10T is of utmost concern.
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