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Abstract— In today’s technology developments data securing 

is the complicated one to secure the transmitted data. Most of 

the data is transmitted on the network, so it is very hard to 

secure those processed data. So cryptography was introduced 

to protect the data from unauthorised access. A cryptography 

algorithm is used to convert the secret data to the unreadable 

form. Only the authorized person can access the original data. 

But only the cryptography technique cannot provide a better 

security approach, because, the scrambled message is still 

available to the eavesdropper. At this stage, the need for data 

hiding is raised. Steganography is one of the methods which 

hide the data on an image so that the viewer can’t detect the 

transmission of data and hence they cannot try to decrypt it. 

It is the process of embedding secret data in the cover image 

without any changes to the image. In this paper, a 

combination of steganography and cryptography techniques 

can be used for improving the security. This paper proposes 

a Blowfish- based cryptography algorithm is used to convert 

the secret message to ciphered format. The DCT based 

steganographic technique is performed the embedding 

steganography. Both of these algorithms keep the secret data 

from stealing, destroying and hence provide the security. The 

performance analysis of the proposed method is compared 

with existing papers and the quality metrics is measured by 

PSNR and MSE values. 
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I. INTRODUCTION 

In recent technologies, the usage of computer networks has a 

remarkable development to exchange the information without 

any distance barrier. With the advancements of those 

technologies, there is a need to protect the sensitive 

information from unauthorized users [7]. The entire security 

of the transmitted data contains three important aspects 

namely, confidentiality, integrity and availability. 

Cryptography and steganography are most widely used 

techniques for data communication over a network in a 

secured manner.  

In cryptography, it is the art of secret writing to 

protect the data. It transfers the data into an unreadable format 

by using a cryptographic algorithm which is very hard to 

understand without knowing the algorithm [7]. Generally, 

two types of encryption algorithms are used in cryptography 

are the symmetric and asymmetric algorithm. In symmetric 

key cryptography the sender and receiver know and use the 

same secret key, asymmetric key cryptography both are using 

two different keys. Normally asymmetric encryption 

algorithms require more computational processing power and 

it almost slower than symmetric encryption algorithms.  

The term steganography is mean by covered writing, 

is concerned with the security of transferred data and allows 

communicating secretly by hiding the data within a file like 

an image, audio and video. The architecture of steganography 

consists of covers, messages, and the algorithm to embedding 

as well as a stego-key. After embedding the secret message it 

is known as stego-medium. The stego-key controls the entire 

hiding process so it is to restrict the recovery of the embedded 

data [2]. 

Cryptography is the process of transfer the original 

data into unintelligible ciphered form. In this paper, the 

Blowfish algorithm is used to encrypt and decrypt the text. 

Blowfish is one of the symmetric key algorithms was 

designed by Bruce Schneier in 1993. It is Feistel network 

algorithm iterating a simple encryption function 16 times. 

Blowfish algorithm is faster than most encryption algorithms 

when implemented on 32-bit microprocessors with large data 

caches [3].  

II. RELATED WORK 

The following papers motivated to do the research work,  

In 2015, Pavani and Sarala [5] have done an efficient 

mechanism of RSA algorithm using two public keys and 

some mathematical relations. The author says that the public 

keys are sent by separately. The author also mentioned some 

steganography techniques in this paper that space unit 

planned on field programmable gate array. And also this 

paper discussed the LSB technique based steganography to 

hide the data in the image.  

In 2015, Arati Appaso Pujari and Sunita Sunil 

Shinde [1] has discussed blowfish algorithm along with 

steganography to secure the data of hidden message. The 

author implemented two layers of approach in MATLAB. 

The Blowfish algorithm is used to convert the text file into 

ciphered file, and finally, the cipher text is enclosed into other 

images by using LSB steganography. 

In 2010, Neha Sharma et al., [4] discussed a system 

which combines the cryptography and steganography. The 

author uses XOR operation to encrypt the data. This paper 

concept is based on the crypto algorithm; the embedded 

process is done with stego-key. The author discussed to using 

a password to embed the message. They concluded this paper 

explores a small fraction of the art of steganography.  



Data Security using Discrete Cosine Transform (DCT) based Steganography and Blowfish Algorithm 

 (IJSRD/Vol. 5/Issue 05/2017/183) 

 

 All rights reserved by www.ijsrd.com 781 

III. RESEARCH CONTRIBUTIONS 

A. Execution Flow of the entire proposed method 

 
Fig. 1(a): At senders side 

 
Fig. 1(b): At receivers side 

B. Encryption and Hiding of text over bitmap images using 

Blowfish algorithm 

Blowfish algorithm is a symmetric based block cipher that 

can be effectively used for encryption to safeguard the data. 

It takes variable length key from 32 bits to 448 bits. Blowfish 

algorithm is a Fiestel Network iterating a simple encryption 

function in 16 times. The algorithm consists of two parts as 

1). Key expansion part and 2). Data encryption part. Key 

expansion part converts a key of at most 448 bits into several 

subkey arrays totaling 4168 bytes. Data encryption part 

occurs via 16-round Fiestel network. Each round consists of 

permutation depending on the key, and a data-dependent 

substitution. All operations are XORs and additions on 32- bit 

words. 

C. Subkeys 

In blowfish algorithm, it uses a large number of subkeys. 

These keys must be precomputed before the data encryption 

or decryption. The D-array consists of 18-32 bit subkeys: D1, 

D2,….,D18. 

There are four 32-bit S-boxes with 256 entries each: 

S1,0,S1,1,….,S1,255; 

S2,0,S2,1,….,S2,255; 

S3,0,S3,1,….,S3,255; 

S4,0,S4,1,….,S4,255; 

The subkeys are calculated by using Blowfish 

algorithm. The algorithm steps are as follows,  

 Step 1: First initialize the P-array and then the four S-

boxes in order with a fixed string.  

 Step 2: XOR P1 with the first four 32 bits of the key , 

XOR P2 with second 32 bits of key and so on for all bits 

of key (possibly up to P4). Repeatedly cycle through the 

key bits until the entire P array has been XOR-ed with 

key bits. The string consists of hexadecimal digits of di 

P1 = 0 X 243f6288 

P2 = 0 X 85a308d3 

P3 = 0 X 13198a2e 

 P4 = 0 X 03707344 

 Step 3: Encrypt all the zero string with Blowfish 

algorithm using subkey described in step1 and step 2. 

 Step 4: Replace P1 and P2 with the output of step 3.  

 Step 5: Encrypt the output of step 3 using Blowfish with 

modified key 

 Step 6: Replace P3 and P4 with the output 5. 

 Step 7: Continue the process of replacing all entries of P-

array and then all the four S-boxes in order with the 

output of continuously changing Blowfish algorithm. 

 
Fig. 2: Blowfish 

Blowfish is a Feistel network consisting of 16 

rounds. The input is a 64-bit data element, X. Divide X into 

two 32- bit halves: XL, XR. Then, the following operations 

are performed form r=1 to 16. 

XL = XL ⊕ Pi 

XR = F (XL) ⊕ XR 

Swap XL and XR 

After 16 rounds Swap XL and XR (Undo the last 

swap.) and then XR and XL are XOR-ed with P17 and P18. 

XR = XR ⊕ P17 

XL = XL ⊕ P18 

Lastly, recombine XL and XR. Decryption is exactly 

the same as encryption, except that P1, P2,..., P18 are used in 

the reverse order. 

D. Steganography using Discrete Cosine Transform (DCT) 

DCT coefficients are used for JPEG compression. DCT 

separates the image into parts of differing importance. It 

transforms the image into spatial to the frequency domain. 

And then it can separate the image into high, middle and low-

frequency components. In low-frequency sub-band, much of 

the signal energy lies at low frequency which contains most 

important visual parts of the image [6]. In high-frequency 

sub-band, high frequency components of the image are 

usually removed through compression and noise attacks. So 

at the processing, the visibility of the image will not be 

affected. While DCT is used in steganography the image is 

broken into 8 * 8 blocks of pixels.  
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Fig. 3: DCT 

The general equation for a 1D (N data items) DCT 

is defined by the following equation: 

F (u) =    

And the corresponding inverse 1D DCT transform 

is simple F-1(u), i.e.: where 

 
The general equation for a 2D (N by M image) DCT 

is defined by the following equation: 

F (u,v)  =  

 
And the corresponding inverse 2D DCT transform 

is simple F-1(u,v), i.e.: where 

 
e u, v = 0, 1, 2….N-1 Here, the input image is of size 

N X M. c (i, j) is the intensity of the pixel in row i and column 

j; C (u,v) is the DCT coefficient in row u and column v of the 

DCT matrix. 

E. Algorithm steps of sender’s side DCT steganography 

 Step 1: Write original message 

 Step 2: Encrypt message using Blowfish algorithm 

 Step 3: Select cover image 

 Step 4: The cover image is broken into 8×8 block of 

pixels 

 Step 5: Use DCT to transform each block Oi into DCT 

coefficient matrix Fi[a,b]=DCT(Oi[a,b]). 

 Step 6: Calculate LSB of each DC coefficient and replace 

with each bit of secret message. 

 Step 7: Write stego image. 

F. Algorithm steps of Receiver’s side DCT steganography 

 Step 1: Read the stego image. 

 Step 2: Divide the stego image into 8×8 block of pixels. 

 Step 3: DCT is applied to each block. 

 Step 4: Calculate LSB of each DC coefficient. 

 Step 5: Decrypt message using Blowfish algorithm. 

 Step 6: Get original message. 

IV. RESULTS AND DISCUSSIONS 

The proposed work in this paper is implemented in .net with 

Matlab programming. Firstly Blowfish symmetric key 

encryption algorithm is used which converts a text file into a 

cipher text file. After that for adding a new layer of security 

called steganography for further enhancing the security of 

communication process. This proposed work in this paper is 

a combination of two layers of security so the work is divided 

into the following three parts,  

 Data Encryption using Blowfish Algorithm 

 DCT Based Steganography to hiding the encrypted data 

 Data Decryption using Blowfish Algorithm 

A. Data Encryption using Blowfish algorithm 

This level converts the secret message into encrypted (Non-

readable) form by using Blowfish encryption algorithm and 

in reverse original message is obtained from the encrypted 

message by using Blowfish decryption algorithm. These steps 

are shown in the following snapshots. 

 
Fig. 4:  

B. DCT Based Steganography to hiding the encrypted data 

In this process, the Blowfish based encrypted data is 

embedded in the image by using DCT based steganography. 

The encrypted data is embedded with the following cover 

image,  

 
Fig. 5: (a) Cover Image Fig. 5(b): Encrypted Data 

 
Fig. 5(c): Data Embedded Image 

C. Data Decryption using Blowfish algorithm 

This level converts the encrypted data into original format 

form by using Blowfish decryption algorithm. The decrypted 

data file is saved into a new path with its original content. The 

steps are shown in the following snapshots. 
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Fig. 6: Data Decryption using Blowfish algorithm 

V. PERFORMANCE ANALYSIS 

A. Quality measures 

An image processing system there are several metrics and 

parameters that can be used to evaluate the quality of the 

image [6]. In this paper, the quality measures are analysed 

with the following parameters, these are considered for image 

quality analysis are given below,  

B. Peak Signal-to-Noise Ratio (PSNR) 

PSNR value characterizes the quality of the original image 

with encrypted image. When the PSNR value is high, it 

confirmed the encryption quality is enhanced.  

PSNR= 10 log 
MSEMSE
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C. Mean Square Error (MSE) 

MSE is the differentiation among the original and encrypted 

images average of the squares of the errors. The minimum 

value of MSE leads the efficiency of the proposed method. 
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Data Bytes Image Size PSNR MSE 

656 600*450 72.65 0.0041 

800 800*600 71.76 0.0043 

1104 600*450 70.35 0.0061 

Table 1: Performance Analysis of Proposed Algorithm 

The Peak Signal-to-Noise Ratio (PSNR) is 

calculated to measure the quality of stego image. The PSNR 

is calculated in db. Larger PSNR indicates better quality of 

an image. For this analysis images, that PSNR of images 

becomes high when the size of embedded data is less and the 

MSE value is less so hence it will prove that our proposed 

method provides better results.  

VI. CONCLUSION 

The proposed method uses a combination of cryptography 

and steganography techniques to improve the data security. 

The cryptography is processed by using Blowfish Algorithm 

and steganography is performed by DCT method. To provide 

the high data security steganography and cryptography are 

combined together. This system encrypts secret information 

before embedding it in the image. From the comparative 

study of some cryptography Techniques, blowfish has better 

performance than other algorithms. The integrated approach 

of combining DCT with Blowfish provide secure transfer of 

payload. The proposed method provides the better quality of 

an image means that provide high PSNR value.  
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