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Abstract— Security of a software product essentially 

denotes its trust. Security is one of the dynamic 

characteristics of software, which can be quantitatively 

measured by analyzing the failure data. Earlier, Security 

estimation used to be an afterthought, but now-a-days it is 

widely accepted to be an essential part of Software 

Development Life Cycle. Most of the software security 

failures happen due to poor design quality. Fault is taken as 

a key factor to security estimation at early stage of software 

development life cycle. In this context, we have proposed a 

framework for estimates the security at the design phase 

fault perspective of software development life cycle. This 

framework measures and minimizes the fault of software 

design at the early stage of software development life cycle 

leading to a secure end product. 
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I. INTRODUCTION 

The construction of secure software is still largely a matter 

of guidelines, best practices and undocumented expert 

knowledge [4]. To be actually valuable, security must be 

integrated into the Software Development Life Cycle right 

from system inception. A fault is a software defect that 

causes failure [6]. Software security means an involuntary 

user are prevented to operate the system under any situation. 

Due to increase  rate of software system usability and its 

easy operation all the valuable assets of business and critical 

Increase rate of software system usability and its easy 

operation all the valuable assets of business and critical 

mission are stored in computer bases system. Security is a 

measure's of the system ability to restrict malicious user and 

provide services to legitimate use. Any attempt to breach 

security is called an attack; it can be in a large number of 

forms [1]. Liu and Yu proposed a methodological 

framework for security and privacy analysis based on the 

concept of strategic social actors [8]. They emphasizes that 

security and privacy goals must be identified and dealt with 

starting from the earliest stages of software engineering 

process [10][13]. Literature survey reveals that methods to 

remove vulnerabilities in developed software are very costly 

in terms of time, money, and efforts [2, 3]. Software security 

estimation may be helpful to observe, and measure the 

excellence of software security using an empirical analysis 

approach. In this paper focus on the methodology which 

provides the help to reduce the fault at design phase and 

estimate the security at early stage of software. 

II. RELATED WORK 

Different approaches have been developed to assure 

software quality. A good definition of software quality must 

measure quality in a meaningful way. Security measurement 

of software may help controls security of the software and 

consequently improves level of software security. No 

methodology exist supporting security estimation of object 

oriented software at the software design level [11, 7]. 

Various existing standards like Common Criteria, ISO/ IEC 

27004, NIST 800-55, etc. define security metrics and are too 

broad to provide precise security definitions and are not able 

to cover all security aspects [16]. Beznosov and Chess 

presents a report on security for U.S. An industry 

perspective on the secure software challenge. This report 

was based on the state of the practice and recent advances in 

engineering secure software for the wide range of industrial 

application domains [14]. Bharat B. Madan et. al. worked on 

modelling and quantification of security attributes of 

software systems[14]. Focus of the work is on developing a 

methodology for analyzing security attributes quantitatively 

of an intrusion tolerant system rather than model 

parameterization. R. Savola presents the taxonomy with 

security metrics to provide help for measuring the security 

estimation. B. Alshammari provides security metrics for 

object oriented software. Metrics calculated through object 

oriented properties and its parameters [17]. A study had 

shown that 47% of banks place secure login boxes and 55% 

put contact information and security advice on insecure 

pages [9]. S. A. Khan and R. A. Khan proposed framework 

for security quantification in object oriented environment 

[13]. The proposed security models are very much helpful to 

quantify security as complexity perspective. Forgoing 

discussion encourages the researcher to develop a 

framework. Literature review reveals that the most of the 

relevant security factors either focus on assessing security of 

software on system level perspective or regarding inclusion 

of security estimation during software development stages. 

But this realization is not at a glance. The facts discussed 

above forms the strong basis for the proposed work. This 

paper will focus on security properties at design stage, 

design level characteristics, correlation establish between 

design characteristics and identified security factors using 

metrics. 

III. SECURITY ESTIMATION FRAMEWORK 

This paper introduces a framework for security estimation 

by connecting and integrating the different views of 

software security. This framework connects the faults issues 

at design stage with the security factors. Security estimation 

framework describes all the different concepts relating to 

security issues in a common way measured by qualitative 

scale that can be understood and interpreted in a common 

way. Most of the current software security models and 

metrics are discussed in researcher’s previous papers. The 

existence of vulnerabilities in the software reflects that the 

software can be compromised at any point of time [5]. As a 

result they can affect the violation and breakdown of 
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availability, integrity, confidentiality, and nonrepudiation as 

well as other aspects of software security [12]. The 

important objective of the framework is to split fault of 

security into smaller one to make it easier to handle. 

A. Premises 

A developed framework is a hypothetical description of a 

security estimation process. It provides an actual base for 

future research. The framework for security estimation using 

fault factors at design stage has the following assumptions: 

 To identified security factors e.g. Integrity,    

Availability and Confidentiality. These factors are 

essential for security quantification at design stage. 

 To identified fault factors at design stage and also find 

the best suit object oriented metrics for fault factors. 

 The developed framework estimates the security by 

controlling fault issues of object oriented designs. 

 This approach is applicable at early stage of 

development. 

IV. FRAMEWORK IMPLEMENTATION 

The proposed framework for security estimation of object 

oriented design comprises of following Six phase as shown 

in figure 1.  

1) Recognition Phase  

2) Metric Recognition Phase  

3) Correlation Phase 

4) Development Phase 

5) Estimation Phase 

6) Finalization Phase 

A. Recognition Phase  

Software security is an external software quality 

characteristic that evaluates /estimate the effort required for 

secured the product. In order to quantify security, its direct 

security factors are to be identified. In this phase the 

minimal set of security factors to be identified and 

investigated keeping in view their importance on the overall 

security index, and introduced the security measures for 

software components by defining confidentiality, integrity 

and availability notions. The identified object oriented 

design constructs are: Inheritance, Coupling, Cohesion and 

Encapsulation will be taken as a major construct for affected 

with fault. Thus security measures are only applied to 

functional security specification by examining input and 

output domain. 

B. Metric Selection 

Object oriented programming metrics are popular 

calculation tool. Metrics determination is an important phase 

in security estimation process [17]. A suit metrics of fault is 

to be proposed for security index quantification process with 

covering all the project’s design attributes. 

C. Correlation Establishment 

This is a statistical relation among two or more variable for 

measure degree of correlation between variables. In order to 

establish a correlation between fault designs constructs and 

security a regression line will be established to quantify 

security factors with design properties. A range of 0 to ±1 

was selected for the computed values of the security factor. 

This is an important process in proposed framework. 

D. Development 

A standard quality model has been considered as a basis to 

develop “metrics based quantification model for object 

oriented design” to quantify security index values. Where 

identified security factors are to be correlated with fault 

issues at design phase. 

 
Fig. 1: Framework to estimate security: Fault perspective 

E. Estimation 

This phase assesses how well the proposed design metrics 

suit is able to evaluate the security of OOS, the internal 

characteristics of the product’s design influence the security 

and other security criteria and that varies significantly 

overall security of the software product. This procedure 

establishes a relationship between dependent variable and 

multiple independent variables. The Multiple regression 

equation and their model summary take the following form: 

1) Confidentiality Estimation Model (CEMOODF) 

Confidentiality is key security factor to quantity of object 

oriented software at an early stage of software development 

process at design phase for high secure product [18]. 

Confidentiality= 0.3220 - 0.2140* DAM 

+ 0.2000* AVG_CC + 0.1920* CAM 

Model Summary of CEM 

Model R 
R 

Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .999a .998 .997 .006223 

a. Predictors: (Constant), DAM,  AVG_CC, CAM 

Table 1: Model Summary of Confidentiality 

2) Integrity Estimation Model (IEMOODF) 

Integrity is an assurance that information is accurate. 

Integrity is strongly related to security and constantly plays 

a key role to deliver high secure software [15]. 

Integrity = 0.457 - 0.0420* DAM + 0.00004* CE+ 0.144 * 

MFA 
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Model Summary of IEM 

Model 
R 

R 

Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

.999a .999 .998 .002769 

a.  Predictors: (Constant) (Constant), DAM,  CE,  MFA 

Table 2: Model Summary of Integrity 

3) Availability Estimation Model (AEMOODF) 

For any type information or data when it is shared, it 

increases the availability of related information but some 

reason any vague or customized gathering information gets 

tampered [19]. 

Availability = 0.860 + 0.00823* CE + 0.0196* CAM 

Model Summary of AEM 

Model 
R 

R 

Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

.998a .996 .995 .000562 

a.  Predictors: (Constant) CE, CAM 

Table 3: Model Summary of Availability 

4) Security Estimation Model (SEMOODF) 

The issue of security is essential for secure   software. 

Measuring security of software system at design phase may 

help software developers to improve the security of software 

system [20]. 

Security = - 0.478 + 0.763* Confidentiality - 0.396* 

Integrity + 1.46* Availability 

Model Summary of SEM 

Model R 
R 

Square 

Adjusted R 

Square 

Std. Error of the 

Estimate 

1 .999a .998 .998 .00676 

Predictors: (Constant) Confidentiality, Integrity, Availability 

Table 4: Model Summary of Security 

5) Finalization 

The last phase of security estimation framework fault 

perspective is the finalization phase. Finalization phase 

finalizes the whole framework. The framework is finalized 

after thorough review and revision. 

6) Review and Revision 

Review and revision is common in all phase of the security 

estimation framework. This phase is free to enter at any 

phase of security estimation framework fault perspective. In 

this course of action each stage of the framework are 

reviewed and revised. Complete suggestions and 

improvements are integrated in this step. The changes 

occurred at any stage may implement during the review and 

revision at any phase of the framework. 

V. CONCLUSION 

Security has always been a complex concept and its accurate 

estimation is a complicated task. Proposed framework is 

concentrated over security estimation, targeted design fault 

factors with negative impact on security. The proposed 

framework includes seven phases. Summary of each phase 

is discussed in brief. The framework will complete support 

the design of non-functional properties for systems at the 

software architecture design level effectively. Security 

estimation framework proposed in this paper will detect and 

remove fault earlier, which in turn, will reduce development 

time, effort, budget and secured the product. This 

framework is validated with the help of statistically analysis 

and contextual interpretation. Quantitative estimation of 

security assists on controlling and improving software 

security in early stage of software development life cycle. 
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