
IJSRD - International Journal for Scientific Research & Development| Vol. 5, Issue 05, 2017 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 674 

A Secure IoT based Modern Healthcare System using Body Sensor 

Network 
Ms. Sheetal Patil1 Prof. Usha Joglekar2 
1,2Department of Computer Engineering 

1,2SKNCOE, Pune

Abstract— The need arises to get or to provide proper 

health-care services, as the population is increasing 

worldwide day by day. This need-gap may be build up with 

the help of modern technologies. One of the nucleus 

technologies of IoT developments in healthcare system is 

Body Sensor Network (BSN) technology, where a patient 

can be monitored using a collection of wireless sensor 

nodes. Sensor is one such technology which can provide the 

means for Internet of Things based health-care monitoring 

system. Internet of Things (IoT) method is fitted to 

healthcare communication for accessing the patient’s 

medical parameters in local and remote area. Without taken 

into consideration security concern the development of this 

new technology in healthcare applications makes patient 

privacy susceptible. Security should be prerequisite while 

handling the data regarding health. Services are created in 

an effective manner after fundamental requirements get 

satisfied, so that social significance can be achieved in 

various scenarios. We propose a secure IoT-based 

healthcare system using BSN, which can bring about those 

requirements adequately. In this Paper we have addressed 

the use of IoT in Healthcare system, and review on various 

works carried out on this research area with which a 

proposed methodology is been discussed. 
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I. INTRODUCTION 

In the last decennary the average life expectancy has in-

creased substantially while the mortality rate decreased due 

to the worldwide advancements in society, economy and 

healthcare. As a result of this, the number of elderly people 

worldwide has risen constantly. In Today’s date, the average 

percentage of elderly people (a person who is 65 years old 

or more) worldwide of 8Across the existing chain of 

frameworks, Internet of Things allows objects to be sensed 

and controlled remotely. Mainly IoT is cyber-physical 

systems or a network of networks with the tremendous 

number of things/objects and sensors/actuators associated to 

the Internet. By connected things and sensors immense and 

in some circumstances real-time data flow will be certainly 

produced. The health condition of a patient can be 

supervised seamlessly which allows critical illness to be 

detected at the right time so that suitable actions can be 

taken as IoT assisted patients can be approached over the 

internet and by other machines. Also, IoT can support for 

collecting health documents or records. Generating 

statistical information correlated to health state, can be done 

by machines. In IoT-based modern healthcare system, the 

body sensor network (BSN) technology is one of the most 

vital technologies used. It is basically a collection of low-

power and lightweight wireless sensor nodes that are used to 

monitor the human body functions and surrounding 

environment. Since BSN nodes are used to collect sensitive 

(life-critical) information and may operate in unfavorable 

environments, accordingly, they require strict security 

mechanisms to prevent vicious interaction with the system. 

In this article, at first we address the several security 

requirements in in BSN based modern healthcare system. 

Then, we propose a secure IoT based healthcare system 

using BSN, which can guarantee to efficiently accomplish 

those requirements. 

II. REVIEW OF LITERATURE 

It possible to develop different healthcare applications for 

different kinds of healthcare service providers utilizing a 

common infrastructure by implementing a Cloud-based 

service oriented architecture. A standard architecture 

implemented through REST web services can be directly 

mapped to new market opportunities and business models, 

making it simple for different kinds of stakeholders to enter 

the market is focused. The present prototype issues a 

archetype of the functionalities - privacy, security, and 

network bandwidth coverage, including users’ data 

collection, storage, and elaboration - which turns out in an 

overall system inefficiency from several points of view. To 

make an entrance in the market to build and sell an entire 

vertical solution, it is important to has the technical and 

commercial strength which is hard for any potential 

stakeholder. In contradiction to an open model in which 

users’ data from sensors and medical devices at home are 

sent to a unique cloud based infrastructure, and various 

healthcare service providers can access and detailed such 

data through a web service Application Programming 

Interface (API), could create new market opportunities. 

There is a direct relationship between the openness of the 

studied framework and the possibility to let new business 

opportunities come forth. The system interface has been 

designed as an open API to allow developers to build new 

services leveraging data captured from home and personal 

devices. The main objective is to lower the barrier between 

the low level implementation details of the devices and the 

provision of high-level functionalities. Have designed a set 

of open web services following the REST approach at level 

3 of the Richardson Maturity Model [6]. 

For scientific investigation, Healthcare using 

wireless sensor networks embodies an exciting and growing 

field. The ubiquitous monitoring of health with meanest 

certain interaction of doctor and patients will be requisite of 

future of modern healthcare in an aging world. Recently, a 

term wireless medical sensor network (WMSN) has framed 

to bring many researchers together from associative areas 

(bioengineering, electronics, computer, medicine), WMSNs 

have direct human entanglement (i.e., patient, doctor, nurse, 

etc.), are deployed at a small scale (i.e., depending on 

usability), must support mobility (a patient can carry the 

devices), and WMSNs requires high data rates (e.g., ECG 

data is normally sampled at a rate of 250 Hz and blood 
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pressure at 100 Hz), with trusted communication and 

various recipients. Wireless medical sensor nodes are 

deployed on a patient’s body, and are used to closely 

monitor the physiological state of patients. These medical 

sensors sense the patient’s important body signs and 

transmit the sensed data in a timely manner to some remote 

location without human interaction. Heart beats, 

temperature, blood pressure, motion/acceleration, pulse-

oximetry etc. comes under patient’s crucial signs. A doctor 

can obtain a huge assessment of a patient’s health status by 

using the medical sensor readings. Thus patients could 

benefit for continuous long-term monitoring after returning 

home from the hospital [8]. 

By maintaining digital identity for each patient, IoT 

confirms the personalization of healthcare services. In 

traditional healthcare systems, cause of non availability of 

ready to access healthcare systems many health issues 

cannot be getting detected. But an ease for monitoring and 

analysing the patient data pervasive, non-invasive, powerful 

IoT based systems have been helpful. In IoT based 

healthcare, numerous distributed devices come together, 

analyse and transfer real time medical information to the 

cloud, thus making it possible to collect, store and analyse 

the big data streams in several new types and activate 

context dependent alarms. Over the Internet from any 

connected device continuous and ubiquitous medical device 

access is allowed by this innovative data acquisition 

paradigm. A health care professional is required for 

measuring the physiological parameters of an In-hospital 

patient on a periodic basis. Providing ubiquitous monitoring 

system using sensors, gateways and cloud to analyse and 

store the data and communicate it wirelessly to physicians 

for further analysis, thus a healthcare professional come by 

at regular intervals need get eliminated using IoT. A 

physician with the help of any internet enabled device like 

PC, tablet or smart phone can access the patient’s data from 

anywhere, then analyse it and can prescribe an appropriate 

medical management. Hence, IoT achieve  enhancement in 

the quality of care with regular attention as well as by 

putting an end to the need for personnel engaged in data 

collection and analysis it reduce the cost of care [9]. 

Considering data length or size and sampling rate 

in a health-care monitoring system, each sensor has different 

requirements. To gain a reliable result it has to measure the 

health parameter.  Gathering data from numerous sensors 

simultaneously is difficult one. In a suitable manner the 

sensor data passing to the data processor must be made 

discrete in a shared channel of fixed bandwidth. By each 

sensor the data should be pass to the data processor without 

any loss or overlap and should timely measure the data by 

following the prescribed sampling rate of the parameter. To 

be trustworthy this is important for the healthcare 

monitoring system.  A scheduling technique is proposed 

which do away with any interference among different 

sensors and consequent data loss. While deciding sensor 

data scheduling the things that are important are - (i) The 

sampling rate required for measuring a parameter and (ii) 

The size or the data length per sample required for 

measuring a parameter. Parameters like Electrocardiogram 

(ECG), Electroencephalogram (EEG), Electromyogram 

(EMG), Respiratory Rate (RR) and other graph based 

parameters require higher sampling rate but have low data 

length per sample, and parameters involving images (pupal 

images and other microscopic images) and audio (cardiac 

and respiratory sounds) require much less sampling rate but 

each sample has a large amount of data. So, aim is to 

provide each parameter an equal priority while transferring 

health information over shared channel and reserve a slot in 

time for every parameter. The data must be partitioned into 

several parts which will be then fit between the time slots of 

other parameters, if the parameter data does not fit between 

time slots of other sensor parameters [11]. 

Proposed healthcare system is modeled on the IoT-

based communication architecture. The wearable body bio-

sensors (i.e. the smart objects), the Local Processing Unit 

(LPU) (which would normally be an intelligent handheld 

device and acts as a mobile gateway), and the Body Sensor 

Networks (BSN) server these are three indispensable 

components in the IoT-based communication architecture. 

The IoT-based biomedical equipment (i.e. body bio-sensors) 

is embedded by the user as the edge devices which are 

responsible for collecting bio-data from the patient. All of 

the gathered data will be forwarded to the LPU and BSN 

server for data analysis and user-oriented service provision. 

That is, based on specific bio-data from the user, the system 

can determine and satiate the distinct individual's needs in a 

faster and more skillful way. For instance, by analyzing 

human bio-data, such as electrocardiography (ECG), 

electroencephalography (EEG), electromyography (EMG) 

and blood pressure (BP), a healthcare system in a hospital 

can provide more individually-tailored and timely services 

and reduce delays in medical treatment. All the body bio-

sensors and the LPU need to perform registrations with the 

BSN server earlier in the proposed IoT-based 

communication architecture. Among the biosensors, the 

LPU and the BSN server, after registration, security tokens 

will be shared and stored. The security credentials are 

exploited to achieve the goal of entity authentication and to 

establish a secure communication channel, and, in addition, 

data confidentiality and data integrity can be guaranteed via 

the system's secure communication attribute [5]. 

IReHMo is capable of organizing some sort of 

home automation sensors and healthcare IoT devices in the 

sensing layer. An IReHMo operation using CoAP 

significantly shortened the bandwidth requisites and volume 

of generated data. For each small size healthcare data, 

IReHMo significantly reduced the number of packets being 

transferred, the required bandwidth and the volume of 

generated data compared to the commercial product. This 

will translate to a large saving in bandwidth, volume of 

generated data and round trip time; the system reduces up to 

56% of the required bandwidth for a remote health 

monitoring scenario. Finally, the scalability analysis showed 

that the combination of IReHMo and CoAP make it possible 

to set up larger number of remote health monitoring systems 

compared to the existing commercial product. This is vital 

for remote rural areas where the network capacity is low and 

local people have limited access to regular healthcare 

services. In the future, IoT based healthcare architectures 

such as IReHMo will be used to determine complex 

activities of patients to enhance remote healthcare services. 

Further, such complex activity recognition will generate 

large-scale data that needs to be processed using cloud 

services available closest to the end-user to minimize end-
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to-end latency and ensure timely response from healthcare 

services. It is advantageous to set up the CoAP based 

IReHMo implementation compared with the commercial 

product since the communication pattern from IReHMo can 

be either telemetry (CoAP Observe method) or request-

response (CoAP GET and PUT methods). If real-time 

update is the priority then the telemetry pattern is preferred. 

Otherwise, the monitoring side can request the home 

gateway for a particular value of sensor on demand, thus 

reducing bandwidth and volume of generated data both in 

the uplink and downlink [7]. 

III. PROPOSED SYSTEM 

Body Sensor Network (BSN) allows the integration of 

intelligent, miniaturized low-power sensor nodes in, on or 

around human body to monitor body functions and the 

surrounding environment. On the other hand, an on-body 

sensor network allows communication between non-

invasive/wearable devices and a coordinator. These sensors 

collect the physiological parameters and forward them to a 

coordinator called Local Processing Unit (LPU), which can 

be a portable device such as PDA, smart-phone etc. The 

LPU works as a router between the BSN nodes and the 

central server called BSN-Care server, using the wireless 

communication mediums such as mobile networks 

3G/CDMA/GPRS. When the BSN-Care server receives data 

of a person (who wearing several bio sensors) from LPU, 

then it feeds the BSN data into its database and analyzes 

those data. 

In our BSN system we enforcement of security in 

BSN-care system we divide the all security requirements 

(mentioned above) into two parts: network security, and data 

security. Network Security comprises authentication, 

anonymity, and secure localization. On the other hand, data 

security includes data privacy, data integrity, and data 

freshness. Now, to the best of the knowledge there is no 

two-party authentication protocol which can achieve all the 

afore said properties of the network security. Hence, in order 

to achieve all the network se-curity requirements here we 

propose a lightweight anonymous authentication protocol. 

Subsequently, to accomplish all the data security 

requirements we adopt authenticated encryption mode. 

IV. SYSTEM ARCHITECTURE 

The diagram is divided into two sections: node as 

Transmitter and laptop as receiver. In the transmitter section 

the collected data is stored in the Raspberry Pi 3 and the 

data is sent to the server using wifi. In the receiver section a 

web page is built and data collected is displayed on the web 

page. .In our BSN system we enforcement of security in 

BSN-care system we divide the all security requirements 

(mentioned above) into two parts: network security, and data 

security. Network Security comprises authentication, 

anonymity, and secure localization. 

 
Fig. 1:  System Architecture 

On the other hand, data security includes data 

privacy, data integrity, and data freshness. Now, to the best 

of the knowledge there is no two-party authentication 

protocol which can achieve all the afore said properties of 

the network security. Hence, in order to achieve all the 

network security requirements here we propose a 

lightweight anonymous authentication protocol. 

Subsequently, to accomplish all the data security 

requirements we adopt authenticated encryption mode. 

Raspberry Pi Board 

Raspberry Pi is a credit-card-sized single board 

computer developed in the UK by Raspberry Pi foundation 

with the intention of stimulating the teaching of basic 

computer science in schools. It has two models; Model A 

has 25 6Mb RAM, one USB port and no network 

connection. Model B has 5 12Mb RAM, 2 USB ports and an 

Ethernet port. It has a Broadcom BCM2835 system on a 

chip which includes an ARMl176JZF -S 700 MHz 

processor, Video Core IV GPU, and an SD card. The GPU 

is capable of Blu-ray quality playback, using H.264 at 

40MBits/s. It has a fast 3D core accessed using the supplied 

OpenGL ES2.0 and Open VG libraries. The chip 

specifically provides HDMI and there is no VGA support. 

The foundation provides Debian and Arch Linux ARM 

distributions and also Python as the main programming 

language, with the support for BBC BASIC, C and Perl. 

Python was chosen as the main programming language, as it 

is generally accepted to be both easy to learn and a fully 

edged , programming language suitable for real world 

applications. Due to the unique advantages of the Raspberry 

Pi system, this technology holds great promise for providing 

solutions within the developing world. The most distinctive 

feature of the Raspberry Pi when used for educational 

purposes is the GPIO module. 

A. Python Features 

Python’s features include: Easy-to-learn Python has few 

keywords, simple structure, and a clearly defined syntax. 

This allows the student to pick up the language quickly. 

Python’s bulk of the library is very portable and cross-

platform compatible on UNIX, Windows, and Macintosh. 

Interactive Mode: Python has support for an interactive 

mode which allows interactive testing and debugging of 

snippets of code. Portable Python can run on a wide variety 

of hardware platforms and has the same interface on all 

platforms. 

B. ADXL Sensors 

ADXL345 ultra-low-power digital accelerometer has an 

output data range that scales from 0.1Hz to 3.2 kHz, unlike 

competing devices, which have fixed 100Hz, 400Hz, or 

1kHz data rates. This allows portable system designers to 
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better manage energy consumption by precisely allocating 

power for a given system function and reserving unused 

power for other uses. The ADXL345 measures dynamic 

acceleration resulting from motion or shock and with a 

10,000-g shock rating is well suited for applications such as 

hard-disk drive protection in personal computers. 

C. Pulse Sensors 

Pulse Sensor is a well-designed plug-and-play heart-rate 

sensor for microcontroller. It can be used by students, 

artists, athletes, makers, and game mobile developers who 

want to easily incorporate live heart rate data into their 

projects. The sensor clips onto a fingertip or earlobe and 

plugs right into microcontroller. It also includes an open-

source monitoring app that graphs your pulse in real time. 

V. ALGORITHM USED 

In order to achieve all the network security requirements 

here we propose a lightweight anonymous authentication 

protocol. Subsequently, to accomplish all the data security 

requirements we adopt OCB authenticated encryption mode. 

A. Lightweight Anonymous Authentication Protocol 

In our BSN-Care system, when a LPU wants to send the 

periodical updates to BSN-Care server, then the server needs 

to confirm the identity of LPU using a lightweight 

anonymous authentication protocol. In this section we de-

scribe our anonymous authentication protocol in details. Our 

proposed authentication protocol consists of two phases: In 

Phase 1, the BSN-Care server issues security credentials to a 

LPU through secure channel, this phase is called registration 

phase. The next phase of the proposed authentication 

protocol is the anonymous authentication phase, where 

before data transmission. 

Symbol Definition 

 

L Local Processing Unit (LPU) 

S BSN-Care Server 

IDL Identity of the LPU 

AIDL One- Time-alias identity of the LPU 
Kls Shared key between the LPU and the 

server 

LAI Location Area Identifier 

h (.) One way hash function 

⊕ Exclusive-OR operation 

|| Concatenation operation 

Table 1: Table Name (Notations Used In Algorithm) 

1) Phase I (Registration Phase): 

A LPU submits its identity IDLto the BSN-Care server 

through a secure channel. The server generates a random 

number Ns and then computes. 

The server generates a random number Ns and then 

computes Kls = h (IDL || Ns) ⊕ IDS. 

2) Phase II (Lightweight Anonymous Authentication 

Protocol): 

Step 1: MA1: LPU Server: AIDL, Nx, EL, V1: 

The LPU generates a random number Nl and derives AIDL = 

h (IDL || Kls || Nl), 

EL = LAIl ⊕ h (Kls || Nl), 

 Nx = Kls ⊕ Nl, 

V1 = h (Nl || LAIl || Kls). 

Step 2: MA2: Server LPU: Tr, V2, x (i f req.): 

Computes and checks whether the parameters V1, AIDL, and 

LAIl are valid or not. 

 V2 = h (Tr || Kls || IDL || Nl). 

 Klsnew  =  h (Kls || IDL) 

and updates its database with Kls = Klsnew). 

x = Ktsnew ⊕ h (IDL) 

    Klsnew = h 

    (Kls|| IDL .) 

If any of the parameter is invalid then the server 

terminates the connection request. It randomly generates a 

new shared key i.e. Klsnew  and encodes it. the real identity of 

the LPU IDL, 

x = Ktsnew ⊕ h (IDL) and sends response parameters 

in MA2. 

V2 = h (Tr || Kls || IDL || Nl) 

Then it updates 

Klsnew =  h (Kls k IDL) 

and stores Kls = Klsnew 

B. Data Security in BSN-Care System 

An authenticated encryption scheme offset codebook (OCB) 

mode is used. OCB: It is a block-cipher mode of operation 

that features authenticated encryption, which is provably 

secure and is parameterized on a block cipher of block size 

n. 

VI. RESULT ANALYSIS 

 
Fig. 2:  Sensor Readings of User (Patient) 

 
Table 2: Table Name (Notations Used In Algorithm) 

 
Fig. 3:  Sensor Readings Chart 
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VII. CONCLUSION 

In this article, at first we have described the security and the 

privacy issues in healthcare applications using body sensor 

network (BSN). Subsequently, we found that even though 

most of the popular BSN based research projects 

acknowledge the issue of the security, but they fail to embed 

strong security services that could be preserve patient 

privacy. Finally, we proposed a secure IoT based healthcare 

system using BSN, called BSN-Care, which can efficiently 

accomplish various security requirements of the BSN based 

healthcare system. 
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