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Abstract— Spam is any unwanted and harmful mail send to 

massive recipients in bulk quantity. Spam can be harmful as 

it may contain malware and links to phishing websites or 

harmless as advertisement promotion content. The volume of 

spam has been increasing significantly over last few decades 

and therefore there is an urgent need to address the Email 

spam problem. Machine learning techniques are most popular 

because of high accuracy and mathematical support. SVM is 

the popular machine learning techniques in spam filtering 

because it can handle data with large number of attributes. 

MapReduce has become increasingly popular as an Internet 

scale, data intensive processing platform. In the context of 

machine learning based spam filter training, support vector 

machine (SVM) based techniques have been proven 

effective. SVM training is however a computationally 

intensive process. SVM can’t handle large dataset as input. 

These drawbacks of SVM are overcome by MapReduce. In 

this dissertation, a MapReduce based distributed SVM 

algorithm for large dataset of E-mails spam filter training, is 

proposed. It gives large scalability and speedup the 

performance of spam filter efficiently. 
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I. INTRODUCTION 

The email system is one of the most used communication 

tools. Email is a quick means of communication because one 

has not to wait for the response and it is straightforward way 

to stay in touch with the all. One major threat to an email 

system is spam e-mail. The spam e-mail is nothing but the 

unwanted mail send in bulk quantity by spammers group for 

their advantage. Spammers are group of people intended to 

spread malicious content, advertise content, Links to phishing 

websites through email. Spam Emails causes overloading of 

server bandwidth, storage, cost, time for separation of spam 

emails from ham E-mails. According to the SMX email 

security provider, the live spam percentage is about 79.5%. 

The average size of spam is 16 KB[1]. So classification of 

Emails in spam & ham is most important issue.  

For the separation of such spams from important 

mails, spam filtering is important. Various spam filtering 

techniques exist in literature survey. Spam filtering 

techniques are classified as Machine Learning based, Content 

based, List based, Hybrid. Amongst them Machine learning 

techniques give more accurate results due to their 

mathematical background. Machine learning techniques 

works with data mining algorithms and gives more satisfied 

results. For spam filtering filters are trained with algorithms 

for sample data set of emails & then tested for new sample of 

emails. Machine learning based spam classification 

algorithms are SVM, Naïve Bays, KNN, Decision Trees, etc. 

Amongst these, Naïve Bayesian classification and Support 

Vector Machine are most used and appreciated by 

researchers. Also, number of freeware and paid tools are 

available for spam filtering, they also makes use of these 

techniques. Support Vector Machines (SVM) can be applied 

efficiently in spam filtering. SVM works with Kernel 

function and gives most satisfied results in spam filtering. 

SVM works best with small set of data input. But it’s 

performance degrades with increase in size of dataset. It 

requires large time to train filter. So this issue needs to be 

addressed. 

These drawbacks of SVM can be overcome by 

parallelized distributed SVM with MapReduce Efficient 

parallel algorithm and its implementation is key to work with 

large scale data.  Parallel SVM works on large datasets by 

splitting the dataset into smaller fragments and use a number 

of SVM’s to process each individual data chunks and finding 

local support vectors. By doing this the overall training time 

can be reduced.  

II. LITERATURE REVIEW OF LARGE SCALE DATA PROCESSING 

PLATFORMS 

Table 1 shows review of Large Scale Data Processing 

Platforms. Table 2 shows literature review of commonly used 

machine learning techniques for spam E-mails filtering. 

Large Scale 

Data Processing 

Platforms 

Cluster 

Computing 
Cloud Computing Grid Computing Heterogeneous Computing 

Computing 

Architectures 

Multiple 

computers 

linked 

together 

Computing capability 

that abstracts the 

underlying hardware 

architectures 

A combination of loosely 

coupled networked 

computers from different 

administrative centers that 

work together on common 

computational tasks. 

Computers that integrate 

specialized accelerators — 

for example, GPUs or 

reconfigurable logic 

(FPGAs) — alongside 

GPPs 

Advantages 
Cost 

Effective 
Extreme Flexibility 

Large Scale volunteer based 

efforts 

Optimized for 

computationally intensive 

fine gained parallelism 

Disadvantages 
Requires a 

dedicated, 

Privacy concerns less 

control over processes 

Big data transfers are 

difficult or impossible; 

minimal control over 

Significant expertise and 

programmer time required 

to implement applications; 
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specialized 

facility 

bandwidth is limited as 

large data sets need to be 

moved to the cloud 

before processing 

underlying hardware, 

including availability 

Applications 

Weather 

modeling, 

automobile 

crash 

simulations, 

Social Networking, E-

Mails, Banking, Finance, 

Backup services 

Application partitioning that 

involves breaking the 

problem into discrete pieces. 

Discovery and scheduling of 

tasks and workflow 

Bayesian Network 

Learning 

Protein Folding 

Table 1: Comparative study of Large Scale Data Processing Platforms 

Spam Filtering 

Techniques 
Naïve Bays KNN Decision Trees 

Method Used 
Based on independence 

assumptions between features. 
Clustering 

Decision tree is based on the binary 

classification tree 

Parameters 
Probabilities of words is 

calculated 

The characteristic vectors 

are measure of similarities 

among all messages. 

Positive and negative instances. 

Advantages 

Super simple, If the NB 

conditional independence 

assumption actually holds, a 

Naive Bayes classifier will 

converge quicker 

Work well for a small 

number of dimensions 

 Construction does not require any 

domain knowledge. 

 Can handle high dimensional data. 

 Able to process both numerical and 

categorical data 

Disadvantages 

Assumption of independence 

of attributes is too 

constraining 

Take up a lot of memory 

to run (storing all the 

instances) 

 Output attribute must be categorical. 

 Limited to one output attribute. 

 Decision tree algorithms are unstable. 

 Trees created from numeric datasets 

can be complex. 

Table 2: Comparative study of Machine learning techniques for spam filtering

III. METHODOLOGY USED 

A. Support Vector Machine (SVM) 

SVM is a of machine learning algorithm based on statistics 

learning theory. SVM is a kernel based technique widely used 

for classification, regression and outlier detection. The main 

reason of its increasing importance is its ability to cast 

nonlinear classification problem as a quadratic problem (QP). 

Nowadays there is a development of special purpose 

algorithm for solving QP. Sequential minimal optimization 

(SMO) has been used for faster training of SVM model. 

Advantages of SMO are that it works effectively in 

high dimensional space. It also gives good results when 

numbers of dimensions are greater than the number of 

observations. Also it is memory efficient.  

Disadvantage of SMO is that it can’t handle large 

data set & its time consuming for large dataset as input. 

 
Fig. 1: Hyper plane that separate the two classes 

B. SVM Working 

1) Every mail instance is treated as a single point with n 

dimensions in hyperspace. 

2) The distance between the hyperplanes and points of each 

class, is kept maximum, for good separation. Here in 

fig.1, Plane1 is good classifier and Plane2 doesn’t 

classify all instances. 

3)  It may also happen that, we can’t find good separator 

hyperplane (Plane 1) as in fig.1. In suchcase, hyper space 

is called as non-linearly separable.  

4) To obtain linear separation in the non-linearly separable 

hyperspace, it is extended to more dimensions.[1] 

C. MapReduce 

MapReduce is a programming model created by Google. It 

has been designed for simplifying parallel data processing on 

large clusters. The programming model is stirred by the map 

and reduces primitives found in Lisp and other functional 

languages. Before developing the MapReduce framework, 

Google used hundreds of different implementations to 

process and compute large datasets. Most of the input data 

was very large but the computations were relatively simple. 

Hence the computations needed to be scattered across 

hundreds of computers in order to finish calculations in a 

reasonable time. 

MapReduce is highly efficient and scalable, and thus 

can be used to process huge datasets. When the MapReduce 

framework was introduced, Google completely rewrote its 

web search indexing system to use the new programming 

model. The indexing system produces the data structures used 

by Google web search. There is more than 20 Terabytes of 

input data for this operation. At first the indexing system ran 

as a sequence of eight MapReduce operations, but several 
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new phases have been added since then. Overall, an average 

of hundred thousand MapReduce jobs is run daily on 

Google’s clusters, processing more than twenty Petabytes of 

data every day. 

IV. PROPOSED SYSTEM 

Proposed system contains following modules: 

A. Admin Module 

The admin has the complete right over the system. The admin 

can view List of Valid and Invalid i.e. spam mail. 

 Add training E-mail: This Module will facilitate Admin 

to specify sample e-mail content containing valid or 

spam email. This email will be further analyzed to store 

some training parameters as valid or spam email. 

 Training Module: In this Module, Admin will specify 

sample training data for valid and spam mails and divide 

training set of emails into 2 random set of emails on 

which training will be performed and result  will be 

displayed in list as valid email list or spam email list. 

Training is provided based on MapReduce with SVM 

model. 

B. User Module 

The user can be defined as an individual accessing the 

application. User has the features of sending and receiving the 

emails within the domain of app (local domain) and viewing 

Inbox and Spam Emails 

 Account authentication: Through this feature, a user is 

authenticated into the system. The login credentials of 

the user must match the information stored in the 

application. On successful provisioning of the 

credentials, a user is logged in the system 

 Sending mails: The user of the application has the right 

to send across a regular text email to a desired receiver 

of the choice.  

 
Fig. 2: Architecture of proposed system 

 Receiving Mails: The user of the application has the right 

to receive emails from other senders in the application.  

 View Inbox: The User of the application has right to view 

Inbox. 

 View Spam: The User of the application has right to view 

Spam. 

 Spam Analysis Detection: Whenever a user sends across 

an email, it passes through the Spam Analysis detection 

stage which is a vital module used for spam Detection 

based on which the system will generate a list containing  

Valid and Spam mails from current user.         

C. Spam Analysis based on MapReduce with SVM model 

In this paper, a M/R based distributed SVM algorithm for 

scalable spam filter training, designated MRSMO, is 

presented. By distributing and processing subsets of the 

training data across multiple participating computing nodes, 

the distributed SVM reduces spam filter training time 

significantly. This approach minimizes memory requirements 

drastically to store the matrix of input mail instances. With 

MapReduce large input E-mail file for training SVM is spited 

into small size data chunks. Input data chunks are treated as 

Key (K) and Value (V).  In case of spam filtering, 

Label(Spam/Ham), Weight( highly weighted top 10 

keywords ) Each map task works with one single data chunk, 

so numbers of data chunks are normally equal to the number 

of map tasks. Fig. 2 shows splitting of input file and working 

of MapReduce paradigm. For each E-mail, each Map task run 

independently with serial SMO on their respective training 

set. Output produced by map tasks is passed through 

shufflers, combiners, sorters etc to group same Keys (K) at 

near to each other. MapReduce gives output in the form of 

{key, value} pair. The Reduce task has {Label, Value} pairs 

as an input, generated by each Map task. Then it combines 

the result of all Map tasks to get final output.[1,2] 

 
Fig. 3: MapReduce with SVM Architecture 

V. EXPERIMENTS AND RESULTS 

 
Fig. 4: MapReduce output- Separation of Spam and Valid E-

mails 

VI. CONCLUSION 

Traditional SVM without MapReduce gives low scalability 

and require high computation time as well as cost. 

MapReduce framework is designed to provide large 
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scalability, Speedup and high accuracy.  In similar way, 

Bayesian and Clustering algorithms performance increases 

with MapReduce model. But, Decision tree shows limitations 

while implementing MapReduce due to its irregular nature. 

Its performance depends on large number of attributes, shows 

small performance gain. So, we conclude that SVM with 

MapReduce framework gives most satisfied results in spam 

filtering. 
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